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Abstract—Orthogonal frequency division multiplexing (OFDM) is proved to be a robust well-known technique and 
hopping across various frequency bands is also known for its ability to enhance the system's performance. Combining both 
of them should be beneficial in mitigating interference and jamming caused accidentally or on purpose especially in military 
applications. In this paper, the bit error rate (BER) performances of an improved OFDM communication system utilizing 
different frequency band hopping techniques against diverse types of jammers are presented. The overall system 
performance is improved gradually by increasing the number of frequency hopping bands against narrowband, wideband, 
and barrage jammers in case of low jamming power at the receiver front end. At high jamming power, no improvement is 
achieved using band hopping.   
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I. INTRODUCTION 
 
Wireless communications need robust performance in 
the presence of malicious injection of interference and 
jamming, where the commercial jamming devices are 
easily available today, increasing Denial-of-Service 
attacks using these jamming devices is an easy task to 
be performed. A lot of efforts have been made to 
overcome jamming by tuning some physical layer 
knobs [1]. Some examples provide adaptive control of 
power and rate or using lower modulation rates with 
the aim of reducing the system bit error rates BER [2], 
[3] when jamming interference is applied.  
The relevant background on jamming attacks, and 
discussion of some previous related works on anti-
jamming and differentiate this work is going to be 
discussed. Several kinds of jamming devices are 
readily available in the market nowadays. Although 
initial models were very simple to be used (i.e., they 
were simply emitting energy all the time), latest 
devices have combined smart power radiation 
patterns, in order to preserve battery power life and 
avoid detection. More definitely, jammers can emit 
power continuously or irregularly. Alternative kinds 
of jammers are further classified based on the duration 
of the active and inactive time intervals; for example, 
periodic jammers emit its power at fixed durations for 
these intervals. Moreover, reactive jammers act more 
intelligently, by radiating power only if they detect 
traffic; this marks them more energy-efficient and 
more hard to detect [1].  
Most of the previous efforts on reducing or avoiding 
malicious interference apply frequency hopping, or 
power and/or bit rate adaptation methods. With 
frequency hopping, authorized users decide on a 
hopping pattern across the group of available channels 
to mitigate the jammer [2], [3]. However, FH 

techniques cannot avoid jammers that can allocate 
their power across several bands uniformly [4]. 
however, the proposed studies can increase 
interference due to raised power levels or 
inappropriately set carrier-sense thresholds. The 
proposed bit rate adaptation is only useful if the 
jammer is switched to alternatingly. A survey on 
jamming attacks and mitigation solutions can be found 
in [5].  
An overview of the analysis of robustness and 
weakness of orthogonal frequency division 
multiplexing (OFDM) based systems is presented in 
[6]. The authors survey jamming attacks on OFDM in 
addition to suggesting possible countermeasures. 
Accidental interference was modeled in [7] while in 
[8], the authors introduced a generic anti-jamming 
system for multiple input multiple output (MIMO) 
based on OFDM systems. In [9] the authors, suggest a 
Direct Sequence Spread Spectrum, DSSS, an anti-
jamming technique for wireless communication. The 
technique based on spreading codes to encode a data 
bit stream. However, due to its nature, this study is not 
applicable in wireless communication systems that are 
based on OFDM. In [10], the author introduced an 
OFDM signal is hopped over a certain number of sub-
bands and observe the effect of coding across hops in 
fading channels to accomplish frequency diversity, 
and design custom low density parity check, LDPC, 
codes he finds that under jammed conditions decoding 
improves BER by an order of magnitude, and develop 
a simple approach to jammer state estimation.  
A non-real-time prototype was tested in the lab, 
aiming to achieve a better performance if the detection 
parameters were made adaptive. In [11] investigate 
how the lack of awareness of whether jamming will or 
will not be used against an OFDM communication 
impacts the anti-jamming strategy that should be used. 
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they have introduced the equilibrium strategy in the 
form of an in waterfilling algorithm. In [12], the 
authors aimed to overcome the influence of an active 
jammer. They make use of the natural characteristics 

of OFDM. Specifically, they perform experiments 
which prove that the jamming signal has different 
fading levels with respect to different subcarriers of  

 
Fig. 1. The OFDM system model block diagram. 

 
the OFDM.  They investigate a jamming interference 
mitigation scheme, JIMS, by which, transceivers can 
recognize subcarriers that are relatively unaffected by 
jamming and employ them for communications. they 
illustrate that JIMS achieve throughput up to 75%, in 
the presence of an active jammer. 
In this paper the jamming signal is likely to be 
represented such as an additive white Gaussian noise 
(AWGN) with high power affects apportion of the 
used bandwidth, partial band noise jammer (PBNJ), 
which affects the used OFDM System bandwidth 
[14], That means some sub-bands may not be 
“affected” by the malicious jamming power; such 
“cleaner” portions of the available spectrum could be 
temporarily used for legitimate packet transmissions, 
as long as the jammer gets not aware of which those 
sub-bands are. Consequently, an implementation and 
design a framework that allows a transceiver pair to 
hop through those sub-bands in the available 
spectrum with a random strategy, where avoidance 
hitting the jamming signal can be reduced. 
specifically, a feature that can be exploited with 
OFDM to mitigate jamming; more importantly, this 
can be applied in combination with most of the 
previously proposed anti-jamming schemes. 
An OFDM system was implemented, which has the 
chance to overcomes the PBNJ by applying a 
frequency band hopping technique. Therefore, where 
the system can hop through those available sub-bands 
in the inter available spectrum to deceive the jammer. 
The jammer is being represented as PBNJ which 
affects a percentage of the available bandwidth. This 
percentage is smaller than or equal the total 
bandwidth. The hopping pattern has been made 
through two methods, the first one is to agility 
between three sub-bans, and the second one is to hop 
through six sub-bands. And finally, we compared the 
results of these two strategies with the original case, at 
which no hopping was used, only the jammer effects 
the system. The channel was modeled as AWGN 
channel. 

This paper is organized as follows. In Section II, a 
brief overview of OFDM system and channel model is 
presented, and details of the partial band jammer  
 
model under AWGN channel.  Simulation parameters 
are illustrated in section III. Results and discussion in 
Section IV. Finally, the concluding remarks are given 
in Section V. 
 
II. OFDM SYSTEM MODELLING AND 
SIMULATION 
 
Orthogonal frequency-division multiplexing is one of 
those ideas that had been building for a very long 
time, and became a practical reality when the 
appearance of mass market applications coincided 
with the availability of efficient software and 
electronic technologies. 
A. communication system model 

This model represents OFDM transmission 
scheme which is a form of a multicarrier system at 
Fig. 1. The spectra of subcarriers are overlapped to 
achieve the bandwidth efficiency. The OFDM 
transmitter converts the original message bits into a 
sub-sequence of quadrature amplitude modulated or 
phase shift keyed symbols which will be subsequently 
mapped into N parallel streams. Each of N symbols is 
carried out by the different subcarrier after serial-to-
parallel (S/P) conversion. Let Xl[k] represent the lth 
transmitted symbol at the Kth subcarrier, and l = 0, 1, 
2, 3, ..., ∞, k = 1, 2, 3, …., N-1. Because of the S/P 
conversion, the duration of transmitted signal time for 
N symbols is stretched to NTs, which forms a single 
OFDM symbol with a length of Tsym. The baseband 
OFDM signals in the continuous-time domain can be 
expressed as Equation (1). This continuous-time 
baseband signal can be sampled at time equals t = 
lTsym+nTs, with Ts = Tsym/N and fk = K/Tsym to give the 
corresponding discrete time OFDM symbol as given 
in Equation (2). 
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Fig. 2. Random partial band jammer. 

 

 
Performing a useful implementing of these 
orthogonal signals, in practice, by using discrete 
Fourier transform (DFT) and inverse DFT, IDFT, 
processes. Hence that DFT and IDFT can be 
implemented well by using fast Fourier transforms, 
FFT, and inverse fast Fourier transform, IFFT, 
respectively. In the OFDM transmission system, N-
point IFFT is taken for the transmitted symbols 
Equation (1), so as to generate the samples for the 
sum of N orthogonal subcarrier signals Equation (2). 
The final received samples y[n] corresponds to x[n] 
in addition to the AWGN w[n] can be modeled as in 
Equation (3).  
Since each subcarrier signal is time-limited for each 
symbol (i.e., not band-limited), an OFDM signal may 
incur out-of-band radiation, which causes adjacent 
channel interference. Therefore, OFDM scheme 
places a guard band at outer subcarriers, called virtual 
carriers, around the frequency band to reduce the out-
of-band radiation. The OFDM scheme also inserts a 
guard interval, called cyclic prefix, in the time 
domain which overcomes the inter-symbol 
interference between the OFDM symbols [14]. As 
well as the jamming signal will be added to the 
received signal y[n]. Since the jammer applied to the 
system, its jamming signal j[n] will be added to the 
final received signal as in Equation (4). The channel 
is modeled as AWGN. 
B. PBJ under AWGN 
The partial band noise jamming affects a portion of 
the bandwidth of the spread spectrum signal 
bandwidth (Wss). This portion is represented by (Wj ) 
where Wj = ρWss, and, ρ, is a percentage of Wss, where 
(0 ˂ ρ   1) and was modeled to be randomly located 
entirely the used system bandwidth to add more 
difficulty at the system simulation. The jamming 
signal power, PJ, is modeled as AWGN and spread 
over (Wj). Fig. 2, shows the PBNJ signal over (Wj) 
band and the attenuation over each subcarrier that is 
illustrated by [13]. The power spectral density of the 

jamming signal over (Wss) is denoted by (Pj/2). 
However, when the jamming signal affects only a 
portion of bandwidth ρ then the power spectral density 
will be (PJ/2ρ) or (jo/2). 
III. SIMULATION PARAMETERS 
 
The system model is quadrature amplitude 
modulation (16-QAM), single user model over 
AWGN channel. The FFT size (M) is equal 192 
subcarriers. Transmitter and receiver assumed to be 
synchronized. The system bandwidth is divided into 
single band under jamming and extended to be (3 or 
6) bands of the original one to mitigate jamming. The 
band hopping pattern is randomly selected using 
random code generator. The jammer is modeled as 
PBNJ as defined at section number III. No guard 
band or cyclic prefix are used because the channel 
was modeled as AWGN and all the (M) subcarriers 
are used for data transmission. Variable values of 
Eb/No, ρ, and SJR were used during testing the 
system. 
 
IV. SIMULATION RESULTS 
 
In Fig. 3, the bit error rate, BER, performance against 
energy per bit to noise ratio (Eb/N0) for different cases 
when the signal power is equal to jamming power. 
Namely, no hopping case, 3 bands hopping case, and 
6 bands hopping case are presented for diverse types 
of jamming techniques. The best performance occurs 
when no band hopping, and narrowband jammer is 
utilized. On the other side, the worst performance 
takes place at no hopping, 3 bands hopping, and 
barrage jamming are applied. It can be deduced from 
the performance curves that; the system performance 
is enhanced gradually with increasing the number of 
hopping bands. While at the narrowband jamming 
case, hopping decreasing the performance of the 
system. 
Fig. 4, the BER performance against (Eb/N0) at the 
same different scenarios when the signal power is 10 
times the jamming power. The best performance takes 
place when 6 bands hopping, and barrage jammer is 
employed. While, the worst performance happens in 
case of no hopping, and barrage jamming. The 
analysis curves show that the performance is 
significantly improved increasing the number of 
hopping bands for all studied jammer types. 
Fig. 5, describes the relation between the OFDM 
system BER at different values of Eb/N0 and the 
jammed bandwidth, ρ, in case of SJR=0dB when 
variable agility band hopping techniques are 
employed. Regardless using hopping or not, the 
system best performance found generally for 
narrowband jammers. While the worst performance 
occurs when wide and barrage jammers are employed. 
From this figure, it can be shown that the overall 
system performance using six bands hoping for wide 
and barrage jammers is better than applying three 
band hopping, and no hopping. No hopping case gives 
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performance better than using hopping for the 
narrowband jammer. 
Fig. 6, demonstrates BER for the OFDM system at 
different values of EbNo and the jammed bandwidth, 
ρ, in case of SJR=10dB, for different agility band 
hopping techniques. It is clear that in the case of using 
6 bands hopping at a high value of Eb/N0 the system 
gives the best performance for different jammers types 
and Eb/N0 values. While the lowest performance is 
being found when no hopping technique is employed. 
This figure illustrates that; no hopping case gives the 
same performance at different values of EbNo. 
Increasing the number of band hopping improves the 
performance of the system in addition to the rise of 
Eb/N0. 

 
 
CONCLUSION 
 
In this paper, the performance curves for the PBNJ on 
an OFDM system is presented. The simulation has 

been done at two different cases, signal power equals 
jamming power 
(SJR=0dB), and the signal power equals 10 times the 
jamming power (SJR=10dB), at different values of 
jamming bandwidth (ρ= 1.0, 0.5, 0.1), which 
represents different jamming types. Each case has 
been simulated at three different hopping types (No-
hopping, 3 bands hopping,  
6 bands hopping). It can be concluded that the agility 
band hopping succeeded to improve the OFDM 
system in presence of PBJ. In case of SJR=0dB, and 
narrowband jammers are applied we don't have to use 
band hopping, where no hopping gives the best 
performance. Hopping strategies using 3 or 6 bands 
gives the same performance for narrowband jammers. 
While, using SJR=10dB, the more increasing the 
number of band hopping bands, the more improving 
the overall system performance for different jamming 
techniques.  
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