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Abstract- Due to the nature such as the absence of fixed infrastructure, VANets are known to be very vulnerable to various 
internal and external attacks. Particularly, one of very common attack in vehicular ad hoc network is black hole attack. In 
this paper, an anomaly based mechanism is proposed to classify and detect the behavior of vehicles in Vanet. SUMO and ns2 
to are used to simulate vehicular network and generate trace files. The system uses the features obtained from the trace file to 
detect the normal and abnormal behavior of vehicles using one class Support Vector Machine. 
 
Index Terms- Anomaly detection, Black hole attack, one-class SVM, Security, Vanet. 

  
I. INTRODUCTION 
 
VANETs is a mobile network allowing to vehicles to 
communicate with each other in the absence of 
fixedinfrastructure. The aim  of VANET is to  
improve road  safety  through  the exchange  of  alerts  
between  neighborhood  vehicles  or  to  offer  new  
comfort  services  to  road  users.   
 
The development of VANET obtained great interest 
since V2V communication allows the sharing of 
wireless channels for collision avoidance, improving 
traffic safety and better control of traffic 
congestion.VANET is expected to be a crucial part of 
Intelligent Transportation System (ITS). 
 
Vanet is composed of internal connection between 
vehicles (V2V) within available radio coverage area 
and external communication between vehicles and the 
Road Side Unit (V2R). Cooperative awareness 
message (CAM) is shared among vehicles and RSU to 
inform others about the status of their zones and to 
predict the state of vehicles in order to avoid risks. An 
additional advantage of self-driving vehicles is the 
ability to avoid traffic jams and finding better roads 
by using information from the VANET[1]. 
 
However, VANET is inherently very vulnerable to 
attacks than wired network because of its own 
characteristics such as high mobility, shared wireless 
medium, and the absence of centralized security 
services offered by dedicated equipment such as 
firewalls and authentication servers [7]. One of 
popular and severe attacks is black hole attack or 
packet dropping attack in which the attacker node 
tries to fetch packets and drop them. 
 
 
 
 
 
 

 

 
Figure 1. A basic structure of Vehicular ad hoc networks [3] 

 
Attack countermeasures  such  as  digital  signature  
and  encryption,  can  be  used  as  the  first  line  of  
defense  for reducing the possibilities of attacks. 
However, these techniques have limited prevention in 
general, and they are designed for a set of known 
attacks. They are unlikely to avoid most recent attacks 
that are designed to circumvent existing security 
measures. For this reason, there is a need of second 
technique to detect and notify these newer attacks, i.e. 
intrusion detection [7].   
This paper is organized as follows: In section II, detail 
information of intrusion detection system is presented. 
Section III explains about black hole attack. In section 
IV describes the literature review of related articles.  
Section V is explanation of machine learning theory. 
Section VI includes all modules of proposed anomaly 
based system and implementation along with 
simulation parameters. In section VII analyze the 
result and accuracy performance of the system and 
finally conclusion is given in the section VIII. 
 
II. INTRUSION DETECTION SYSTEM 
 

A. Anomaly detection  
The system detects any behavior which deviates the 

standard pre-established behavior and triggers a 
response. 

B. Signature based detection  
The system has a database about behavior of certain 

attacks with which are compared the data collected. 
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An attack is detected if the data coincide with 
malicious behavior already registered. 

C. Signature based detection 
The system defined a set of conditions that a program 
or protocol must satisfy. An attack is detected if the 
program or protocol does not meet the conditions set 
of proper operation [7]. 
 
III. BLACK HOLE ATTACK 
 
A black hole [5], [1], [9], [10] is an area where the 
network traffic is redirected. However, either there is 
no node in that area or the nodes reside in that area 
refuse to participate in the network. In a  black  hole  
attack,  a  malicious  node  introduces  itself  for  
having  the  shortest  path  to  the destination node and 
thus, cheats the routing protocol. Instead of taking a 
look on routing table firstly,  this  hostile  node  
advertises  rapidly  that  it  has  a  fresh  route  for  the  
route  request. In consequence, attacker node wins the 
right of replying to the route request and thus it is able 
to intercept the data packet or retain it. When the 
forged route is successfully established, it depends on 
the malicious node whether to drop or forward the 
packets to wherever it wants. As the Vanet system 
heavily relies on the communication between nodes, 
this type of attack can relatively effect the reliability 
of whole network. 

 
IV. RELATED WORKS 
 
Banerjee proposes a security system to discover and 
eliminate the grey hole and black hole attacks on the 
VANETs [6], where data are divided into equal 
blocks, and these blocks are then sent to the 
destination node by different routes instead of sending 
every data along the same route. The destination node 
examines the size of the sent data block; if the system 
detects differences in the size of the received data, it 
can identify the malicious route . At this point, the 
source node will be used to prevent data from being 
sent via the malicious route [6].  
Alheei et al. proposed an intelligent IDS to identify 
malicious behavior to secure the external 
communication for self-driving and semi self-driving 
vehicles [2]. Fuzzy Petri Nets were employed in this 
system that is particularly suited for dropping attack 
detection. Packet delivery rate, end-to-end delay and 
throughput were utilized to measure the performance 
of the proposed security system.  
Zhang et al. proposed two systems to detect intruders: 
anomaly based detection and misuse based detection 
[11]. Both rely on using features of the network to 
train an IDS that can identify intruders and a potential 
attacks on an ad hoc network. 
Pavani et al. created an IDS to protect the VANETs 
against the grey hole and black hole attacks [8]; they 
employed several machine learning approaches: 
Decision Tree (C-4.5), Multi-Layer Perceptron 
(MLP), K-Nearest Neighborhood (KNN) and Support 

Vector Machines (SVM). This method was simulated 
via the popular network simulator version 2 (ns-2) [5]. 
Khattab M. Ali Alheeti, Anna Gruebler and Klaus 
McDonald-Maier presented an IDS that relies on 
anomaly detection to protect the external 
communication system from grey hole and rushing 
attacks [3]. The IDS use features obtained from a 
trace file generated in network simulator and consists 
of a fees-forward neural network and a support vector 
machine. 
 
V. MACHINE LEARNING 
 
Machine learning algorithms have the ability to learn 
from data and make predictions based on that data. 
Using machine learning for anomaly detection helps 
to enhance the speed of detection. Implementing 
machine learning algorithms will provide a simple yet 
effective approach for detecting and classifying the 
anomalies. The supervised machine learning 
technique learns from the labeled training traffic data 
containing both normal and abnormal types. 
Unsupervised machine learning does not require 
labeled training data. They assume most of data are 
normal and malicious data are statistically different 
from normal data. They make decision based on the 
assumption that data with frequently appear instances 
are normal and otherwise they are anomalies [12]. 

D. One class SVM for novelty or anomaly detection 
To cope with traditional two-class problem, one-class 
classification problems are introduced. By just 
providing the normal training data, an algorithm 
creates a representational model of this data. If newly 
encountered data is too different, according to some 
measurement from the model, it is labeled as out-of-
class.  
 
VI. PROPOSED MECHANISM 
 
The proposed mechanism is based on machine 
learning technique to detect the anomalies of 
vehicular network under black hole attack. The 
followings are the step by step implementation of 
system. 

E. System design 

 
Figure 2. The design of the proposed system 
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F. Traffic and Mobility Simulation 
Firstly, the real road map of downtown area is 
exported from openstreetmap. The proposed system 
then uses SUMO tools to generate the mobility of real 
traffic environment. 

 

 
(a) 

 

 
(b) 

Figure 3. (a) Screenshot of road map of downtown area (b) 
Screenshot of simulation of SUMO 

 
Network simulator uses the traffic traces of SUMO to 
simulate vehicle networks using AODV routing 
protocol. The system creates both normal and 
abnormal scenarios. The AODV protocol is modified 
to create black hole attack behavior. Table 1 shows 
the parameter values of simulation environment. 
 

TABLEI:SIMULATION ENVIRONMENT AND PARAMETERS 
Parameter Value 
Simulator ns-2.35 

Simulation time 499s 
Number of Nodes 22 

Type of Traffic CBR 
Topology 6000*3500 

Transport Protocol UDP 
Routing Protocol AODV 

Channel Type Wireless 
MAC Protocol IEEE 802.11p 
Queue Length 50 packets 

Mobility Model Random Way 
Point 

Radio Propagation Model Two Way Round 
Network Interface Type Physical Wireless 

 
G. Feature Selection and Extraction 

The trace files are preprocessed with various 
processes to obtain important features. Based on the 
work of Alheeti, K.A , following features are selected 
as they accurately reflect the behavior of vehicles in 
VANET [3]:Packet ID, Payload Size and Type, 
Source and Destination MAC, IP Source and 
Destination Ethernet, Packet Tagged, Hop Counts, 

Broadcast ID and Destination IP with Sequence 
number. According to the nature of one-class SVM, 
normal traces are used for model construction and 
training. 

H. Anomaly Detection 
Black hole attack is in which the attacker takes part in 
the network and pretends to have the best path to the 
destination. 
Black hole node receives the RREQ packet and 
returns false RREP packet. AODV protocol uses 
sequence number as a freshness of route in the 
network. Then, black hole attacker modifies the 
sequence number in his RREP packet and act as he 
has the most update and shortest path to destination. 
The system is designed to detect anomalies based on 
the attacking idea of modifying RREP packets. 
In proposed system, to average the accuracy of 
detection, five different traffic traces are generated 
upon same road map using SUMO tool. Then ns-2 
utilized these traces with AODV protocol to simulate 
the normal network and network with attacker and 
output network traces.  
Trace files generated from network simulator can not 
be used directly as input to support vector machine 
and. So, data are preprocessed using the following 
steps: 

 Removing special characters. 
 Converting trace file to comma separated 

value file. 
 Extracting selected features. 
 Mapping symbolic to numeric value. 
 Normalization 

Then, one-class SVM is applied for training and 
classification with following parameter values. 

 
TABLE II:ONE-CLASS SVM TRAINING PARAMETER VALUES 

Parameter Value 
Nu 0.1 

Gamma Auto 
(13/2) 

Kernel RBF 
 

VII. EXPERIMENTAL RESULTS  
 
The number of training data are different according to 
the traffic pattern and network traces. The system 
mainly focus on the detection of abnormal behavior in 
the network. So the classification rate and accuracy is 
calculated based on abnormal RREP packets. 

 
TABLEIII:CLASSIFICATION RATE 
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Figure 4. Classification Rate 

 

 
Figure 5. The Accuracy of the system 

 
The detection accuracy of the system is calculated 
using Equation: 

 
NTP
NCPAccuracy   (1) 

NCP = No of correctly classified patterns 
NTP = No of total patterns 
The average accuracy is calculated by dividing the 

total of accuracies by number of traffic types. 
 
CONCLUSION 
 
In this paper, an anomaly based system is designed to 
classify black hole behavior of vehicles in 
VANET.The system used one-class support vector 
classifier to define normal and abnormal 
behaviors.The experimental results represent that 
average accuracy of the classifier under given 
simulation parameters is 62.52 percentage.  
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