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Abstract –In this paper, an analysis of performance comparison on Optical Security deals with encryption technique for 
enhancing physical layer confidentiality in Optical Code Division Multiple Access (O-CDMA). O-CDMA systems and 
networks can be implemented at various data-rates and quality-of-service requirements against eavesdropping. Optical codes 
implemented with tree structures having multiple subsets of code words has been a recent area of research. Therefore 
confidentiality improvements by means of multicode-keying encryption like two code keying, four code keying and rapid 
codeword switching for different data rates are to be studied using the associated optical components (i.e., designed and 
validated) in OptiSystem simulation software. 
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I. INTRODUCTION 
 
Communication systems around the world depend on 
many factors for efficiency and access capabilities in 
real time. The systems follow different mechanisms 
to ensure good transceiver properties and market 
viable solutions are focused onto customer or user 
viewpoints [1]. Of the many methods used for 
Communication system designs, optical fiber 
communication plays a major role in current 
scenarios. The industrial utilization of such network 
structure to support transfer of data to and from 
different locations and devices is high and equal to 
wireless generation systems. In other words, optical 
communication network architecture is the back bone 
support for most wireless standards and removing it 
from the equation just does not complete the puzzle 
[2]. Optical Communication is the concept of 
transmission of data through light medium in a fiber 
interface and not by atmospheric mediums, 
combining two of the best properties for any 
communication standards – Higher Efficiency and 
High Bandwidth utilization [3]. Amongst different 
advantages, optical communication does not preserve 
information on phase angles, transmission, detection 
andmodulation oflaser source beams are employed in 
optical networks. Though installation of the optical 
fiber lines is a difficult and costly process, optical 
network structures have found good usages in 
military, point to point, air to land and space to 
ground applications, giving better efficiency and 
higher throughput and goodput rates [4]. Hence it is 
considered to be a viable solution for both household 
and industrial applications where high data rates and 
bandwidth is required. The ability to transmit step 
and graded indices for the light beams sent through 
fibers, withstand weather parameters, accommodate 
license free operation and multimode transmission 
standards help the optical fiber communication to 
stand apart from a variety of other older wired 
communication standards [5]. 

 
Standards used for improving the data rates of the 
fiber communication systems are quite diverse and 
are still evolving for current trends. Attenuation of 
the system depends on combination of atmospheric 
attenuation and losses through geometric means. 
Even if light sources used for the system are of high 
quality and definition, the scattering effects of the 
fiber are considered to be dependent on the quality of 
the fiber, the material used to manufacture the fiber 
and the bending angle of the installed fiber. Such 
factors, if above a threshold, cause the energy in the 
fiber to be diverted away from the intended targets 
[6] [7]. The conceptual designs for Free Space 
Optical Communication Systems or FSOs are 
different from traditional optical line concepts as the 
former tends to share the difficulties faced by a 
wireless system reducing the already discussed 
advantages of the optical communication systems [8]. 
Additional scattering of light beams are catalyzed by 
the atmospheric weather conditions including rain, 
fog and snow fall. It is noted that the higher the size 
of the particles in the weather, the higher the 
Rayleigh scattering of beams. To address the issues in 
the FSOs, asynchronous modes of transmission are 
considered such that the climatic effects can be 
observed and multiple access algorithms can be 
implemented for the experiments [9] [10].  
 
In order to increase in the capacity and data rates 
offered to support single or multiple user systems, 
many concepts are implemented across the scientific 
communities, one of the most preferred option is 
Optical code division multiple access or OCDMA  
due to its capacity to operate asynchronously [11]. 
Though useful in modern communication systems, 
OCDMA is susceptible to Thermal Noise, External 
Access Interferences, Induced Noises and Shot noise. 
Interference offered to OCDMA includes DMAI or 
Dominant Multiple Access Interference which is a 
powerful source of noise and is solved by SAC or 
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Spectral Amplitude Coding. OCDMA offers unique 
codes to users from a list of orthogonally designed 
codes which reduces MAI by minimum cross 
correlation [12] [13]. 
 
Additionally OOK (On Off Keying) is mostly used to 
deliver only the 1s, along with the assigned individual 
code word. By means of this added scheme, the 
OCDMA becomes positive and asynchronous mode 
of operation is ensured to offer required data rates to 
the multiple optical user systems. Traditional 
coordination factors like scheduling are eradicated by 

means of these additions to the systems. The benefits 
of the system includes a) the degree of confidentiality 
improves with m, b) the effective data rate becomes m 
times the symbol rate, c) encryption is performed at 
the slower symbol rate d) the all-optical hardware is 
scalable and integrable, and in addition e) the all-
optical hardware and signaling prevent the “EMF 
leakage” attack.  Hence, M-Code keying is a 
multiple-bit-persymbol modulation method, 
supporting higher bit rate without increasing the 
speed of photonics and communication system [14].

 
 
II. M-CODE KEYING ENCRYPTION TECHNIQUE 

 
Fig. 1. shows an electro-optic (E/O) two-input XOR gate using 2 × 2 cross-bar optical switches. 

 
O-CDMA confidentiality with four-code keying 
assuming M=4 using XOR and CMUX is discussed 
and analyzed. The Encryption key of a random 
sequence of 1’s and 0’s has the same length as the 
plaintext (i.e., data bits). An exclusive-or (XOR) 
operation is performed between each key and each 
data bit, generating an encrypted bit of 1 or 0 called 
cipher-text. Therefore, the cipher-text of 1 is 
transmitted with one codeword, C1 and 0 is 
transmitted with another codeword, C0. The key is 
used only once and hence improving the 
confidentiality against eavesdropping. Figure 1. 
shows an electro-optic (E/O) two-input XOR gate 
using 2 × 2 cross-bar optical switches. The encrypted 
codeword either C1 or  C2 is determined by Cdata⊕key , 
where data and key are XOR operated indicated by 
the symbol ‘⊕’. In case of 2m code-keying, assuming 
m=3,the data bits D2D1D0  {000, 001, 010, 011, 
100, 101, 110, 111} are mapped to eight symbols: {0, 
1, 2, 3, 4, 5, 6, 7} correspondingly whereas the 
encryption keys contain the same set of eight 
symbols, which are equivalently binary coded as 
K2K1K0  {000, 001, 010, 011, 100, 101, 110, 111}. 
The encrypted symbol is denoted in the binary form 
as E2E1E0 in which Ei = Di ⊕Ki for i = {0, 1, 2} 
which is equivalent to the modulo-23 addition as 
described in Table I . The table denotes the encrypted 
symbol of E2E1E0 which is equivalent to codeword 
CE2E1E0 for every pair of data symbol of D2D1D0 and 
key symbol of K2K1K0. The XOR operation in the 
two-code-keying encryption is equivalent to the 

modulo-2 addition in GF(2) through which four-code-
keying encryption technique is achieved [15 - 19]. 

 
Table. 1. Encrypted E2E1E0  obtained by MODULO-2m 

ADDITION IN GF(2m ) where m=(1,2,3) 
 
III. E/O DESIGN AND SIMULATION 
DESCRIPTION 
 
An optical system design for the proposed M-code 
keying encryption technique is demonstrated in 
software simulation with m=3. Also single span of 
Continuous Wave (CW) Laser source operating at a 
frequency of 193.1THz (1550 nm) is taken into 
analysis. A Non-Return-to-Zero (NRZ) wave form is 
generated by a bit sequence of length, L=8 are 
provided to the Mach Zehnder modulator at a data 
rate of 1.25 Gb/s. Both data symbols and encryption 
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keys are now in the optical form. This scalable design 
relies on the use of two basic optical modules a) an 
optical two-input XOR gate and b) a Semiconductor-

Optical-Amplifier(SOA) based 2x1codeword 
multiplexor (CMUX), as shown in Figure 2(a) & 
2(b). 

 

 
Figure. 2(a). All-optical XOR gate simulation layout 

 

 
Figure. 2(b). An Optical 2x1CMUX simulation layout 
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Figure. 3. Four-code keying encryption simulation layout 

 
IV. RESULTS AND DISCUSSION 
 
XOR gate simulation results at 1.25 Gb/s is analyzed using data bits, D1 = 01011 01110 and encryption key, K1 
= 1101011010 wherein encrypted bits E1 is 10001 10100 visualized all in the optical NRZ format. The XOR 
output is a stream of NRZ cipher bits E0 = D0 ⊕K0 for i =0. 
 

 
Figure. 4.(a) D0=01011 01110     Figure. 4.(b) K0 =1101011010      Figure. 4.(c) E0=10001 10100 

 
The polarization-independent optical CMUX is 
designed to function like a 2x1codeword selector by 
means of the XGM in the SOA [20]. The NRZ 
encrypted symbol Ei from the optical XOR gate is 
sent back as an input to the top SOA and hence a 
backward injected Ei pulse at the top SOA will 
saturate the SOA’s gain which prevents forward 
injected optical codeword Cj from passing through 
the SOA i.e., Cj can pass only if Ei = 0. Inducing 
XGM, the backward injected Ei pulse saturates the 
SOA’s gain and also prevents a forward injected CW 

laser beam from passing through the SOA resulting Ei 
as the output. The SOA at the middle is configured to 
function as an optical inverter. Similarly, the bottom 
SOA allows optical codeword Cj+1 to pass only if 
Ei=1. Combining both the outputs at the 2 × 1 passive 
combiner, optical 2 × 1 CMUX operation results in Cj 
E + Cj+1Ei. An optical two-code-keying encryption 
simulation results at 2 × 1 CMUX operation with 
selected optical codeword such as 
C1C0C0C0C1C1C0C1C0C0 considering E0=10001 
10100 respectively. 
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Figure. 5. An Optical 2x1CMUX simulation output 

 
Figure. 6. Four Code Keying simulation results 

 
An optical four-code-keying encryption at the 
CMUX3 output gives expected encrypted codeword 
sequence of C3C0C2C0C1C3C0C3C2C2  with  respect to 
E1E0 = 30201 30322. In addition to the two 
codewords C0 and C1, D0 and K0 are used in the 2-
code-keying encryption. The two codewords C2 = 
10001 00010 00000 00000 and C3 = 10000 01000 
00100 00000, D1 = 00110 11010 and K1 = 10010 
01101 are applied in four-code keying encryption. 
The XOR1 module results in E0 = D0 ⊕K0 = 10001 
10100 for i =0. The XOR2 module is modified with 
the data bits being set to D1 and the encryption keys 
being set to K1 , generating E1 = D1 ⊕K1 = 10100 
10111. The CMUX1 module results generated for 
selecting C0 and C1 in accordance to E0. The CMUX2 
module results generated with the two codewords 
being set to C2 and C3 and CMUX3 module is 

modified with the power-splitter input connected to 
the XOR2 output, the top SOA connected to the 
CMUX1 and the bottom SOA connected to the 
CMUX2. In the configuration, the associated DATA, 
Di and KEY, Ki symbols become D1D0 = 0123123130 
and K1K0 = 3103013212 generates the cipher 
symbols E1E0 = 3020130322 in accordance with the 
module-2m addition. As a result, the CMUX3 output 
gives the sequence of codewords 
C3C0C2C0C1C3C0C3C2C2. 
 
CONCLUSION 
 
The method used is 2m-code keying that sends a 
constant amount of energy for every data symbol 
because the 2m codewords of each user are of the 
same code weight. As a result, an energy detector 
cannot differentiate among these 2m symbols and thus 
2m-code-keying uplink transmission is protected 
against the eavesdropper that uses a primitive brute-
force search attack. Confidentiality analyses of the 
multicode-keying encryption technique were 
formulated with numerical examples using M-Code 
keying encryption (i.e., M=4). Tree structures for 
enhancing the physical-layer confidentiality in O-
CDMA systems and networks by means of the 
multicode keying encryption is validated by 
OptiSystemTM simulation. 
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