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Abstract - Supervisory control and data acquisition (SCADA) systems have become a salient part in controlling critical 
infrastructures, such as power plants, energy grids, and water distribution systems. In the past decades, these systems were 
isolated and use proprietary software, operating systems, and protocols. In recent years, SCADA systems have been 
interfaced with enterprise systems, which therefore exposed them to the vulnerabilities of the Internet and the security 
threats. Traditional security solutions (e.g., firewalls, antivirus software, and intrusion detection systems) cannot fully protect 
SCADA systems, because they have different requirements. This paper presents an innovative intrusion detection approach 
to detect SCADA tailored attacks. This is based on a data-driven clustering technique of process parameters, which 
automatically identifies the normal and critical states of a given system. Later, it extracts proximity-based detection rules 
from the identified states for monitoring purposes. The effectiveness of the proposed approach is tested by conducting 
experiments on eight data sets that consist of process parameters’ values. The empirical results demonstrated an average 
accuracy of 98% in automatically identifying the critical states, while facilitating the monitoring of the SCADA system. 
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I. INTRODUCTION 
 
SCADA SYSTEMS control and monitor industrial 
and critical infrastructure functions (such as 
electricity, gas, and water). Recently, there has been 
an increase in attacks targeting these systems. 
Compromising a SCADA system can lead to large 
financial losses and serious impact on public safety 
and environment. The attack on a sewage treatment 
system in Maroochy Shire, Queensland, is an obvious 
example of the seriousness of cyber-attacks on 
critical infrastructures [1]. Therefore, securing and 
protecting these systems is extremely important. The 
new generation of Intrusion Detection Systems (IDS) 
will need to detect ad-hoc SCADA-specific attacks 
that cannot be detected by existing security 
technologies [2]. Due to the differences between the 
nature and characteristics of traditional IT and 
SCADA systems, there has been a need for the 
development of SCADA-specific IDSs, and in recent 
years this has become an interesting research area. A 
SCADA system monitors and controls a series of 
process parameters. The values of these supervised 
parameters can reflect the internal representation of 
the SCADA system. The values are called “SCADA 
data” which are found in [3] to be a good information 
source to monitor the internal behavior of the given 
system and protect it from malicious actions that are 
intended to sabotage or disturb the proper 
functionality of the targeted system. Therefore, the 
monitoring of the behavior of SCADA systems 
through the evolution of SCADA data has attracted 
the attention of researchers. These approaches are 
good for monitoring one single process parameter. 
This paper reviewed a novel data-driven clustering 
approach that removes the need for domain experts 
and the purely “normal” SCADA data to build the 

detection models. This approach is based on the 
assumptions that “normal states”, that are represented 
by a combination of the status and values, of 
multivariate process parameters in a SCADA system 
can be clustered into finite groups of dense clusters, 
and critical states in the n-dimensional space will take 
the form of noise data, also called outliers. In other 
words, they will be sparsely distributed in the n-
dimensional space. By properly monitoring the 
evolution of the states of a process’s parameters, we 
can efficiently detect attacks that put the system into 
a critical state. The aim of the proposed approach is 
to automatically identify the system states (normal 
and critical) in the absence of system specifications 
and purely normal training data. In addition, it should 
extract efficient detection rules from the identified 
states. Moreover, this approach works in an 
unsupervised mode. Here is a summary of the 
contributed work: 
 Automatic Detection Rule Extraction: The 

extraction of proximity-based detection rules 
enables the monitoring of the criticality degree of 
a target system. The proposed technique is an 
adaptation of the fixed-width based clustering 
approach. It clusters identified normal and 
critical states into micro-clusters, in order to 
extract unique proximity-based detection rules 
for the states grouped into a cluster. The 
detection rules are based on the mean of outlier-
ness scores of the states in the cluster with its 
centroid point and radius. 

 Reduction of High False Positive Rate: This 
proposed   technique that reduces the high false 
positive rate of critical states identification. This 
technique re-labels the identified critical states 
by computing the Euclidian distance from each 
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critical state to each normal micro cluster 
centroid. If the critical state is located within any 
normal micro-cluster, it is re-labelled as normal 
and assigned to that normal micro-cluster. 

 Proposal of a Measure to Evaluate Criticality: 
This introduced a measure to evaluate the 
performance of the criticality monitoring 
approach. This measure is inspired by the rank-
based precision measure in information retrieval. 
Monitoring approaches can be evaluated by the 
proposed criticality measure. The “best” 
monitoring approach is the one that assigns 
higher scores to critical states than to normal 
ones. Eight datasets are used in the evaluation, in 
which five of them are publicly available and 
three are generated by a water distribution 
system simulation. The simulated data was 
collected through a virtual switch, which links 
the virtual machines together. A MODBUS/TCP 
parser was developed to extract the process 
parameters’ values (e.g. water level and pump 
status). The simulated data is a combination of 
status and values of correlated process 
parameters that properly represent the system 
behavior. This approach has an average accuracy 
of 98% in automatically identifying the critical 
states, and monitoring the criticality degree of a 
target system. 

 
II. CURRENT APPROCHES FOR SCADA 
CYBER SECURITY 
 
Cyber Security of Water SCADA Systems—Part I: 
Analysis and Experimentation of Stealthy Deception 
Attacks [1]. 
This brief aims to perform security threat assessment 
of networked control systems with regulatory and 
supervisory control layers.  The performance of a 
proportional-integral controller (regulatory layer) and 
a model based diagnostic scheme (supervisory layer) 
under a class of deception attacks was analyzed in 
this approach. This approach has an average accuracy 
of 80%. They adopted a conservative approach by 
assuming that the attacker has knowledge of: 1) the 
system dynamics; 2) the parameters of the diagnostic 
scheme; and 3) the sensor-control signals. The 
deception attack presented here can enable remote 
water pilfering from automated canal systems. 
Detecting Stealthy False Data Injection Using 
Machine Learning in Smart Grid.[2] 
Aging power industries, together with the increase in 
demand from industrial and residential customers, are 
the main incentive for policy makers to define a road 
map to the next generation power system called the 
smart grid. In the smart grid, the overall monitoring 
costs will be decreased, but at the same time, the risk 
of cyber-attacks might be increased. Recently, a new 
type of attacks (called the stealth attack) has been 
introduced, which cannot be detected by the 
traditional bad data detection using state estimation. 

In this paper, author talks about how normal 
operations of power networks can be statistically 
distinguished from the case under stealthy attacks. 
They proposed two machine-learning-based 
techniques for stealthy attack detection. The first 
method utilizes supervised learning over labeled data 
and trains a distributed support vector machine 
(SVM). The design of the distributed SVM is based 
on the alternating direction method of multipliers, 
which offers provable optimality and convergence 
rate. 
Enhancing Suricata Intrusion Detection System 
for Cyber Security in SCADA Networks.[3] 
Industrial Control and SCADA (Supervisory Control 
and Data Acquisition) networks control critical 
infrastructure such as power plants, nuclear facilities, 
and water supply systems. These systems are 
increasingly the target of cyber-attacks by threat 
actors of different kinds, with successful attacks 
having the potential to cause damage, cost and 
injury/loss of life. As a result, there is a strong need 
for enhanced tools to detect cyber threats in SCADA 
networks. First, they studied the level of support for 
SCADA protocols in well-known open source 
intrusion detection systems (IDS). Second, they 
selected a specific IDS, Suricata, and enhance it to 
include support for detecting threats against SCADA 
systems running the EtherNet/IP (ENIP) industrial 
control protocol. Finally, they conducted a traffic-
based study to evaluate the performance of the new 
ENIP module in Suricata - analyzing its performance 
in low performance hardware systems and got better 
results. 
Benchmarking Vulnerability Scanners: An 
Experiment on SCADA Devices and Scientific 
Instruments. [4] 
Cyber security is a critical concern in society today. 
One common avenue of attack for malicious hackers 
is exploiting vulnerable websites. It is estimated that 
there are over one million websites that are attacked 
daily. Two emerging targets of such attacks are 
Supervisory Control and Data Acquisition (SCADA) 
devices and scientific instruments. Vulnerability 
assessment tools can help provide owners of these 
devices with the knowledge on how to protect their 
infrastructure. However, owners face difficulties in 
identifying which tools are ideal for their 
assessments. This research aimed to benchmark two 
state-of-the-art vulnerability assessment tools, Nessus 
and Burp Suite, in the context of SCADA devices and 
scientific instruments. This approach has an average 
accuracy of 92%. They specifically focused on 
identifying the accuracy, scalability, and vulnerability 
results of the scans. Results of our study indicate that 
both tools together can provide a comprehensive 
assessment of the vulnerabilities in SCADA devices 
and scientific instruments. 
A Leak Detection Method Based on EPANET and 
Genetic Algorithm in Water Distribution Systems. [5] 
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The deterioration of pipes in water distribution 
systems can lead to pipe breaks and leaks which may 
result in a reduction in the water-carrying capacity of 
pipes and lead to economic, safety and environmental 
issues. Leakage can be detected by correlating 
changes in flow characteristics to changes in a 
hydraulic model for the network. This paper 
presented a nonlinear model-based leak detection 
method making use of monitoring pressure heads 
obtained from a test network. The leakage was 
simulated by the test work. The software EPANET 
was used to perform the hydraulic simulation of the 
network. The model was optimized by the genetic 
algorithm. The results show that model built can 
estimate the leakage location and leakage amounts. It 
was suitable for estimating small pipe leakage and the 
results satisfied the engineering applications, which is 
useful for water utilities in pipe inspection and 
maintenance. 
Machine Learning for Power System Disturbance 
and Cyber-Attack Discrimination. [12] 
Power system disturbances are inherently complex 
and can be attributed to a wide range of sources, 
including both natural and man-made events. 
Currently, the power system operators are heavily 
relied on to make decisions regarding the causes of 
experienced disturbances and the appropriate course 
of action as a response. In the case of cyber-attacks 
against a power system, human judgment is less 
certain since there is an overt attempt to disguise the 
attack and deceive the operators as to the true state of 
the system. To enable the human decision maker, 
author explore the viability of machine learning as a 
means for discriminating types of power system 
disturbances, and focus specifically on detecting 
cyber-attacks where deception is a core tenet of the 
event. The evaluation was done on various machine 
learning methods as disturbance discriminators and 
discuss the practical implications for deploying 
machine learning systems as an enhancement to 
existing power system architectures. For this 
measurement, about 50% of the 128 features provide 
about 96% of the learning value. 
Neural Network Based Intrusion Detection System 
for Critical Infrastructures. [13] 
Resiliency and security in control systems such as 
SCADA and Nuclear plant's in today's world of 
hackers and malware are a relevant concern. 
Computer systems used within critical infrastructures 
to control physical functions are not immune to the 
threat of cyber-attacks and may be potentially 
vulnerable. Tailoring an intrusion detection system to 
the specifics of critical infrastructures can 
significantly improve the security of such systems. 
The IDS-NNM - Intrusion Detection System using 
Neural Network based Modeling. The main 
contributions of this work are: 1) the use and analyses 
of real network data (data recorded from an existing 
critical infrastructure); 2) the development of a 
specific window-based feature extraction technique; 

3) the construction of training dataset using randomly 
generated intrusion vectors; 4) the use of a 
combination of two neural network learning 
algorithms - the Error-Back Propagation and 
Levenberg Marquardt, for normal behavior modeling. 
The presented algorithm was evaluated on previously 
unseen network data. The IDS-NNM algorithm 
proved to be capable of capturing all intrusion 
attempts presented in the network communication 
while not generating any false alerts. Similarly, 
expanding the neural network structure into hidden 
layers and using all 16 attributes led improvement of 
the detection rate (78.64%). Finally, using the 
expanded network architecture with 2 hidden layers 
and training on the 8 most relevant attributes the 
optimal performance of the system (100%) was 
achieved. 
Identification of Bad Data [14.] 
A power grid is a complex system that connects 
electrical power generators to consumers through 
power transmission and distribution networks across 
a large area. In order to protect these grids, the 
systems have to be monitored. This type of 
monitoring, known as state estimation, has been used 
to help detect bad measurements that would not allow 
the system function properly. The techniques take 
down any problem it encountered, whether or not it is 
done by an attacker. That scenario is incorrect even 
though those types of attacks should be considered as 
a bad measurement. This paper presented, a fairly 
new class of attacks was against state estimation. This 
type of attack is known as false data injection. The 
goals were to investigate attacks against state 
estimation algorithms, investigate attacks that are 
undetected given currently-used fault detection 
algorithms, and see if we can propose a new detection 
algorithm that is better for identifying false data 
injection attack. I learned the two different case types 
that were used the IEEE 14-bus system; and the chi-
squared and normalized residual test was used 
through matpower on different attacks and evaluating 
their detection abilities. 
 
III. NECESITY OF CYBER SECURITY IN 
SCADA SYSTEMS 
 
SCADA security is a topic of increasing concern for 
network operators. SCADA systems monitor and 
control mission-critical equipment and infrastructure. 
It is important to prevent the unauthorized 
interception of this data or the malicious injection of 
bogus or harmful traffic. To better understand why 
SCADA security could be a concern for an 
organization, it is important to understand how 
SCADA communications are sent across a network. 
Historically, security in the world of SCADA was 
managed by the principles of “security by obscurity” 
and what is referred to as “the air gap”. As these 
systems used proprietary obscure protocols that not 
many people other than specialist engineers 
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understood and were isolated from other networks, an 
air gap existed that reduced the risk of SCADA 
systems being compromised and exploited. Security 
was never a consideration due to their isolation and 
the focus on process control, safety and reliability. In 
addition to targeted attacks or malware, SCADA 
availability loss can also be accidental due to human 
error or unintended consequences. For example, a 
common security management practice is 
Vulnerability Scanning. However, SCADA systems 
have minimal tolerance for latency in their 
+communications, and something as simple and 
common as a port scan could lead to system outages. 
Lack of planning or a poor network design that does 
not properly segregate SCADA networks could result 
in a corporate network vulnerability scan negatively 
impacting an operational SCADA system. 
Consolidation and shared processes or systems 
between the corporate and SCADA environments, 
while ideal from a financial and managerial point of 
view, may also increase security and availability risks 
to the SCADA environment. Controls may not be 
able to mitigate risk from either an intentional attack 
(external or from an “insider”) or the “accidental 
factor” to an acceptable level, due to the increased 
attack surface created against SCADA from having a 
shared environment. A people or process error that 
may have a minor impact or be tolerable in a 
corporate environment could be catastrophic in a 
SCADA environment where integrity of commands 
and uptime availability is paramount. Connectivity to 
corporate IT networks is now increasing due to use of 
common technology standards and network protocols 
such as IPv6, data requirements to enable better 
decision making, and improved management 
capabilities through the leveraging of corporate IT 
management platforms and staff. With this increased 
connectivity comes increased risks and opportunity 
for a security breach of the SCADA network, or 
adverse and unintended the consequences due to 
accidental human error. 
 
IV. APPROCHES AND RESULTS 
 
Monitoring the states and values of process 
parameters are one of the salient techniques proposed 
to build a robust IDS for SCADA systems. The 
evolution of these process parameters’ values 
represents two types of states: (i) normal states and 
(ii) critical states. In what follows, we will provide 
some definitions. Definition 1 (State): A state is a 
combination of status and values produced by some 
process parameters for a certain period, and it could 
be either normal or abnormal. The states can be finite 
if the values of the process parameters are discrete, or 
can be infinite when at least one of the values of 
process parameters is continuous. Definition 2 
(Critical/Normal State): A critical state is a highly 
isolated state with respect to its neighbors in n 
dimensional space. The higher criticality score, the 

more distant are its neighbors. Therefore, any state 
whose criticality score exceeds a fixed threshold γ 
will be considered as a critical state, otherwise it is 
normal. 

 
Figure. 1. The various steps of the proposed approach. 

 
In this section, we describe two results that contribute 
to the development of SCADA-based IDS: (i) a 
model that identifies normal/critical states and (ii) a 
proximity-based extraction technique to derive rules. 
Figure 1. provides an overview of the proposed 
approach. Since we are identifying critical and 
normal states in an unsupervised mode, where prior 
knowledge about normal/abnormal data is not known, 
clustering techniques seem to be appropriate and 
efficient because they can classify unlabeled data. We 
thoroughly investigated the use of some well-known 
clustering algorithms. 
 
CONCLUSION 
 
This paper presented an innovative clustering-based 
IDS to detect attacks particularly tailored for SCADA 
systems. This is based on initially identifying the 
normal and critical states for a target system, and then 
extracting the proximity-based detection rules from 
the identified states. Furthermore, the criticality 
degree of a target system is monitored and alarms are 
raised when it approaches a critical state. In addition 
to this approach, new measure to evaluate existing 
approaches monitoring the criticality degree of a 
target system. Results obtained from the various 
experiments demonstrated the ability to identify 
normal and critical states of a target system, with a 
significant detection accuracy of the extracted 
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proximity-based rules. Future work would be devoted 
to develop an incremental model to address the 
frequent changes in the system 
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