
International Journal of Electrical, Electronics and Data Communication, ISSN(p): 2320-2084, ISSN(e): 2321-2950 
Volume-6, Issue-5, May-2018, http://iraj.in 

ITV-Intelligent Traffic Validation: An Optimally Secure Driver’s Identity System 
 

75 

ITV-INTELLIGENT TRAFFIC VALIDATION: AN OPTIMALLY 
SECURE DRIVER’S IDENTITY SYSTEM 

 
1VIGNESH PRABHAKAR, 2JAYAKRISHNA BACHU, 3ASHIRBAD SAHU 

 
1 2 3Student Research Scholars,SRM Institute of Science and Technology, Kattankulathur, Chennai, Tamil Nadu 

E-mail: 1vgnshprabhakar@gmail.com,2bachujaya1997@gmail.com, 3ashirbadsahu3@gmail.com 
 
 

Abstract - This paper presents a channelized solution of securing the Traffic Management System by maintaining an 
indexed record of car drivers, initially focussed on the urban scape. The main objective is to prohibit unauthorized drivers 
from taking the car on to road. The tracking technology utilizes the concepts of Data-mining, Steganography, Data 
encryption and Internet of Things.IOT creates a connection between cameras and the sensors. The captured data is encrypted 
using hashing and steganography, to prevent any human intervention or a D-Dos attack. The decoded data is matched with 
the license list database of the Indian government using data mining and only if a match has been found the microcontroller 
will render a response for the car engine to start. This project is a great boost for Indian government’s initiative for 
digitization regarding driver vehicle paring and resolving issues of legal drive by automating the array of verification 
procedure. The core idea revolves around the fact that the transport runs on the road only when a valid license holder drives 
it, the proposed system takes care of the paring and validation. 
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I. INTRODUCTION 
 
Today nearly 882480 number of people have valid 
license in the state of Tamil Nadu alone when 
compared to nearly 1.7crores vehicular crowd 
(indexed census data 2012) on roads of Tamil Nadu 
taken as a project case. This data appears normal but 
intrigues the thought of invalid driving licenses on the 
road. This unique tracking idea provides an 
innovative way to stop such elements from even 
getting on to roads with cars. This paper also keeps 
inmind the efficiency of the system to make it more 
reliable and user friendly. 
 
II. LITERATURE REVIEW 
 
The literature conveys the proposed research work on 
traffic management system in different journals and 
then discussions about the existing systems that are 
used around the world. 
 
2.1 Proposals on traffic management system: 
The system will be able to differentiate between 
vehicular congestion moving in an intended direction 
and deviate reflections, movement of animals etc. For 
a freeway management system application, a motion 
sensor cum detection and differentiation device with 
high reliability is essential to be deployed.[1] 
An automobile guidance system for guiding vehicles 
consisting of a central traffic control system, a 
plurality of roadside nodes of signal exchange, and an 
on-board automobile supervision and control 
system.[2] 
 
The system collects traffic congestion patterns and 
precarious car details from the monitoring cameras, 
and infrared sensors, and analyses the collected, 
processed data. The information vortex sends 

analytical conclusions to the base station, which 
forwards traffic particulars to those vehicles that are 
present in its own communication vicinity/target 
zone. 
It possibly deals with the challenges to have 
transportation department authority of the 
government redistribute congestion information to 
drivers, which, in turn, can decide on tracking around 
congested areas. Such data can be collected by 
relying on the sensor 718 models  placed at specific 
road intersections or disjoints (as in induction loops 
and video cameras) or by having individuals report 
their positioning, velocity, and travel time using a 
GPS device. [4] 
 
This system has been provided with features to 
disable auto ignition. Every   license is embedded 
with indicia, like a magnetic strip which is 
tantamount to the facial recognition of the driver. 
This license is inserted into a reader segment in the 
vehicle which then fabricates an identification wave 
that is an authentication of the identity of the driver’s 
license. A microprocessor compares the identification 
wave from the driver’s license with that of the 
database back end   of the authorized driver(s) for the 
automobile. When the driver’s license identification 
wave superimposes with the stored information in 
memory, the microprocessor generates a control 
signal which enables the automobile ignition 
mechanism. [3] 
 
In this paper, it proposes an efficient way of utilizing 
modern electronic driving licenses from security and 
safety point of perspective. The system also scans 
another type of dummy card which is generally for 
valet parking purposes etc. This card will allow 
instant access to valet to use the car and park properly 
in the parking space, but this card only allows the 
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driver to run the vehicle up to a predetermined 
distance in the system to prevent runaway by thieves 
using dummy cards. [4] 
 
The proposed work utilizes server-client methods 
used in other areas. Each vehicle will be embedded 
with a client module circuitry and RTO offices will 
host servers. Vehicles’ and Drivers’ information 
gathered by client is validated by Servers and thus 
RTO can keep track of various credentials like 
vehicle insurance, driving license of every vehicle 
plying on streets. [5] 
 
The proposed system consists of a smart card capable 
enough of storing the facial impression of anyone. 
While issuing the license, candidate’s facial pattern is 
to be recorded in the card. Vehicles such as cars, 
bikes etc. should will have a reader capable of 
perusing the particulars. The same should also have 
the utility of facial recognition device. A person, who 
wishes to start the vehicle, should insert the card 
(license) in the slot and then do facial recognition. If 
the facial pattern recorded in the card and facial 
pattern swiped in the device are arrantly similar, 
he/she can access the engine fuel ignition, otherwise 
ignition cannot be enabled or initiated.[6] 
 
2.2 Intelligent traffic management system and 
techniques present in different parts of the world: 
 
2.2.1. IRD-PAT Traffic’s intelligent Control Centre 
Operations (ICCO): 
Advantages: 

 Provides mapping and positioning of the 
vehicles on the highway. 

 Emergency communication services. 
 Automatic accident detection panels 

Disadvantages: 
 Allows the drivers to drive without    even 

possessing valid driver’s license. 
 

2.2.2 Sydney Coordinated Adaptive Traffic System 
(SCATS): 
Advantages: 

 Live surveillance utility for complex and 
persistent monitoring, which consists of 
Detection, Timing 

 Alarm surveillance, bounding 
communication, tracking, operator access, 
and flash position alerts 

 Space and time diagrams: diagrams that 
depict the real-time scenario of the road 
streets. 

Disadvantages: 
 Allows the drivers to drive without    even 

possessing valid driver’s license. 
 Cyber threats are not taken into 

consideration that can be potentially 

exploited by hackers of a misanthropic 
organisation. 

 
2.2.3.FLIR FC Series Infrared Traffic Camera: 
Advantages: 

 The FC-sets of heat coordinated cameras is a 
substitute for the legacy of video cams and 
functions with the present processor so 
detection is pretty accurate and reliable, 
augmented information collaboration and 
much secure operations without much 
significant alterations to the remainder of the 
system. 

Disadvantages: 
 Does not validate or ensure the preclusion of 

inevitable technical glitches with the video 
processing system. 

 
III. PROPOSED METHOD 
 
3.1 OBJECTIVE: 
Our objective is to ensure a prevalence of a digitized, 
secure and systematic mode of regulating 
transportation and traffic utilities that will serve as a 
protective and secure technology to guard the 
interests of the people. 
To provide a methodology that remains in the vogue 
and doesn’t get outmoded and continues to serve its 
purpose to the best of its capabilities and 
technicalities and also updations in the system to 
establish it as an unassailable force that ensures road 
safety while at the same time not compensating on 
driver security and corruption . 
 
3.2 TECHNICAL SPECIFICATION: 
The technology accepts of the proposed idea would 
include: 

 Capturing of the image using html5 and 
JavaScript. 

 Internet of things for activating 
messaging/mailing APIs to alert the owner 
of vehicle. 

 Internet of things for sensor data retrieval 
 Arduino for controlling the sweeping of the 

servomotor. 
 Data transmission over the network 
 16-bit password encryption for logging into 
 Asymmetric encryption of data that is being 

transmitted. 
 Data mining 
 Facial recognition of the driver using 

convolution networks. 
 Steganography for retrieving the data from 

the photo. 
 Internet of things for sensor data retrieval. 

 
IV. METHODOLOGY 
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Figure 1: This represents the IOT action flow in node 
red pallete wherein the two alternate pathways 
determine the pathway to be chosen depending on the 
validation output of the facial and cryptic recognition. 
  

 
 

 
FIG 1: SYSTEM ARCHITECTURE 

 
Figure 2: This represents the system architecture 
workflow which is a process model that explains the 
sequence and order of the set of actions to be taken in 
order to realize the interlinking amongst the various 
modules utilised for the intelligent driver vehicle 
tracking. 
 
Figure 3: This utilizes an Arduino firmata interface 
for communication of messages between the IOT 

setup and the hardware servomotors used in the 
automobiles. 
 
DESCRIPTION OF THE FLOW CHART: 
Depiction about the system in form of flow chart 
becomes much more vivid, descriptive and helps   us 
to understand an abstruse dynamics in much 
simplified manner. The following objects would be 
utilised for implementation: 
 
VEHICLE: 
In the above fig 1, a small camera that would be 
placed in the car would be used to capture the image 
of the person for verification which in turn would be 
run by a piece of JavaScript code. There would also 
be a local server that would be used to collect the 
information from the main server. The application 
can very well be made portable on an ARM 
architecture such as tablets or smartphones but there 
is a potential risk of data security of the scanned 
image which could be exploited by organisations to 
spy on the particulars of the user which would be 
discussed in a delineated manner and has a great deal 
of legal politicization involved in it. 
 
LOCAL RECEIVER: 
In the above fig 1 it would receive the request from 
different people and according to the traffic it would 
direct the request to the main server for the 
verification it would act as an interface to redirect the 
request and the response between the server and the 
user device. 
 
SERVER HUB: 
In the above fig 1 it would already contain an entire 
group of images of the valid license holders from 
which the image is matched and the steganography 
text file would be extracted if the very particular 
person is a valid user of it otherwise request would be 
terminated. For image verification we would be using 
convolution network algorithm for searching and 
matching of the images from a very large pool of 
images. On a large scale implementation it would 
potentially consider the network architecture of the 
back end implementation. A Master-slave 
architecture would hence be advisable to route the 
massive amount of data involved in it and also to 
serve the purpose of a reverse-proxy. 
 
According to the decision taken, if he is a validated 
user or not his request would be further processed. If 
he is a validated user then the car engine would be 
enabled, allowing the  driver to start the engine and 
the data would be updated in the local server as well 
as the main database stating that would started the car 
at that very particular moment of time. If the request 
that is raised from an invalid user than his request 
would be denied thereby not allowing the drivers to 
start the car engine and hence the car itself. 
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V. FACIAL RECOGNITION OF THE DRIVER 
USING CONVOLUTIONAL NEURAL 
NETWORKS 
 
Facial recognition is an iterative process wherein the 
result of the interim epoch is given as feedback to the 
hidden layer of a multi layered perceptron. Before 
facial recognition can be made feasible, the setup 
needs to enforce facial detection. Modern cameras 
can automatically recognize faces and distinguish 
them from other neighboring objects. 
Histogram oriented gradients is an effective 
specification in convolutional neural networks which 
can be utilised to carry out facial recognition of the 
driver in the vehicle. The Transport department 
would have digital portraits of the license holders at a 
back end architectural framework which would be 
used for validation with the real time input from the 
camera .Pixel wise comparison is made between the 
captured facial feature with the ones associated at the 
back end framework .The colour and darkness of the 
pixel form a pattern with the neighboring pixels along 
different directions. Generating the same along all the 
directions yields gradients which measure the 
luminous flow across the image. It is important to 
maintain the luminous intensity at a higher level. 
 
A HOG representation is built and we need to 
compare which one of the faces in the license 
database matches with the HOG representation. After 
detection, projection of the face is the next challenge. 
This is done in order to accommodate for the face 
turned in different directions while comparing the 
saved image and the latest capture. Next we need to 
morph facial features at the right positions such as 
eyes, nose and lips. This is carried out through face 
landmark estimation algorithm. 
 
The unique facial landmarks such as chin elongation, 
eyebrows are established set of limited number of 
points which can be located using a trained machine 
learning algorithm. Thereafter rotation and 
reorientation would aptly position the captured image 
in accordance with the image in the database. Also 
the image reorientation techniques should not disturb 
parallel support lines at the border of the image. 
Encoding the facial image is the immediate step. 
When the number of instances or faces in the 
database is massive in number then measurements of 
each and every instance is stored such as the distance 
between the eyes or the distance between the nose 
and the mouth etc. The better way to measure the 
previously mentioned measurements is through the 
computer itself. 
 
Deep learning through convolutional neural networks 
can be employed in order to train the neural net with 
the measurement values of the various faces. We can 
achieve this through comparisons between a known 
image, a different image of the same known image 

and the image   of a totally different instance. After 
looking at the results drawn out of the comparisons 
we may adjust the neural network accordingly to so 
that closer measurements are generated. Once the 
face encoding is completed, the neural network can 
identify measurements of any previously seen or 
unseen face. 

 
 
Figure 4:This is one among the training data images 
used to train the convolutional neural network based 
on facial features. 
 
VI. IDENTIFY THE NAME USING THE 
ENCODING 
 
The database would consist of images wherein 
measurements might correspond to our test image. 
For implementing the same we could use support 
vector machines that can enhance image classification 
based on the measurement values. The support 
vectors restrict the classification regions and maintain 
homogeneity which differentiate one individual from 
another. The outcome of the classifier is the person 
whom we are looking for. 
 
Confusion Matrix: 
 
  Vignesh Walter 
Test1        1       0 
Test2        0       1 
Test3        1       0 
Test4        0       1 
 
Table 1. : Where 0 represents that the given test 
image doesn't belong to the given class label 
(Vignesh/Walter) and 1 represents test image belongs 
to that particular classification label 
(Walter/Vignesh). 
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Figure 5: The bar plot interpretation has been used to 
compare between the efficiencies of the classification 
algorithms and to justify the efficacy of SVM over 
the others for classifying individuals based on facial 
points measurements stored at the back end. 
 

 
Figure 6: Next image represents the facial 
recognition output of the tested image that classifies 
between Walter and Vignesh. 
 

 

 
Figure 7: The code for achieving the same has been 
given in the next image. 
 
ENCRYPTION: 
It is a method that is used for securing data and 
transferring it from one place to other. It could be 
achieved by hashing or session tokens etc.  To read 
an encrypted file one must have a password or key 
that will enable to decrypt the data. Hashing has 
always been an integral component in encryption and 
data security. The most general way to breach a 
password irrespective of the extent of its security is 
by using a Brute force algorithm. A wordlist would 
be generated by a hacker that would involve all 
possible permutations of a password and then a 
program would be deployed to check all possibilities 
and depending on the efficiency of the 
microprocessor; time would be taken to crack the 

password. Security can hence be easily compromised. 
In a pbkdf2 hash encryption; the original password is 
converted into a random string of a random length 
and stored in the database. 
 
This random string would be passed as a parameter to 
the hash function and random strings would be 
concatenated to it every time the function calls itself. 
Hence depending on the number of times the hash 
function is called the encryption would enhance itself 
proportionately. 

 

 
 

 
Figure 8: The next image represents the image 
steganography application over a sample face with 
the hidden message file juxtaposed with it that will 
hold the encrypted content and hide it within that 
image file. 
 

 
Figure 9: This prescribes the hash algorithm that will 
take a unique identification as hash input to generate 
an encrypted key that will be embedded into the 
image to attain steganography at the server side 
 
Additionally this algorithm uses a salt and pepper 
based keygen encryption too. A salt is a random 
string added before the hashed password and a pepper 
is a random string concatenated at the end of the 
hashed password. They are randomly generated 
portions for a particular login session and is unique to 
a session id/token.  Hence it would prevent man in 
the middle attacks, SQL injection and cross site 
scripting attacks and ensure data security and user 
credential safety in the back end as well. In nodejs it 
would require a package to enable encryption features 
which is given by: var crypto=require ('crypto'); 
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Figure 10: Next image depicts the decryption of the 
stegahide image content to obtain the encrypted key 
for comparison. 

 
ADVANTAGES: 

 Removes the very possibility of invalid 
license holders from driving the vehicles. 

 This method would allow the government 
authority to check who was driving the 
vehicle at a particular moment of a time 
thereby promoting Indian government's 
initiative of digitizing India even in field of 
road transportation. 

 This system would be secured against 
cybersecurity threats making it hardly 
possible for the hackers to retrieve the data 
of the citizens. 

 This would make transport system much 
more transparent and efficient. 

 Any risks due to potential theft of the 
automobile or illegal acquisition can be 
avoided as in the case of the 26/11 terror 
attacks when the assailants had exploited 
automobiles in city to traverse from one 
location to other. 

 Enhances security for the people in the 
automobile and also for the ones within their 
vicinity on the roads while driving. 

 It would help in eradication of bogus license 
and registration certificate. 

 Ease of access for police officers to catch 
traffic offenders. 

 Criminal activities and smuggling involving 
road transportation would decrease 
drastically as road transport would become 
much more transparent and will become 
easy for the traffic authorities to catch the 
offenders easily. 

 This system can even withstand DDos 
attack. 

 
OUR UNIQUE APPROACH TO THE 
SOLUTION, PLANNING AND EXECUTION: 
 
This paper mainly focuses on providing solution to 
prohibit unlicensed drivers from driving the car 

which can be implemented by using techniques like 
steganography, IOT,data mining and encryption.In 
our technique, data transmission happens in a very 
secure and efficient way by using techniques like 
ppkdf2 for encrypting data and methods like 
steganography,where data of the user will be stored in 
the image which has to be transmitted. By applying 
SVM over the data clustered by CNN (convolutional 
neural network) it increases the efficiency of the 
image identification. Thus the proposed system uses 
an amalgam of new and future technologies allowing 
us to make our system most efficient and modern 
thereby our proposed system would to be sustainable 
and viable for at least next 10 years. 
 
POSSIBLE FUTURE DEVELOPMENT SCOPE: 
 
 Efficacy of the model can only be justified upon 

public application and we hereby intend to 
replicate the same tantamount work towards a 
large scale implementation. 

 The mechanical aspects will be tried and tested 
on a much sophisticated four stroke engine of 
the automobile. 

 The modular segmentation functionalities will 
be integrated together 

 As a whole system that functions 
collaboratively towards achieving i-tracking. 

 Data security will be enhanced and updated as 
per the offensive security forthcomings in 
recent times. 

 IOT API for voice and text alerts will be 
enabled upon its availability in our country. 

 We can even club this very system with the 
google maps and suggest the driver to take a 
route according to traffic in various routes to 
destinations which would help to manage the 
traffic artery. 

 
CONCLUSION 
 
The proposed model endeavors in achieving license 
based driver and automobile tracking in order to 
enforce the traffic rules and driver eligibility for 
enhancing road safety. It not only ventures into facial 
recognition and validation as per the pertaining 
models but it also enables communication of 
recognition output of the model with that of the data 
fetched from the driver database servers and stored 
onto a local file system This communication to 
response feature is effectively similar to the 
functionality of a multiple input, binary output logic 
gate. The facial recognition based output features of 
classification are compared with the data in the file 
system that passes a message to the IOT workflow for 
indication of a match or a mismatch. In the case of a 
match, the output passes a flip state to the firmata 
interface through the IOT flow that enables the 
microcontroller to trigger the servomotor for 
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achieving speed control and position control using 
corresponding angular rotations associated with the 
automobile engine for locomotion. In the case of a 
flop state, the IOT workflow traverses an alternate 
pathway and tweets or mails or messages the owner 
of the vehicle about a potential threat related to the 
vehicle and sends a 0 as input to the firmata interface 
that prevents the servomotor reception for starting the 
engine. 
 
Comparison and validation of the license holder is 
done through facial recognition of real time image 
against the saved images in the database which also 
hold facial measurements of the hog representation 
amongst the other attributes. The saved images in the 
database are encrypted using a hashed key that 
depends on a unique identification number. The hash 
function generates a unique hashed key for every 
license holder and saves the encrypted content into 
the images at the back end side of the transportation 
department servers. This is termed as image 
steganography .The tuple corresponding to a license 
holder is stored in a local file system after being 
fetched once.  Thereafter the facial features and 
measurements are compared and matched between 
the real time images captured at a controlled 
intersection with that of the local file system. The 
encrypted key in the image file on the local file 
system is verified and cross validated and a 
corresponding match ensures a green signal or clear 
to go signal for the driver of the vehicle. Thus active 
communication between the facial recognition in real 

time with that of the previously stored intelligent data 
and seamlessly integration with the engine 
architecture yields a distinctive and pragmatic novelty 
to this proposed model towards intelligent driver 
tracking. 
 
REFERENCES 
 
[1] Thomas M Fredrick, “Traffic management system”, grant, 

pub no: US5337082 A 
[2] Haile Michael gurmu, Adamsugebre, “Vehicle guidance 

system and method therefor”, grant, pub no: US 5504683 A 
[3] Valdemar L Washington, “Vehicle security system using 

driver’s license, time of day and passive tag”, grant, pub no: 
US5519260 A 

[4] ForamRupakkumarMakwana, Rahul Ravindran Menon, 
Harsh Kirtikumar Patel, “Automobile Driver Authentication 
system using Electronic Driving License”, Vol. 4, Issue 2, 
February 2016 

[5] C. K. Marigowda , J. Thriveni, Javid K. Karangi, ”A Secured 
Transport System by Authenticating Vehicles and Drivers 
Using RFID”, Volume 167 of the series Advances in 
Intelligent Systems and Computing , pp 313-321 

[6] S.Ashwin, S.Loganathan, S.Santoshkumar, P.Sivakumar,” 
Prototype of a fingerprint based licensing system for 
driving”, ELECTRONIC ISBN: 978-1-4673-5788-3, 
published in:  Information Communication and Embedded 
Systems (ICICES) 

[7] http://www.scats.com.au/why-choose-scats-features.html 
[8] https://data.gov.in/catalog/stateut-wise-number-valid-drivers-

licences-issued 
[9] http://archive.asianage.com/chennai/175-crore-vehicles-

crowd-tamil-nadu-roads-831 
[10] Author: Security privacy and internet of things, Fei Hu 
[11] Author: Penetration testing by Georgia Weidman 
[12] Author: Data mining lectures by Dr. Ira Haimowitz, MIT 
[13] Author: Machine learning by EthemAlpaydin, Bogazici 

University, Istanbul. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 


