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Abstract - Dual image based reversible data hiding scheme has been studied vigorously to increase the embedding capacity of 
secret data and to obtain good image quality. Lu et al. proposed a reversible data hiding scheme using CFS (Center Folding 
Strategy) method based on dual images for high embedding capacity and low image distortion. We have investigated the 
reversible data hiding scheme based on color image and found an improved method to increase embedding capacity of secret 
data. In this paper, we propose an improved dual image based reversible data hiding scheme which increases the embedding 
capacity of secret data by using characteristics of the color image. Experimental results show that the proposed scheme has a 
higher embedding capacity while maintaining image distortion that is not detected by human vision. 
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I. INTRODUCTION 
 
Recently, the rapid development of communication 
technology is increasing the exchange of information 
using network environment and various digital 
contents. However, the network environment is open 
space. Malicious attackers exploited these 
characteristics to attack the information. Therefore, 
data hiding techniques are used to protect information 
from malicious attackers on the network environment 
[1]. However, the data hiding technique causes 
distortion of the original cover image after extracting 
secret data from the stego image that secret data 
embed. These problems can cause serious problems in 
the medical field and the military field, which are 
sensitive to the distortion of the original image. To 
solve these problems, the reversible data hiding 
technique has been proposed [2]. In general, reversible 
data hiding techniques generate a one stego image 
after embeds the secret data. Recently, dual image 
based reversible data hiding techniques have been 
proposed that generate two stego images by 
embedding secret data into a one cover image. 
In 2007, Chang et al. proposed a dual image based 
reversible data hiding scheme [3]. In order to increase 
the embedding capacity of secret data, Chang et al. 
improved the extraction function of the EMD 
(Exploiting Modification Direction) and used 
quinary-notation secret data. In 2009, Lee et al. 
proposed a reversible data hiding scheme using the 
four directions based on the central point in order to 
embed secret data into two dual images [4]. Qin et al. 
proposed a technique to perform different embedding 
processes on two images [5]. The EMD is applied to 
the first image, and three rules are applied to the 
second image based on the first image to embed the 
secret data. In 2015, Lu et al. proposed a dual image 
based reversible data hiding scheme using the floor 
and ceil functions while reducing the loss of the 
original image by applying the CFS method [6].  

In 2009, Jung et al. proposed a data hiding scheme 
based on interpolation method [7]. Interpolation 
method is applied to generate a cover image, and 
secret data are embedded using average value and 
difference value. Lee et al. proposed a reversible data 
hiding scheme using RGB pixel values of color images 
and interpolation method [8]. Lee et al. interpolate 
images using RGB pixel values and embed secret data 
using difference and average values. In this paper, we 
increase the embedding capacity of secret data by 
using dual image based reversible data hiding scheme 
and color image interpolation method. 
This paper is organized as follows. Section 2 explains 
the related works and Section 3 explains the proposed 
scheme. Section 4 analyzes the experimental results of 
the proposed scheme and Section 5 is the conclusion 
of this paper. 
 
II. RELATED WORKS 
 
A. Lee et al.’s scheme 
In 2017, Lee et al. proposed a data hiding scheme that 
applied interpolation to color images. The color image 
is separated into R, G, and B and the values are 
constructed as shown in Fig. 1 to generate the 
interpolated cover image. The M × N size color image 
expands to 2M × 2N size cover image after applying 
the interpolation method. 
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Fig. 1. Color image based interpolation. 
However, the position of  X , (i = 0,1, … , M, j =
0,1, … , N)is an empty space after interpolation of the 
image. The position of X ,  input the average value of 
adjacent pixels. The s ecret data are embedded using 
the difference between the maximum value that can be 
expressed in the grayscale ima ge and the average 
value. 
 
B. Lu et al.’s scheme 
In 2015, Lu et al. proposed a dual image based 
reversible data hiding scheme using CFS method. 
Binary secret data is selected by k-bits and the CFS 
method is applied to reduce the distortion of the stego 
image. The equation (1) for using the CFS method is 
as follows. 
 
d = d −  2                               (1) 
 
The original secret data is d, and the secret data using 
the CFS method is d. If kis 3, the original secret data 
from 0 to 7 are changed as shown in Fig. 2. 
 
 

 
Fig. 2. Center Folding Strategy (퐤 = 3). 

 
This scheme generates two stego images from one 
cover image, using d and the following equation (2) to 
embed the secret data. 
 
d =  , d =  (2) 
 
If the pixel value of the first cover image is defined as 
x′ ,  and the pixel value of the second cover image is 
defined as x′′ , , the secret data is embedded into the 
two stego images using the equation(3). As a result, 
two stego images are generated from one cover image. 
 
x′ ,  = x , +  d , x′′ ,  = x , −  d  (3) 
 
III. PROPOSED SCHEME 
 
In this paper, we divide the color image into R, G, and 
B and apply the dual image based reversible data 
hiding scheme. The six temporary images generated 
using the dual image based reversible data hiding are 
combined into a uniform rule to generate two cover 
images. Due to the combination rule, a blank space is 
created in the 1/4 area of each cover image. We embed 
secret data into the empty space using the embedding 
method proposed by Lee et al. The embedding and 

extraction process of the proposed scheme is as 
follows. 
A. Embedding process 
In the embedding process, the color image is used as 
the original image. The color image is divided into R, 
G, and B grayscale images. And, Lu et al.'s embedding 
algorithm is applied to each grayscale image. The 
following six temporary images are generated from in 
each of the R, G, and B grayscale image:R , R , G , 
G , B , B . In this process, the secret data 
embedding is performed for each six temporary image. 
R ,G  and B  are combined to create cover image 1, 
and R , G  and B  are combined to create cover 
image 2. There are empty spaces in the two cover 
images due to the combination rule of R ( , ) , 
G ( , ) , and B ( , ) . In the empty space, the 
average value of R , G , and B  is defined.When the 
average value is A ( , ) and the maximum value of 
the grayscale image pixels is 255, the equation (4) is 
used to determine the number of bits to embed into A . 
 
ep =  ⌊log (255−  A )⌋                        (4) 
 
ep is the number of bits that can be embedded. As a 
result, ep  secret bits are embedded into A .For 
example, R  is 100, G  is 130, B  is 125, the value of 
A  is 125. According to equation (4), the value of the 
ep  is 7. Therefore, if binary secret bits 
010110001111 , the A  can embed a decimal secret 
data 44. In this process, the secret data embedding is 
performed for each two cover image to generate the 
two stego images. The embedding process of the 
proposed scheme is shown in Fig. 3. 
 
B. Extraction process 
Extraction of secret data begins with two stego 
images. When SA ( , ) is created by embedding 
secret data into A , secret data S is extracted using 
equation(5). 
 
S =  SA − Average( R , G , B  )       (5) 
 
For example, if A  is 125 and decimal secret data is 
44, SA  is 169. To extract the secret data, the average 
value of R , G ,and B  is subtracted from the stego 
pixel value SA  by using equation (5). Therefore, 44 = 
169 –125, and decimal secret data 44 is extracted from 
stego pixel.After extracting the secret data, the two 
cover images are restored. In order to restore the six 
temporary images, we apply the inverse combination 
rule to the two cover images. And, Lu et al.'s 
extraction algorithm is applied to the temporary 
images in order to R, G, B grayscale image restoration 
and secret data extraction. Finally, the original color 
image is restored using R, G, and B grayscale images. 
The extraction process of the proposed scheme is 
shown in Fig. 5. 
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Fig. 3.Embedding process. 

 
IV. EXPERIMENTAL RESULTS 
 
In this section, we analyze the experimental results of 
the proposed scheme and demonstrate the superiority. 
In general, the data hiding scheme uses the quality of 
the image and the embedding capacity of secret data to 
evaluate the performance of the proposed scheme. 
PSNR is used to evaluate the quality of the image by 
using equation (6). 
 
PSNR = 10log ( ),  
 
MSE =  ∑ ∑ ‖I(i, j)− I′(i, j)‖          (6) 
 
When the size of the image is M × N, the cover image 
is I and the stego image is I′. If the value of PSNR is 
more than 30dB, it is impossible to detect image 
distortion with the human visual system. In the 
proposed scheme, one color image of 256 × 256 is 
used to generate two cover images of 512 × 512. The 
six original color images used in this paper are shown 
in Fig 4. 
This paper embeds secret data into cover image 1 and 
cover image 2. Both images cannot detect image 
distortion by the human eye because PSNR is more 
than 30dB as shown in Table 1. And the proposed 
scheme embeds secret data 8 times(R ,R , G , G , 
B , B , Cover image 1, Cover image 2) as shown in 
Table 2. Because, our scheme is possible to embed 
secret data into six temporary images and two cover 
images.  Therefore, our scheme embeds more than 
800,000 bits for each image and embeds about 
850,000 bits on average. Table 3 compares the 
proposed scheme with Lee at al.'s scheme. The 
proposed scheme em beds about 620,000 bits more 
than the Lee et al.’s scheme, and the PSNR is similar 
to Lee et al.'s scheme. 
 

   
(a) Lena (b) Baboon (c) Barbara 

   
(d) Boat (e) Goldhill (f) Pepper 

Fig. 4.Original color images 
 

Original 
images 

Stego 
image 1(dB) 

Stego 
image 2(dB) 

Lena 35.9883 35.9967 
Baboon 
Barbara 

37.2689 
36.7053 

37.2999 
36.7218 

Boat 38.1994 38.2303 
Goldhill 36.1978 36.2073 
Pepper 

Average 
36.8473 
36.8473 

36.8670 
36.8670 

Table1. PSNR of the proposed scheme. 

 
Fig. 5.Extraction process. 

 

 Lena 
 

Ba 
boon 

Bar 
bara 

Boat 
 

Goldh
ill 

Avera
ge 

R  65,53
6 

65,48
5 

65,53
6 

64,52
1 

65,53
6 

65,32
3 

R  
G  

65,53
6 

65,53
6 

65,48
5 

65,53
5 

65,53
5 

65,53
6 

64,52
1 

62,29
1 

65,53
6 

65,53
6 

65,32
3 

64,88
7 

G  65,53
6 

65,53
5 

65,53
6 

62,29
1 

65,53
6 

64,88
7 

B  65,53
6 

65,39
8 

65,53
6 

61,13
2 

65,53
6 

64,62
8 

B  
Cov
er 1 
Cov
er 2 
Sum 

65,53
6 

248,4
26 

248,4
10 

890,0
52 

65,39
8 

229,4
50 

229,0
09 

851,2
95 

65,53
6 

235,7
09 

235,7
09 

864,3
33 

61,13
2 

219,5
18 

219,5
18 

814,6
84 

65,53
6 

237,7
86 

237,7
86 

868,5
22 

64,62
8 

234,1
78 

234,0
86 

857,7
77 

Table2. Embedding capacity of the proposed scheme (bits). 
 
Table 4 compares the proposed scheme with Lu at al.'s 
scheme. The PSNR of the proposed scheme is lower 
than Lu et al.'s scheme by about 14dB. However, the 
PSNR of the proposed scheme maintains more than 
36dB on average, so image distortion cannot be 
detected. As a result, the proposed scheme embeds 
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about 330,000 bits more than Lu et al.'s scheme while 
maintaining the superior quality of the image. 
 

 Proposed scheme Lee et al’s scheme 

 PSNR 
(dB) 

Capacity 
(bits) 

PSNR 
(dB) 

Capacity 
(bits) 

Lena 35.9925 890,052 35.9864 248,384 
Baboon 
Barbara 

37.2844 
36.7135 

851,295 
864,333 

37.2823 
38.2197 

228.943 
219,206 

Boat 38.2148 814,684 36.2555 237,546 
Goldhill 36.2025 868,522 36.7563 235,515 
Pepper 

Average 
36.7355 
36.8572 

852,132 
856,836 

33.7417 
36.3736 

235,417 
234,169 

Table3.Comparison of the proposed scheme and Lee et al.’s 
scheme 

 
 Proposed scheme Lu et al’s scheme 

 PSNR 
(dB) 

Capacity 
(bits) 

PSNR 
(dB) 

Capacity 
(bits) 

Lena 35.9925 890,052 51.1411 524,288 
Baboon 
Barbara 

37.2844 
36.7135 

851,295 
864,333 

51.1417 
48.1478 

524,192 
524,256 

Boat 38.2148 814,684 51.1411 524,288 
Goldhill 36.2025 868,522 51.1411 524,260 
Pepper 

Average 
36.7355 
36.8572 

852,132 
856,836 

51.1411 
50.6423 

524,288 
524,262 

Table 4.Comparison of the proposed scheme and Lu et al.’s 
scheme 

 
CONCLUSION 
 
In this paper, we propose a dual image based 
reversible data hiding scheme using color image. 
Color images are separated into R, G and B, and a dual 
image based scheme is applied. Six temporary images 
are generated from R, G and B. Temporary images are 
combined by rules to createtwo cover images. There 
are empty spaces in the two cover images, which put 
the average value of the adjacent pixels into the empty 
space. The secret data are embedded using the 
difference between the maximum value of the pixels 
and the average value. Experimental results show that 
the embedding capacity of secret data of the proposed 
scheme is much higher than Lee et al.'s scheme and Lu 

et al.'s scheme because secret data are embedded eight 
times. In future work, we will study a reversible data 
hiding scheme based on color image with a secret 
sharing scheme by improving the dual image scheme. 
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