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Abstract - During the previous decade, many work had been done on the image forensics while it is able to defect the 
tampered images at high accuracy rate by using many technologies and methods like designed mechanism, localization of 
tampered portion or region of the ordinary or fake image so it may causes many issues and problem, they can still present 
many challenges specially when the this type of tampering operation is unknown. Some researchers have realized that it is 
necessary to integrate different forensic techniques to obtain better localization performance. But some important issues have 
not been comprehensively studied, for example, how to select and improve/readjust proper forensic approaches, and how to 
fuse the detection results of different forensic approaches to obtain good localization results. In above proposed work we can 
use the comtourlet transform to obtain the better result other than the previous techniques 
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I. INTRODUCTION 
 
The image forensics leads to address authenticity and 
integrity of image. It may leads to security problems. 
Image tampering, splicing or cloning are techniques 
are used to create forged images. So that the integrity 
of the image is lost. The digitally forged images are 
sometimes seems to be so real and it cannot be 
distinguishable the differences from the original 
image is difficult and difficult to define changes from 
the tampered image. From that authenticity is also 
lost. Integrity and authenticity verification of digital 
images are one of the serious issue in the field of 
image processing. The term forgery is conventionally 
defined as the production of fraud copy of a 
document, signature or a work of art on original 
document. The change of photography from requiring 
chemicals and darkroom tricks to manipulate images 
has given way to the digital forensics. With the move 
to the world of Megapixels, a new door opens to the 
dark-side of image counterfeiting and forgeries. Gone 
are the days of needing to create “trick shots” with an 
analog camera or careful chemical preparation in the 
darkroom.  
 
Today, manipulating an image involves simply using 
tools available in the digital darkroom, such as Adobe 
Photoshop or Macromedia Fireworks. With these new 
techniques easily available to the masses via an 
inexpensive PC, the need exists to verify the 
authenticity of a digital image because of our 
increased reliance on digital media. Two examples of 
the importance of digital image authentication are 
witnessed in the news media we rely on to provide 
accurate information and the courtroom where 
someone’s fate may depend on the authenticity of a 
digital image as evidence. This work is on the 
detection of digital image tampering for forged 
image. Types to Detect Image Forgery: 

 
 
Image Retouching: changes in an image by 
adjusting contrast, brightness, noise level and also by 
edge sharpening. In this forgery the motive is to 
provide an image with better visualization than 
original one. 
 

 
Fig. Image Retouching 

 
Image Splicing: Original image joint or combined 
with two or more different images into one image to 
make a forged image. In this regions from different 
images are taken to change original image. To 
identify this kind of forgery the focus is on 
identifying and determining the incompatibilities in 
characteristics of image as region of different image 
are used for making forged image.  
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Fig. Image Splicing 

Copy-Move Forgery: In this forgery a region is 
copied and move from original image then after 
applying some transformations region paste on the 
same image at some other location to hide an object 
in the given image or to add some additional 
information to change the original message conveyed 
by the image.  
 
II. MODELS 
 
2.1. Application Model 
In the working of the project , we are using a 
contourlet transforms techniques to obtained the 
forged feature from the duplicate image. Also use a 
SVM and SURF techniques which will give us better 
result than the previously used techniques like DWT 
etc. In above diagram, take input as digital image and 
divide image into m*m blocks. Take a feature of 
image block by using SURF and contourlet transform 
technique. After that compare the obtained features 
with original one and mark the forged portion in the 
blocks and detects the result. 
Following diagram shows the flow of the proposed 
work: 

 
 
Contourlet Transforms: 
The contourlet transform is technique that can be uses 
a double filter bank structure to getting the smooth 
contours of images that means for getting the smooth 
corners. In this double filter bank, the Laplacian 
pyramid (LP) is first used to capture discontinuities of 
the points, and then a directional filter bank (DFB) is 
used to form those point discontinuities into linear 
structures. The Laplacian pyramid (LP) 
decomposition only produce one bandpass image in 
a multidimensional signal processing that can avoid 
frequency scrambling. And directional filter bank 

(DFB) is suitable for high frequency since it will 
addresses the low frequency of signals in its 
directional subbands. This is the reason to join the 
DFB with LP, which is multiscale decomposition and 
remove the low frequency. So that the image signals 
pass through LP subbands to get bandpass signals and 
pass those signals through DFB to capture the 
directional information of image. This double filter 
bank structure of combination of LP and DFB is also 
called as pyramid directional filter bank (PDFB), and 
this transforms is approximately as the original image 
by using basic contour, so that it is also called 
discrete contourlet transform  contourlet transform 
(CT) was introduced as an improvement for curvelet 
transform. CT is a directional multi-precision 
expansion, which has high capability in representing 
images that include curves and smooth contours. 
Contourlet transform not only has all of the features 
of wavelet transform include spacial frequency 
localization but also has other characteristics such as 
directionality and anisotropy. Contourlet transform is 
a two-dimensional inseparable directional transform 
that is used to describe curves and fine details in the 
image. It also can display lines and texture of images. 
Two-dimensional contourlet is then applied to the 
input image in two steps: (i) by using Laplacian 
pyramid to obtain discontinuity of points. (ii) 
Directional filter bank (DFB) is used to connect the 
discontinuity of points to the linear structure of the 
image. Combination of Laplacian pyramid and DFB 
forms a pyramidal DFB. Contourlet transform has at 
last one of pyramidal DFB in its steps. Unlike 
traditional wavelet transform, which has only two 
horizontal and vertical directions, contourlet 
transform is a unique transform in which the number 
of directional bands is determined by the user in each 
special resolution. Also, in each level of CT, the 
number of sub-bands can be altered by the user. In 
contourlet transform, the image is decomposed by the 
Laplacian pyramid to low frequency (LF) and high 
frequency sub-bands. The LF sub-band is created by 
applying two-dimensional low pass filtering on the 
image, and high frequency sub-band, unlike wavelet 
transform, is not created from high pass filters; it is 
created from subtraction of the LF sub-band from an 
original image. Following shows the block diagram 
of contourlet transforms: 
 

 
Fig. Contourlet transform 
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 2.2. Working of the contourlet transform: 
In this paper, we are going to introduce a new method 
for authentication of digital images; this approach 
enables us to detect manipulation on the image and 
makes it capable to reduce artefacts and improve 
visual quality of embedding process. The proposed 
method first applies contourlet transform on the 
original image and extract first subband (FSB). 
Obtained values from the first sub-band must contain 
eight bits; for this purpose, values of extracted 
coefficients must be quantized. coefficients must be 
quantized. Image tamper detection is performed in 
two steps. In the first step, embedded authentication 
sequence of tampered image is extracted. In the 
second step, tampered image is taken to the transform 
domain, and its sub-band is extracted. To enhance the 
accuracy of tamper detection, Game of Life is used to 
eliminate errors, improve performance and expand 
detection area.Following diagram shows the 
contourlet transform of 512*512 size image. 

 
 
SURF(speeded up rebust feature): 
SURF comes nearest to the DoG with box filters. 
Instead of using a Gaussian averaging the image, 
squares are used for approximation since the 
convolution with square is much faster if the integral 
image is used. Also it can be done in parallel for 
different scales. The SURF uses the BLOB detector 
which is based on the Hessian matrix to find the 
points of interest. For the orientation assignment, it 
uses wavelet responses in both horizontal and vertical 
directions by applying adequate Gaussian weights. 
For feature description also SURF uses the wavelet 
responses. A neighborhood around the key point is 
selected and divided into sub-regions and then for 
each sub-region the wavelet responses are taken and 
represented to get SURF feature descriptor. The sign 
of Laplacian which is already computed in the 
detection is used for underlying interest points. The 
sign of the Laplacianrecognize distingushable bright 

blobs on dark backgrounds from the reverse case. In 
case of matching the features are compared only if 
they have same type of contrast (based on sign) 
which allows faster matching. 

 
 

 
Fig. SURF image matching 

 
III. RELATED WORK 
 
With the explosive growth of data on the different 
domains like education, industries and others required 
to extract knowledge from data in such manner to 
explore much knowledge from that data. For that 
purpose we identify the most frequently used dwt2 
haar algorithm and we found that for the 
classification purpose researchers are go through the 
SVM and KNM 
 
3.1. Experimental data selection of model: 
Different type of images selected as the experimental 
data set. To get the tampering of image. Here we 
collect images of forged and non-forged image, to 
evaluate results as forged or non-forged. Here the 
implementation of algorithms includes. features 
analysis using different algorithm includes surf and 
dwt2 (haar) transform. 
 
CONCLUSIONS 
 
In this paper we have presented the working of 
contourlet transform techniques based on the discrete 
wavelet transforms and also we have presented the 
overview about image forensics and their types as 
well as the brief description about image forensics as 
well as image tampering. Nowadays there is scope of 
image processing as well as the image forgery 
techniques into digital forensics. So these methods 
are more usable in digital forensics.  With the 
development of digital forgery technology, digital 
detection keeping in place with digital tampering is 
difficult only depending on the single digital 
forensics tool. The future digital forensics with 
awareness and sensible policy and to create 
convincing digital forgery. 
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