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Abstract- This paper presents novel architecture for the Advanced Encryption algorithm to use it on low end 
microcontrollers with less number of bits. Now a day’s communication with high data rate transmission and less power 
consuming system is required which will deliver less error. Though the data rate is enhanced we try to keep things less 
complicated with respect to its manufacturing and packaging. Thus rather than going for more bits microcontroller we try to 
implement it with low bit size microcontrollers, which is also a cost effective. As we have heard that from ancient times it 
was the trend to use coded language for highly secured data as well as for fast communication on the same basis The 
algorithm used here encrypts frame information using an encrypted key. The key undergoes 4 stages of encryption. Then the 
frame information is passed through 15 stages of encryption using the encrypted key to create a cipher text.  So that system 
will deliver less error and guaranteed communication is possible. 
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I. INTRODUCTION  

 
 Now a day’s communication with high data rate 
transmission and less power consuming system is 
required which will deliver less error. Some more 
important factors arises with this high speed 
communication system is its Reliability, Authenticity 
and Security. There are three points In high speed 
communication which are equally Important are 
security, Power consumption and data rate etc.  
From ancient times it was the trend to use coded 
language for highly secured data as well as for fast 
communication. On the same basis Encoding 
decoding is very preliminary process that we 
implement over here for providing security. But there 
are many other processes are available to a sure you 
the authenticity and its security. Here we are going to 
use Encryption and Decryption methodology. The 
algorithm used for the Encrypting data can be of 
block type or string type. Encryption key is used for 
encrypting information frame of data. The key 
undergoes 4 stages of encryption. Then the frame 
information is passed through 15 stages of encryption 
using the encrypted key to create a cipher text. If we 
see the main encryption algorithm AES It is not 
possible to implement it with the eight bit or sixteen 
bit microcontroller which are still in the race of 
existence and provide effective solution in affordable 
price. The main problem associated with 
Implementation of AES algorithms which are used in 
many communication systems like computer 
networking etc. is the time required to execute and 
memory space required to store it. As both are the 
main constraints of low memory microcontrollers we 
need to design it with special care. 
 
1.0 Design Track 

 Cipher Text Creation  

 Bit Rotation 
 EX-ORing Operation 
 Permutation 

 
1.1 Creating the cipher text 

 
The primary methods used for encrypting the text are 
rotation which is nothing but position exchanging, 
straight permutation and exclusive-OR operation. 
Since each step uses the output of the previous step, 
the complexity of the algorithm is increased. The 
information is first X-OR with the original key. 
Secondly the output is rotated to the left by1 digit 
position. Then the output undergoes a 12 step XOR 
process. Finally a straight permutation is performed 
over the output after which the frame is transmitted. 
The key is first X-OR with a decimal value, which is 
set at both the transmitting and the receiving ends. 
Then the key passes through the stages of rotation 
and straight permutation. Finally the output is again 
X-OR with a decimal value. The obtained encrypted 
key is then transmitted with the cipher text. 
 
1.2 Bit rotation 
Bit rotation is otherwise called as circular shift. In 
this operation, the bits are "rotated" as if the left and 
right required. Here in case of shifting either left or 
right first we have to do opposite operation like if we 
want to shift it right first we have to shift it left to 
preserve its LSB or vice versa in case of actual LEFT 
shift to preserve MSB. This operation is useful if it is 
necessary to retain all the existing bits, and is 
frequently used in digital cryptography. In 
combinational mathematics, a circular shift is a 
permutation of the entries in a tuple where the last 
element becomes the first element and all the other 
elements are shifted, or where the first element 
becomes the last element and the other entire are 
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shifted. Equivalently, a circular shift is a permutation 
with only one cycle. A circular shift is a shift operator 
that shifts all bits of its operand part. Unlike an 
arithmetic shift, a circular shift does not preserve a 
number's sign bit or distinguish a number's exponent 
from its mantissa Part. Unlike a logical shift, the 
vacant bit positions are not filled in with zeros but are 
filled in with the bits that are shifted out of the 
sequence. Circular shifts are used often in 
cryptography as part of the permutation of bit 
sequences. 
 
1.3 Exclusive OR 
A connective in logic is known as the “EX-OR," or 
Exclusive Disjunction. It yields true if any one (but 
not both) of two conditions is true. There is NO 
standard symbol Available for EX_OR, but is 
sometimes denoted or is read “aut," where "aut" is 
Latin for "or, but not both." .The binary XOR 
operation is identical to non-equivalence. It can be 
implemented using AND OR gates. For multiple 
arguments, XOR is defined to be true if an odd 
number of its arguments are true and false otherwise. 
(As there is for AND and OR). It arises in modulo 2 
of polynomial algebra, arithmetic circuits with a full 
adder, and in parity generating or checking. The XOR 
operation is associative. Computation of the 
multiargument XOR requires evaluation of all its 
arguments to determine the truth value, and hence 
there is no "lazy" special valuation form. XOR is 
usually thought of as addition modulo 2. A bit pattern 
XOR with itself returns zero (because same bit values 
return zero). Bitwise XOR or exclusive OR) sets the 
bit to 1 where the corresponding bits in its operands 
are different and to 0 if they are the same.  
 Syntax 
                         C = XOR (A, B) 
Description 
C = XOR (A, B) performs an exclusive OR operation 
on the corresponding elements of arrays A and B. The 
resulting element C(i,j,...) is logical true (1) if 
A(i,j,...) or B(i,j,...), but not both, is nonzero. 
Bit rotation and Exclusive OR are performed on the 
cell index and node index respectively. Here both the 
cell index and node index are first rotated and then 
XOR with a key value thereby it acts as an effective 
encryption method for the information passed from 
the deployment point to the base station. 
 
1.4 Permutation 
Permutation is equivalent to transposition at the bit 
level. In straight permutation, the number of bits in 
the input and output are preserved but the positions 
are changed. In compressed permutation, the number 
of bits is increased (some bits are dropped). In 
expanded permutation, the number of bits is increased 
(some bits are repeated). A permutation unit can be 
easily being made as a hardware circuit with internal 
wiring so that operations can be performed very 
quickly. 

The Internet of Things (IoT) is the paradigm of 
interconnecting heterogeneous devices which are 
distributed globally and will be a part of the future 
Internet. The introduction of the concept of the 
Internet of things in the communication will carry on 
the unified track, monitoring and managing and 
processing of the communication links. Internet of 
Things (IoT) is the paradigm of inter connecting 
heterogeneous devices around the world. The devices 
include things such as home appliances, vehicles, 
roads, smart materials needs to be addressable, 
manageable from the remote place through internet. 
The detailed study IoT [1] brings in the architecture 
framework, standardization. Since the number of 
devices networked around the globe is in millions, 
managing these devices are very difficult. Thus 
Network Management is very crucial for successful 
deployment and managing the IoT. Sensor Network 
Management Protocols. There are many management 
protocols and architectures Proposed for sensor 
networks in the literature from many Different 
management perspectives: network-health 
Monitoring, fault-detection, traffic management, 
congestion Avoidance, power management, and 
resource management. The systems are characterized 
by their power consumption, memory consumption, 
bandwidth consumption, fault tolerance, adaptability, 
and scalability.  
 
II. PSEUDORANDOM CODE GENERATOR 
  
There are two possibilities available with the 
encryption algorithm for its implementation in 
multiple mode, means when we want to send long 
data then it is preferred to send it with different 
encoding keys for more authenticity. Thus it gives 
rise to two methods  

a) Look up Table method. 
b) Pseudorandom sequence generator 

method. 
 
In first case of implementation it work as a lookup 
table very similar to op-codes or codes which we 
would saved for the repeated use, but in this case 
memory requirement is more but the execution time 
is less so this type of implementation is used where 
space is not an issue but speed is an important factor. 
 
In second type of implementation it is very 
unpredictable type of implementation. In this we used 
a pseudorandom sequence generator to generate 
different encoding keys which are further 
implemented to encode the different data streams or 
similar data streams. Pseudorandom sequence 
generator can be designed by simple D flip flops or D 
latches. For this we have to design a systematic chain 
of D flip flops connected in different fashion. A series 
of Components are used to provide more uncertainty 
and unpredictability .Here in case of encryption 
whatever sequence of encoding key is generated and 
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used that same sequence of encoding key we have to 
use in case of generating Decoding Key. 
 
III. INTERNET OF THINGS (IOT) 
 
The Internet of Things refers to uniquely identifiable 
objects and their virtual representations in an LOOK 
LIKE Internet structure. The term Internet of Things 
i.e. IOT was proposed by Kevin Ashtonin 1999.The 
concept of the Internet of Things first became popular 
through the Auto-ID Center at MIT and related 
market analysts publications. Radio-frequency 
identification (RFID) is often seen as a prerequisite 
for the Internet of Things i.e. IOT. If all object Pieces 
and people in daily life were equipped with 
identifiers, they could be managed and inventoried by 
computers. 

 
Fig.1. Basic Block Diagram Of Implementation of Encryption 

Algorithm for    Communication 
  
The vision of the internet of things is to attach tiny 
devices to every single object to make it identifiable 
by its own unique IP address as they are allotted 
unique address. These devices can then autonomously 
communicate with one another. The success of the 
internet of things relies on overcoming the following 
technical challenges: 
1. The current manner of using IP addresses must 

change to a system that provides an IP address to 
every possible object that may need one in the 
future. 

2. The power behind the embedded chips on such 
devices will need to be smaller and more efficient. 

3. The software applications must be developed that 
can communicate with and manage the stream of 
data from hundreds of interconnected non-
computing devices that comprise a 'smart' system 
which can adapt and respond to changes. 

Embedded intelligence in things themselves will 
distribute processing power to the edges of the 
network, offering greater possibilities for data 
processing and increasing the resilience of the 
network. This will also empower things and devices 
at the edges of the network to take independent 
decisions. The Internet of Things will draw on the 
functionality offered by all online IP based 
technologies to realize the vision of a fully interactive 
and responsive network environment. In case of 
Internet of Things for communication we have to 
interface different communication protocols.Fig.2 
shows the basic block diagram for the interfacing of 
different communication means. 

 
Fig.2. Basic Block Diagram Of Internet of Things (IoT)    For 

Communication 
 

IV. IMPLEMENTATION RESULTS TABLE 
 
As we talking about the results of implementation it 
deals with the Execution time, Memory Space 
required to store Algorithm, Codes Used, States of 
Transition etc. 
 

Number of Bits 
Considered For 
Implementation 

Single Cycle Execution 
time in seconds 

8 Bit    
Microcontroller 

0.00081236 

16 Bit 
Microcontroller 

0.00140097 

Table 1. Time Chart 
 

Number of Bits 
Considered For 
Implementation 

 
Number of 

Data 

 
Number Of 
Codes 

8Bit    
Microcontroller 

 
29.00 

 
295 

16Bit 
Microcontroller 

 
43.00 

 
510 

Table 2. Program Size 
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Number of Bits 
Considered For 
Implementation 

 
Memory 

Space 

 
States Of 

Transitions 

8Bit    
Microcontroller 

 
1330 

bytes 

 
2234 

16Bit 
Microcontroller 

 
1506 

bytes 

 
3850 

 
Table 3. Memory - state chart 
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CONCLUSION 
 
Cryptography is the essential elements of today’s data 
communication security. Cryptography is used to 
scramble the data. The algorithm used here encrypts 
frame information using an encrypted key. The key 
undergoes 4 stages of encryption. Then the frame 
information is passed through 15 stages of encryption 
using the encrypted key to create a cipher text. We 
conclude that it requires Memory space les than 2Kb 
and very less time. 
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