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Abstract - V2N communication has advantageous in that the user can directly receive vehicle-related services from a nomadic 
device including a user's smart phone. However, malicious code or malware in the vehicle may be infiltrated through a 
telematics/infotainment device by using V2N communication. Also, hacking electronic unit in vehicle using a vehicle 
diagnosis device or a remote control function can make a serious problem to the vehicle and driver’s safety. However, there are 
few solutions in the conventional technology. In order to solve these problems, we propose the security architecture design of 
head unit and smart phone for the safe vehicle-to-smart phone service. In this proposal, we provide a method for verifying 
whether the app on a smart phone is normal or malicious and controlling that smart phone could not get in-vehicle information 
over the area of its authority. 
 
Index Terms - V2N Security, Vehicle-to-Nomadic Device 
 
I. INTRODUCTION 
 
With the development of the Internet and wireless 
communication technologies and the emergence of 
smart phones, users can use various types of 
Internet-based application services such as games, 
web surfing, news, social services. On the other hand, 
as automobiles and ICT technologies converge to 
evolve into smart cars that improve safety and 
convenience during driving, many ICT-based services 
have begun to be incorporated into automobiles that 
only provide mobility currently. 
 
The information from the services usually include 
traffic information including accident information 
during driving, and vehicle information such as 
vehicle diagnosis information. In these 
service,smartphone access through telematics or 
infotainment devices mounted on the headunit using 
V2N (Vehicle-to-Nomadic device) communication. 
Nomadic device is not limited, but usually referred to 
smartphone [1, 2]. V2N communication has 
advantageous in that the user can directly receive 
vehicle-related services from a nomadic device 
including a user's smart phone. However, malicious 
code or malware in the vehicle [3, 4]may be infiltrated 
through a telematics/infotainment device by using 
V2N communication. In that case, it can cause serious 
problems on the privacy and safety of the 
vehicle.There are some cases of hacking electronic 
unit in vehicle using a vehicle diagnosis device or a 
remote control function [5, 6]. However, there arefew 
solutions in the conventional technology. In order to 
solve these problems, we propose the security design 
of headunit and smartphone for the safe 
vehicle-to-smartphone service. In this proposal, we 
provide a method for verifying whether the app on a 
smartphone is normal or malicious. The method can 
also make a control so that smartphone could not get 
in-vehicle information outside the area of its authority.  

II. SECURITY THREATS IN V2N SERVICES 
 
There are many vulnerabilities in the smart cars, but in 
the view of vehicle-to-smartphone communication, 
this paper deals with six security threats. 
 
A. Normal App Copy from the Original Phone to 
Hacker’s Phone 
The first threat is the phone which copies theV2N app 
from the normal smartphone in order to access the 
vehicle illegally. Smartphone with properly installed 
apps should normally be able to access the vehicle and 
get the related V2N services. At this time, there would 
be a problem that when the app itself and other 
authentication information installed in the app are 
duplicated, the hacker using the duplicated device can 
accessed in the same manner. 
 
B. App Forgery/Modification in the Normal Phone 
The second is to forge the normal V2N app in order to 
access the vehicle information beyond permissions. 
The attackers can try modifying an app on a legitimate 
device and attempting an unauthorized permission 
instead of normal rights using the currently connected 
communication. That is, even if the app is normally 
authenticated, in a state that the user and the vehicle do 
not know whether the app is forged or falsified, the 
forged app may request abnormally in-vehicle 
information exceeding the first permission and 
transmit the information to an unintended place.With 
this type of attack, a variety of hacking attempts such 
as a denial of service attack and a buffer overflow 
attack on the currently connected network can 
seriously affect the privacy of the user and the safety 
of the vehicle. 
 
C. Data Eavesdropping and Forgery 
If the smartphonedo not create a secure session 
through a mutual authentication, the exchanged 
information could not be protected. In that case, the 
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smartphone could not check whether the app is 
normally accessing the intended vehicle and the 
vehicle could not be sure whether it is communicating 
with the normal app. The message may be exposed to a 
third party or forged according to the vulnerability of 
the protocol used in the lower layer. 
 
D. Illegal Service Access of Unauthorized Apps 
If there is no authentication between the smartphone 
app and the headunit application, it is impossible to 
control whether the app normally accesses the 
intended vehicle or not, and it is impossible to confirm 
whether the vehicle is communicating with the normal 
device or the app. 
 
E. Illegal Service Access to Data beyond 
Permissions after Normal Authentication 
In a V2N communication, even if secure session is 
established through an appropriate mutual 
authentication procedure, the app may be able to 
receive sensitive vehicle information or control the 
vehicle beyond normal authority. 
 
F. Malicious Traffic Generation after Normal 
Authentication 
Even though V2N communication has a mutual 
authentication procedure and establishes a secure 
session, various hacking attempts such as 
denial-of-service attack, buffer overflow attack, etc. 
could be performed by the user's intention or other 
reasonson the currently connected network. 
 
III. SECURITY FUNCTIONAL 
REQUIREMENTS 
 
In order to mitigate these threats, the following 
security requirements may be proposed between the 
smartphone and the vehicle. 
 
1. Smartphone device authentication in vehicle 
2. mutual authentication and integrity check  
3. Secure session establishment between 

smartphone app and V2N application in vehicle 
headunit 

4. Access control according to permissions 
5. Detection of malicious traffic through V2N 

network analysis in vehicle 
 
Table 1 is to bind the requirements in this clause and 
the threats in the clause 2. 
 

 
Table 1: Relation between the requirements and the threats 

IV. SECURITY DESIGN 
 
A. V2N Security Model 
Fig. 1 shows the V2N Security Model. In this model, 
the smartphone should have the following functions. 
1. App Integrity Check 
2. Headunit Application Authentication  
3. Secure session establishment for data integrity 

and privacy 
 

Also, the headunit in vehicle should have the 
following functions. 
1. Smartphone Device Authentication 
2. Smartphone App Authentication 
3. Secure Session Establishment for Data Integrity 

and Privacy 
4. Access Control according to Predefined 

Permission Table  
5. Malicious Traffic Detection in vehicle 
 

 
Fig.1. V2N Security Model 

 
B. Smartphone Device Authentication Module 
(SDAM) 
Smartphone app authentication is necessary in vehicle 
and it can be accomplished in authentication protocol 
by the digital certificate, ID/password, or other 
authentication tokens. But, these authentication tokens 
are include by software in the smartphone, they can be 
copied to another phone to get the same service. 
Therefore device authentication using tamper resistant 
authentication token or unclonable method should be 
provided to prevent this attack. In this paper, two 
mechanisms are proposed. The first method is a 
Wi-Fiauthentication method based on USIM or 
Android certificate storage. It is easy to implement, 
but it has a disadvantage that it needs mobile 
telecommunication carriers’ help or PKI system. The 
second method is authentication based on the 
Wi-Fifingerprint of the device. It does not require the 
help of a vehicle or other third party, but it has a 
disadvantage in that the implementation is somewhat 
difficult and the accuracy is lower. In future V2N 
services, this should be taken into account to decide 
which mechanism should be applied to the actual 
service. 
 
C. App Integrity Check Module (AICM) 
Smart phones are always carried around by the user, 
and various information communication based 
services besides V2N service can be used. In addition, 
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the application can bemodulated by malicious code 
and viruses, etc. and may function differently from the 
intention of the user. Therefore, there is a need for a 
way to verify that the V2N app has not been tampered 
with since it was installed. This is a question as to 
whether the headunit can trust the app.If this problem 
is not resolved, malicious behavior can occur in the 
vehicleeven if the device is authenticated. The 
smartphone must provide its own means of verifying 
the integrity of the app and must be able to identify it 
to the vehicle's headunit. It should maintain another 
security app that manages and verifies security of the 
phone itself.The security app verifies that all V2N 
apps is not modified in real time. Nevertheless, 
security apps can also be altered and behave 
abnormally, so if the V2N app is running, the app must 
first check if the security app is tampered. The 
procedure for checking the integrity of V2N app is 
shown in the Fig. 2. 
 

 
Fig.2. Procedure of V2N app Integrity Check 

 
D. Secure Session Establishment Module (SSEM) 
Secure session establishment module should be made 
to provide secureauthentication protocol that also 
ensures data security and reliability.This module 
should be included and performed in the V2N service 
app when you want to get vehicle related service such 
as accessing the vehicle from the nomadic device such 
as SNDS and diagnosing the condition of the vehicle. 
This module can make a secure / trusted access 
between smartphone andheadunit. It can also provide 
various security functions such as mutual 
authentication and exchange of session key. 
 
E. Smartphone Access Control Module (SACM) 
This module is responsible for access control of the 
information when the smartphone V2N app wants to 
access certain information and resources in the 
vehicle. Basically, it is possible to provide an access 
control mechanism based on a whitelist, and may 
include policy-based and other-access control as 
needed.The resource for the access control varies in 
headunit, but the most important resource is the 
in-vehicle network such as CAN (Controller Area 
Network). For example, the trusted app by OEM can 
control the air conditioner system but the third party 
app can only get diagnostic information.  

 
F. Vehicle Network Analysis Module (VNAM) 
This module is for monitoring and analyzing whether 
abnormal traffic or abnormal service is requested 
when the network traffic for accessing the in-vehicle 
information. Even if the app generates normal traffic, 
it should be able to analyze whether there is a problem 
with the result information. It should also be able to 
control the access when the problem occurs. 
 
G. Security Architecture for V2N Services 
The smartphone and headunit should include the five 
mentioned security modules. The overall system 
architecture is shown in Fig. 3. 
 

 
Fig.3. Security Architecture for V2N Services 

 
CONCLUSION 
 
In this paper, we propose the security architecture 
design for V2N services. In order to propose, we 
analyze security threats, requirements and its relations.  
GENIVI/AGL is open source platform for the 
infotainment/headunit system. However there is little 
security functions in GENIVI and the situation in AGL 
is a little better, but the security for connecting to 
smartphones is not implemented sufficiently. We have 
a plan to apply this architecture into GENIVI/AGL. To 
do that and make a step forward, we need more 
specific design which is suitable for them. After 
specific design, we will implement to be sure if our 
design is feasible to the real world system. 
 
REFERENCES 

 
[1] D. Thielen, C. Harms, T. Lorenz and F. Köster, 

“Communication between Vehicle and Nomadic Device 
Used for Assistance and Automation,” Instrumentation, 
Measurement, Circuits and Systems. Advances in 
Intelligent and Soft Computing, vol 127. Springer, 2012 

[2] C. Csiszar and D. Földes, “Analysis and Modeling 
Methods of Urban Integrated Information System of 
Transportation,” Smart Cities Symposium Prague 
(SCSP), Jun. 2015 

[3] K. Koscher, A. Czeskis, F. Roesner, S. Patel, T. Kohno, 
S. Checkoway, D. McCoy, B. Kantor, D. Anderson, H. 
Shacham and S. Savage, “Experimental security analysis 
of a modern automobile,”2010 IEEE Symposium on 
Security and Privacy, pp. 447-462, May 2010 

[4] S. Checkoway, D. McCoy, B. Kantor, D. Anderson, H. 
Shacham, S. Savage, K. Koscher, A. Czeskis, F. Roesner 
and T. Kohno, “Comprehensive Experimental Analyses 
of Automotive Attack Surfaces,” In USENIX Security 
Symposium., Aug. 2011 



International Journal Of Electrical, Electronics And Data Communication, ISSN(p): 2320-2084, ISSN(e): 2321-2950 
Volume-6, Issue-1, Jan.-2018, http://iraj.in 

Security Architecture Design for the Safe Vehicle-to-Nomadic Device(V2N) Service 
 

53 

[5] K. Cho and K. Shin,“Error handling of in-vehicle 
networks makes them vulnerable,” In Proceedings of the 
2016 ACM SIGSAC Conference on Computer and 
Communications Security, pp. 1044-1055, Oct. 2016 

[6] S. Woo, H. Jo and D. Lee, “A practical wireless attack on 
the connected car and security protocol for in-vehicle 
CAN,” IEEE Transactions on Intelligent Transportation 
Systems, 16(2), pp 993-1006, 2015 

 
 
 
 
 
 
 
 
 
 
 

 


