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Abstract - Prevalence of mobile phones in daily lives has led to their prevalence in daily crimes. Thus the digital data 
acquired from mobile devices has become one of the primary sources of evidence for investigations relating to civil and 
criminal cases. In this work we have identified the mobile forensic work flow with a focus on analyzing the methods and 
tools for evidence acquisition and documenting the evidence acquired and other findings for later use. 
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I. INTRODUCTION 
 
Today’s smart phones such as the Apple iPhones and 
a huge variety of Android phones are compact forms 
of powerful computers with high performance 
involving nearly a dozen CPUs (multi-core), 
gigabytes of storage, and enhanced communication 
facilities such as Software Assisted GPS. As new 
features and applications are incorporated into mobile 
phones, the amount of information stored on the 
devices is continuously growing. Mobile application 
business has turned the mobiles phones into portable 
data carriers, and they keep track of almost all moves 
of the user. Prevalence of mobile phones in daily 
lives has led to their prevalence in daily crimes. Thus 
the digital data acquired from mobile devices has 
become one of the primary sources of evidence for 
investigations relating to civil and criminal cases. 
These days it is rare to conduct a forensic 
investigation that does not include a mobile phone. 
An increasing emphasis has placed on investigating 
the issues pertained to data acquisition[7]. 
 
Mobile forensics is the branch of digital forensics that 
is about the acquisition and analysis of mobile 
devices in order to discover and recover digital 
evidence. In this context, the term “mobile devices” 
refers to a broad spectrum of devices which has 
communication facilities and storage facilities for 
digital data. There are international guidelines for the 
acquisition and examination of mobile devices that 
are primarily targeted towards the preservation and 
non-contamination of digital data in mobile devices. 
 
II. CHALLENGES 
 
The mobile devices are continuously evolving at an 
explosive rate. The hardware and software 
components used in this industry are numerous. The 
amounts of data that can be stored in modern mobile 
devices are huge. The data stored in the mobile 
devices can be application specific. Often the 
investigation method and tool used to communicate 
with the mobile device can make the evidence invalid 

in the court because it can affect the evidence 
integrity and repeatability[5].  
Forensically sound is the term used in the digital 
forensics circles to approve the use of particular 
forensic technology or methodology. The core 
concept of sound forensic examination of digital 
evidence is that the original evidence shall not be 
modified. This is extremely difficult with mobile 
devices. Most forensic require a duplex 
communication channel with the mobile device and 
hence the device can not be kept write protected 
during forensic acquisition. Other evidence 
acquisition methods may involve replacing the boot 
loader software on the mobile device or replace a 
chip in order to facilitate accessing the evidence data. 
Whenever a change is required in the device, the 
process and the resulting changes must be validated 
and documented. As with any evidence gathering, not 
following the proper procedure during the 
examination can result in loss or damage of evidence 
or render it inadmissible in court. All of these 
challenges make the use of digital forensic analysis 
tools on mobile devices difficult.  
 
It is to be noted that ISO 27037 specification namely 
“Guidelines for identification, collection and/or 
acquisition and preservation of digital evidence” 
(2012) defines methods and techniques in digital 
forensics that are accepted in many jurisdictions[1]. 
 
III. MOBILE DEVICES AND EVIDENCE 
PRESERVATION 
 
Evidence collection at the crime site includes the 
preservation of devices state such as: 

1. A turned ON device must be kept turned ON 
2. It must be safeguarded from WiFi signals 

from outside while keeping the state of the 
phone’s WiFi status. 

3. It must be isolated from telecommunication 
signals (2G, 2.5G, 3G, 4G, 4.5G or in other 
words, GSM/UMTS/LTE etc) 

4. It must be isolated from GPS signals 
5. IT battery must be kept charged (preferably 

at the same battery level) 



International Journal Of Electrical, Electronics And Data Communication, ISSN(p): 2320-2084, ISSN(e): 2321-2950 
Volume-5, Issue-12, Dec.-2017, http://iraj.in 

A Study on Digital Forensic in Mobile Devices 
 

14 

If a mobile device on a crime site is not isolated from 
all such factors listed above, it will become very easy 
for the attacker to gain access to the device and lock 
or destroy all evidence in it. This is typically done 
using the facilities provided by the mobile device’s 
operating system such as iOS from Apple and 
Google’s Android. Figure - 1 shown below shows 
how simple it is for the owner (in this case, the 
criminal) to remotely locate, access, lock and erase a 
typical iPhone: 
 

 
Figure 1: Remotely locate and erase all data in iPhone 

 
IV. MOBILE FORENSICS PROCESS 
WORKFLOW 
 
The mobile digital forensics process can be grouped 
to three main categories as shown in Figure 2 below:  

1. Seizure, isolation and identification 
2. Evidence acquisition 
3. Examination, analysis and reporting 

 

 
Figure 2: Mobile forensics workflow 

 
Seizure / Isolation / Identification 
At the time of the seizure, it is important to document 
with pictures, the various state information of mobile 
- including not limited to the power state (turned on 
or switched off), and lock status, presence or absence 
of memory cards and so on. All hardware and 
software accessories including cables, chargers, SIM 
cards data, any clues or hints of PIN or any password 
shall also be collected. 
 
As seen already, it is fundamental to protect the 
device from communicating with external agencies - 
which includes (but not limited to) phone calls, SMS, 
WiFi, Bluetooth and GPS. A phone call or SMS or an 
email may overwrite the previous ones during the 

evidence collection. A phone that can be accessed 
over internet can be readily wiped clean remotely. 
Thus, it is necessary to make use of the following 
equipments like faraday bag and / or radio jammer 
that prevents all electromagnetic communication with 
device.  
 
Many a times, smart phone features like “Airplane 
mode” can also be used to prevent radio 
communications to outside world. Also, features such 
as “Stay awake” can be used to keep the unlocked 
(display turned on) state of the mobile phone. 
 
Evidence Acquisition & Analysis 
Extracting data from SIM needs hardware tools such 
as PC/SC Reader that acquires data objects defined 
by the GSM 11.11 standard.  
 
Data in internal memory (e.g., a memory chip) of the 
device can be copied bit-by-bit copy of an entire 
physical store. This allows deleted files and any data 
remnants present to be examined, which otherwise 
would go unaccounted. The other method of copying 
logical entities such as files and directories may turn 
out to be an easier method during examination. 
 
There are different software tools that can extract the 
data from the memory image. There are specialized 
forensic software products that can be automated or 
there are generic file viewers such as hex editors. 
Some of the specialized tools are AccessData and 
Sleuthkit to analyze memory images. Since one tool 
can not extract all possible information, often it is 
advised to use two or more tools. 
 
When the acquisition becomes more forensically 
sound, tools will become more expensive, analysis 
will be longer, and tools requires more training. 
 
Data acquisition types 

1. Manual acquisition: In this method, the user 
interface (UI) of the mobile is used to 
investigate the content of the phone's 
memory.  

2. Logical acquisition: It is a bitwise copy of 
logical storage objects such as directories 
and files on a logical storage (e.g., a file 
system partition).  

3. File system metadata acquisition: When 
user’s data is organized in database, they are 
referred to as metadata. Such metadata 
databases can give valuable information 
about the device usage. E.g. call log is a 
simple single file SQLite database in 
Android and iOS. 

4. Physical acquisition: It is the whole file 
system binary dump. This can contain 
information about existing as well as deleted 
file system objects. 
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5. Brute force acquisition: This is used to 
extract passwords or PINs. Brute force tools 
are connected to the device and they will 
generate and submit different combination 
of character and non-character data as 
password or PIN until it succeeds. This is 
time consuming - but often effective 
depending upon the complexity of the 
original password or PIN. 

 
On Android phones, the evidence acquisition is much 
simplified once the Android Debug Bridge (ADB) is 
enabled. This option is arguably the best tool for the 
forensic examiner during the extraction of data from 
an Android without otherwise affecting or altering the 
state of the phone. This option can be found in 
Settings | Development of almost all Android phones. 
Android Software Development Kit (SDK) includes 
this powerful tool named adb that is to be used to 
communicate with the ADB enabled phone over USB 
and WiFi. 
 
Using adb, almost all the information listed above 
can be accessed from the investigator's desktop. For 
details, please refer to the elaborate documentation 
for this tool that also comes with Android SDK.  
Please keep in mind that 99% of the features of adb 
can be used without root access to the phone which 
makes adb one of the best tools to be used for 
Android phone forensic collection and analysis. 
 
Figure 3 below shows the latest graphical frontend for 
gdb that allows monitoring various runtime attribute 
of processes - e.g. Memory usage, CPU usage etc. 
 

 
Figure 3: ADB Graphical front-end in Android Studio 

 
On Apple mobile systems such as iPhone, the best 
tool for evidence collection is libimobiledevice 
(http://www.libimobiledevice.org) that will work with 
iPhone, iPad, iPod Touch and Apple TV. This 
software tool does not need Jailbreak [4]. It can read 
Apple device information, backup and restore and 
similar options on the logical file system acquisition. 
They can be downloaded and used in Linux 

environment, are integrated in many digital forensic 
oriented live distributions like Santoku 
(https://santoku-linux.com/). 
 
Hardware tools such as JTAG can also be used - but 
their usage is limited because most mobile devices do 
not provide such hardware interfaces in a 
commercially sold mobile device. They are mostly 
used in research and development centers of phone 
manufacturers. 
 
Examination and analysis  
Once evidence data is acquired (in many forms, as 
described above), the following are the most common 
logical entities that are the potential source of 
evidence in a mobile device. I.e. these are the 
potential logical entities that are to be examined in a 
mobile device. 
 

1. Phonebook, Call log, Calendar, Messages 
(SMS, MMS), To Do list  

2. Equipment identifiers 
3. Email, Instant messages, Web history 
4. Downloaded Documents 
5. Photos, Videos, Audio, Graphics 
6. Last active location (voice calls and data) 
7. GPS logs and stamps on photos 
8. Other networks (WiFi hotspots, Access 

points etc) 
 
With the evidence data, two types of forensic 
investigations are possible.  

1. A crime has already occurred and the 
identity of the criminal is unknown (e.g., a 
hacking incident).  

2. The crime and criminal are both known 
(e.g., investigation of a child pornography 
case). 

 
Prepared with the background of the incident and 
evidence collected[6], the forensic expert may 
proceed toward accomplishing the following 
objectives: 

1. Who all are involved: Gather information 
about the person(s) 

2. What is the exact nature of the events 
3. When did the events related to the crime 

occur  
4. Why did the offender(s) commit the 

offence? 
5. How did the offender(s) carried out the 

offence (tools and methods used) 
 
Reporting 
Reporting mainly involves the preparation of a 
detailed documentation of all the steps taken and 
conclusions reached in the investigation of a case. A 
good report will have precise documentation, notes, 
relevant photographs and content generated by tools 
used. Reports of forensic examination results should 



International Journal Of Electrical, Electronics And Data Communication, ISSN(p): 2320-2084, ISSN(e): 2321-2950 
Volume-5, Issue-12, Dec.-2017, http://iraj.in 

A Study on Digital Forensic in Mobile Devices 
 

16 

also include all the information required to identify 
the case - namely, from where it is reported, by what 
agency it is reported, test results, inferences and 
findings, and the identity proof (or signature) of the 
person(s) responsible for the contents of the report. 
Since digital evidence, tools, techniques and 
methodologies used in an examination is subject to 
being challenged in court, whenever customized tools 
are used for examination and analysis, it is advisable 
to make a copy of the relevant software should it 
become necessary to reproduce forensic processing 
results. 
 
CONCLUSION 
 
Mobile forensics is the branch of digital forensics that 
is about the acquisition and analysis of mobile 
devices in order to discover and recover digital 
evidence. We have gone through literature in the field 
of mobile forensics and have identified the methods 
and studies conducted in this field regardless of the 
types of the system used and the few tools which are 
already in common use. In this work we have 

identified the mobile forensic work flow and 
identified the methods of evidence acquisition and 
documenting for the future use. 
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