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Abstract - Security of data in army stations is very important issue. In early systems, at the time of information transmission 
between two army stations, it can be hacked by terrorists, spies and enemies. Communication plays vital role in day to day 
life .There are two types of communication such as wired and wireless. Basically wireless communication is mostly 
preferred over wired .But sometimes we need a secured wireless communication in case of industries, companies etc. Data 
security is very important especially from defense point of view. There are various techniques for transmission of data 
securely. In military area secure communication is required. The messages send or received should not be hacked. For this 
controller base wireless communication system is used for secure message transmission. In this we used half duplex 
encrypted system so messages in this system cannot be hacked. For security special trans-receiver is used namely HC-12 
which uses special AT commands for providing security. The messages can be send from any module and there is the choice 
that the message is either broadcast or can send to specific module. 
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I. INTRODUCTION 
 
Everyone in this world wants to be safe and secure. 
When it comes to the safety and security of 
Multinational companies, Military, Army, the 
situation becomes more complicated. Even a common 
man puts his maximum efforts to protect his data. The 
popular methods to protect the data in a  secure way 
is to encrypt the data while sending and receiving , 
decrypt the data to retrieve the original message. 
Before transmitting the data, the data will be 
converted into an unreadable form and will be sent. 
At  receiver side the opposite operation of encryption 
is carried out to recover back the original message. 
Thus the data will be protected in every way by 
following the encryption and decryption standard 
formats. Wireless makes this project more flexible. 
Some of the softwares are needed to be installed into 
the system before using them and hardwired 
connections. The hardware connections and cabling 
can be completely eliminated in this project. In the 
Military area secure communication is required. The 
information shared between them is very confidential. 
The message send or receive should not hacked. For 
the secure communication system a controller based 
wireless communication system is used for secure 
message and data transmission and reception. There 
are two types of communication-Half duplex and full 
duplex. This project is based on secure/Encrypted 
half duplex system. The messages in this system 
cannot be hacked. 
 
In communication systems transmission of data from 
one place to another place is important. These helps 
in monitoring wide control systems as well as the 
management network.  In top level managements 
some information and decisions are secret.  Also, the 
secret data from one place to another should be sent 

without any interruptions.  The country to county 
communication, the communication between the 
prime minister and the defense minister requires to be 
kept very secret. 
 
Various types of communication means are used for 
achieving this purpose.  Some people use encryption 
and decryption methods i.e. some erratic data is 
added at the transmitter end and the mix signal is 
transmitted.  At the receiver end the added signal is 
removed in order to get the original signal 
transmitter.  If the signal is tapped and tried to decode 
it is not possible due to encryption.  And thus, the 
protection against such a risk is provided.  But this 
are the old methods used in previous types. Now a 
days, the decoding / encoding phenomenon’s are 
done as in previous one but the communication media 
is modernized.  The wireless communication is 
preferred.  RF modules with digital communication 
are very accurate and reliable for wireless 
communication.  These modules have the range up to 
1.5 km and the obstacles don’t cause any 
communication failure this way these modules are 
popular. Microcontroller is used for 
encoding/decoding purpose. 
Our project is encoding and decoding techniques for 
data transmission.  These use the PIC microcontroller 
at both sides and make it feasible to send the data 
from one place to another place.  It is beneficial and 
cost effective as far as the application importance is 
considered. 
 
II. LITERATURE SURVEY 
 
1) The role of communication in day to day life is 
very important .Communication can be of two types 
which are wireless or wired. Basically wireless 
communication is mostly preferred over wired .But 
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sometimes we need a secured wireless 
communication in case of industries, companies etc. 
This paper helps in enabling the user for transmitting 
data wirelessly through ZigBee with encrypting data 
to provide security. In the paper it consists of two 
sections they are transmitter and receiver .The data 
can be sent to microcontroller through pc by using 
software called hyper terminal, this software is used 
for serial communication. The microcontroller after 
receiving the data it forwards the data to the ZigBee 
transmitter which is connected to the microcontroller. 
The data is encrypted and then transmitted to 
receiver. ZigBee transceiver does data transmission. 
Encryption does conversion of plain text to cipher 
text. Original data is Plain text whereas the modified 
data by using operations so that only authorized 
person can decode is called as Cipher text. 
Decryption does conversion of Cipher text to Plain 
text. The received data is decrypted and is displayed 
on pc which requires some password to open the data. 
So by this the data cannot be hacked and is 
secured.[1] 
2) Security of data in army stations is an important 
issue. In early systems, at the time of information 
transmission between two army stations, it can be 
hacked by terrorists, spies and enemies. Cryptography 
is a very important system employed for this purpose. 
There are various types of algorithms available for 
encryption and decryption of data and new algorithms 
are evolving. Polyalphabetic substitution cipher is a 
strong algorithm used for security of data in army 
stations. In this paper, various techniques of security 
of data and one the algorithm using polyalphabetic 
substitution cipher are discussed.[2] 
3) In earlier security systems, data transmission 
between two army stations was being hacked by 
terrorists, enemy nations and even spies. Hence, data 
security is very important especially from defense 
point of view. There are various techniques for 
transmission of data securely. Cryptography is a one 
of the technique which can be used for secured 
transmission of data. There are numerous algorithms 
available for encrypting and decrypting data and 
many algorithms are being discovered. Poly 
alphabetic cipher algorithm is one of the strongest 
algorithms used for securing data in army stations. In 
this paper, poly alphabetic cipher algorithm is 
discussed for wireless data transmission between 
army stations using arm7 processor.[5] 
4) Stealthiness can be described as a disposition to be 
sly and to do things surreptitiously. This paper 
presents a new architecture for flexible and secure 
networking in battlefields that enables stealthy and 
covert communication in the presence of node 
mobility. Our architecture is based on the 
combination of optical (fiber) and wireless links. Our 
objective is to be able to carry on undeterred 
communication without the attack/eavesdropping 
nodes being able to detect the presence of any 
communication. This objective is not only crucial for 

successful completion of the operation, but also for 
the safety of our mobile nodes, by not giving out their 
locations. We combine the advantages of optical 
links, such as high bandwidth, low delays, low error 
rates, good security, with the advantages of wireless 
links, such as mobility and flexibility, along with 
directional antennas for communication. From 
security point of view, we also assume presence of 
red zones, which are the ones controlled by the 
adversary or where the adversary can trace wireless 
activities.[6] 
 
III. BLOCK DIAGRAM 
 

 
Fig (a): Concept Diagram 

 
3.1 Block Diagram Description:- 
The above figure (a) shows the complete working 
block diagram of the secure wireless communication 
for military application. 
The block diagram of system consists of Power 
Supply, Microcontroller, LCD Display, Keypad, RF 
Tx/Rx HC 12 module etc. Three modules are used to 
describe the system properly. The messages can send 
from any module and there is a choice that the 
message is either broadcast or can send to a specific 
module. The message can be encrypted so that no one 
can hack it. The encoding and decoding, logic is used 
in order to compress the data, at transmitter end 
which is known as encoding.  After encoding the 
data, is sent in free air for transmission purpose.  If 
the receiver module is there within the range, it 
receives the data which is available in free space. 
After reception, the data is decoded with the help of 
decoder i.e. HC-12 &PIC micro controller – 2 does 
this function.  Both ends, i.e. Transmitter and receiver 
have micro controller for analyzing & decoding the 
data.  Thus, encoding & decoding of code is done 
here. 
In order to illustrate the transmitter and received data, 
the personnel computer is used at both ends.  The 
letters to be transmitted are indicated in tabular form.  
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The software is windmill.  It helps to support the 
serial communication interface. 
 
IV. ADVANTAGES 
 
• The encoding the data and the decoding it at 

transmitter and receiver end respectively makes 
it feasible to send the data serially which avoids 
number of wires. Instead a single wire 
communication is there which is economical.  
Hence, the system is popular. 

• Due to the use of RF module in this system it 
becomes wireless and no alignment is required 
for the receiver and transmitter.  The 
communication takes place even though there are 
rigid obstacle between transmitter and receiver. 
In such situations IR and Photo electric and 
Ultrasonic communication is failed.  This way IR 
module proves the system to be more 
advantageous. 

• Due to the use of micro controller based project 
design much sophistication are there. And also, 
the system becomes more flexible due to which 
further enhancements are easily possible.  The 
system is designed and developed all latest and 
readily available components. 

• The micro controller is used in order to success 
our purpose is pic 16f877.   This is because this 
micro controller is cost effective, readily 
available and all the software tools required are 
available with us. 

 
V. APPLICATIONS 
 

• Secure data transmission. 
• ATMs.  
• Cryptography. 
• Such type of communication systems are 

used for sending the secrete data from one 
place to another.  This application is 
essential at defense laboratories, Research 
laboratories, Industrial Wireless LAN’s, etc. 

• If the data to be transmitted is too large 
parallel port communication is not beneficial 
because, maintaining the bunch of number 
of wires becomes a difficult task. In such 
application data is encoded at transmitter 
end and it is again decoded back at receiver 
end.   

• In wireless data monitoring system the 
encoding and decoding system is used.  For 
example, in Fire Annunciation systems the 
data is transmitted without connecting wires, 
because the feasibility of wires is not 
possible.  Is such system the wireless 
encoding and decoding is essential.   

• If some secret data is transmitted in between 
two VIPs, or the data transmission between a 

two countries is secrete. It should be 
protected against tapping, hence such type of 
encoding and decoding phenomenon is 
applicable.  

 
VII. FUTURE SCOPE 
 
Through this technique we can send any type of data 
with high level of security, by making the 
modifications in input and output devices. 
This is embedded based so we can make our own 
algorithm in microcontroller for more security 
concern. We can use these high level security transfer 
system for banking, military and online shopping. 
We can use the powerful antennas for longer 
communication. 
 
CONCLUSION 
 
As a conclusion this project has achieved the main 
objective stated earlier which is analyzing and 
implementing the wireless communication: the radio 
frequency (RF) transmission in the secret message 
communication for military purpose. The prototype 
of this project is using the frequency 434 MHz 
compare to the range about 3 kHz to 300 GHz of the 
frequency which have been reserved for the RF 
theoretically.  Besides the functionality of this project 
proved that the other objective have been successfully 
attained which are design an secrete communication. 
This project have been developed using the 
programming in the microcontroller PIC 16F877.  
The “Secure wireless communication for military 
application” is an effective security and safety system 
which is made by integrating the advancements in 
wireless and embedded technology. It helps for a 
successful secret mission. This system can be used in 
critical conditions. By implementing this system we 
can improve the security and safety of our country. 
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