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Abstract - A novel scheme for HILL cipher algorithm based data hiding in encrypted texts is proposed in this work. In the 
first work, by using an encryption key a content owner encrypts the original uncompressed text. Then, to create a sparse 
space to accommodate some additional data it may compress the least significant bits of the encrypted text by using a data-
hiding key. Today in many applications the communication processes are still used. The design of AES are held in various 
part implementation such as round key mechanism in previous. In this to improve the security of the system and reduce the 
power consumption by encryption we proposed an algorithm and error correction method especially for side channel attacks.  
An optimised encryption standard for the key generation. An additional data contained with an encrypted text, if the recipient 
has the hided key, he can get the additional data though he does not know about the full content. If the recipient has the 
encryption key, to obtain the same text similar to the original information.  
 
Index terms - OES, Hill cipher, side-channel attack, VLSI, round key mechanism. 

 
I. INTRODUCTION 
 
Over a wireless network, securing transmission is 
especially challenging not only because of the 
inherently insecure nature of the medium but also 
because of highly error prone nature of the wireless 
environment.  
To ensure secure and robust communication we take 
a joint encryption error correction approach over the 
wireless link. An error correcting cipher called high 
diffusion cipher is designed and proves bounds on its 
error correction capacity as well as its security. 
Based on text contrast a new text steganography 
method is presented to improve the capacity of the 
hidden secret data and to provide an imperceptible 
stego text quality. For embedding the secret message 
a group of 2x2 blocks of non-overlapping spatially 
adjacent pixels is selected. By using the shortest route 
modification scheme the modulo 4 arithmetic 
operation is applied to all the valid blocks to embed a 
pair of binary bits. By RSA encryption algorithm 
each secret message is encrypted to provide the 
system with more security.  
 
II. ENCRYPTION 
 
In encryption, a RSA public key encryption is 
proposed for encrypting the secret message before 
embedded into cover text. For both encryption and 
decryption RSA can be used. In public key 
encryption during the encoding process the sender 
will use the public key and only the private key, 
which has a direct mathematical relationship with the 
public key can decipher the secret message. The most 
secure type of stenography is the public key 
encryption. In that unwanted parties it also has 

multiple levels of security must first suspect the use 
of steganography and then they would have to find a 
way before they could intercept the secret message to 
crack the algorithm used by the public key system.  

 
III. DATA HIDING 
 
In this section, a mod-4 embedding method was 
proposed for information hiding within the special 
domain of any gray scale text. The input messages 
can be in any digital form and are often treated as a 
bit stream. Based on some mathematical function 
embedding pixels are selected which depends on the 
pixel intensity value of the valid blocks in a text. To 
find out whether the selected embedding pixels lies at 
the boundary of the text or not checking is to be done 
before embedding. Based on some features of the 
pixel data embedding are done by mapping each two 
bits of the secret message in each of the valid block. 
Through proposed encryption method the input 
message is first converted into encrypted form. The 
secret key is generated by this encrypted message 
which may be used as a password before starting of 
the embedding or extracting operation for increasing 
another level of security. Second the text is reshaped 
to the 2x2 blocks of non-overlapping spatially 
adjacent pixels. Then from these blocks the valid 
blocks are selected. If the average difference between 
the gray level values of the pixels of that block Q is 
valid and its mean (C) exceeds a threshold (minimum 
contrast). 
Recently, Algebraic side channel attacks have been 
introduced as a powerful cryptanalysis technique 
against block ciphers. Both a target algorithm and its 
physical information leakages are represented by 
these attacks as an over defined system of equations 
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that the adversary tries to solve. Because of its simple 
algebraic structure they were first applied to 
PRESENT. Against the AES Rijndael we investigate 
the extent to which they can be exploited and their 
practical specificities are discussed. Experimentally, 
for an unprotected implementation of Rijndael we 
show that the most of the intuitions that hold for 
PRESENT can also be observed in an 8-bit controller. 
With the observation of a single encrypted plain text, 
algebraic side-channel attacks can recover the AES 
master key and they easily deal with unknown plain 
texts/cipher text in this context. Because 
corresponding to all the cipher rounds, these attacks 
can take advantage of the physical information and 
they imply that one cannot trade speed for code size 
without affecting the physical security of a leaking 
device. On two different masking schemes we 
analyze the consequences of this observation and 
discuss its impact on other counter measures.There 
are lot of ciphers and most of them based on solver in 
previous design. To solve the equations of a cipher 
and its channel leaks algebraic side-channel attack 
(ASCA) is one of the techniques that operate with a 
general solver. Against the AES many ASCAs are 
proposed and they uses different solvers such as the 
Grobner basis- based, SAT based, or Optimizer based 
solver. The sub key is combined with the state in the 
round key. A sub key is derived from the main key 
for each round and each sub key is the same size as 
the state. Each round consists of several processing 
steps, each containing four similar but different 
stages, including one that depends on the encryption 
key itself. By using the same encryption key a set of 
reverse rounds are applied to transform cipher text 
back into original plain text. Side-channel attacks do 
not attack the underlying cipher, and thus are not 
related to security in that context. They rather attack 
implementations of the cipher on systems which 
inadvertently leak data. On certain implementations 
of AES there are several such known attacks. The 
advantage of the general solver approach is its 
generic feature, which can be easily applied to 
different cryptographic algorithms.  

 
Fig 1. AES Encryption and Decryption Block Diagram 

While reducing the key size of the algorithm, the 
security and reliability of the satellite communication 
system is improved. In parallel form of LDPC coding 
algorithm, the error correction method is used. The 
AES algorithm is used by the encryption method. The 
error correction and encryption methods for satellite 
communication system are combined in the existed 
paper. This method is refers to the basic structure of 
AES algorithm. Both the block length and key length 
are 128 bits and the low density parity check coding 
process to be done this method. 
 
A design principle which is a combination of both 
substitution and permutation is known as a 
substitution permutation network, AES is based on 
that network. It is fast in both software and hardware. 
AES is a variant of Rijndael which has a key size of 
128, 192, or 256 bits and a fixed block size of 128 
bits. By contrast, the Rijndael specification per se is 
specified with block and key sizes that may be any 
multiple of 32 bits, both with a minimum of 128 and 
a maximum of 256 bits.  
 
A 4×4 column-major order matrix of bytes, termed 
the state, which is operated by AES although some 
versions of Rijndael have a larger block size and have 
additional columns in the state. In a special finite 
field most AES calculations are done. For an AES 
cipher the key size used specifies the number of 
repetitions of transformation rounds that convert the 
input, called the plaintext, into the final output, called 
the cipher text. 
 
Several processing steps are contained in each round 
and each containing four similar but different stages, 
including one that depends on the encryption key 
itself. By using the same encryption key a set of 
reverse rounds are applied to transform cipher text 
back into the original plain text. 
 
The input state matrix (plaintext) is transformed 
through 10 round functions in AES-128. The state 
matrix evolves as it passes through the various 
operations of the algorithm and finally emerges in the 
form of a cipher text. The first nine rounds are 
composed of the following four operations and the 
last round is the same but without the Mix Columns 
operation. 
 
AES undergoes these 4 stages 
1) Add Round Key (AK). Each byte of the state 
matrix is XORed with a byte from a corresponding 
matrix of round sub keys. 
2) Sub Bytes (SB). Each byte of the state matrix is 
updated by a lookup table using the S-Box. 
3) Shift Rows (SR). Row i of the state is rotated i -
byte to the left, for i = 0, 1, 2, 3. 
4) Mix Columns (MC). Each column of the state is 
updated by multiplying itself with the corresponding 
column of a fixed matrix M. 
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IV. A VLSI ARCHITECTURE FOR THE OES 
ALGORITHM 
 

 
Fig. 2. A top-level block diagram for OES 

encryption/decryption 
 

For the OES algorithm a top-level view of proposed 
architecture is shown in Fig. 2. Here, the same set of 
hardware building blocks are used by both the 
encryption and decryption operations. In the OES 
encryption/decryption computing scheme the three 
main components are: key generation, controller and 
a encryption/decryption engine. The key generation 
block is use to take 64-bit input key and it generates 
sixteen, 128-bit round keys for the sixteen individual 
rounds.  
  
Round Keys Generation Process 
For the each individual rounds the round key 
generation process is use to generate 48-bit unique 
round keys. In the OES algorithm, to generate the 
sixteen round keys sixteen rounds are required. First a 
64-bit input key is provided to the permutation 
choice-1 (permutation-1) block [1,2] to start the 
round key generation process. The permutation-1 
block permutes the input key into 48-bit data, which 
are provided to two 28-bit blocks (C and D). After 
that, the two 28-bit data are circularly left shifted by 
one or two bits, as per the OES key generation 
algorithm which depends upon the number of round.  
 
To generate various required control signals for 
controlling the key generation process and the 
encryption/decryption engine the controller is 
designed.  By using OES algorithm a detailed view of 
the proposed VLSI architecture for 
encryption/decryption is shown in Fig. 3. Here, the 
data path of this architecture consists of a set of 
multiplexers, registers, permutation /expansion and 
substitution operations. The permutation/ expansion 
operation is a simple bit-transposition operation, 
which requires only simple data routing. Eight 
different substitution boxes are required for the 
substitution operation. We have proposed a 
multiplexer based design to implement an S-Box.  
The input plain text, key size and output cipher text 
are the parameters in encryption.  
 

In the beginning,  XORed operation is performed for 
plain text and input data key. Then next 9 rounds are 
applied with all transformations i.e, Sub bytes, Row 
Shift, Mix Column, Add Round Key. In the 11th 
round Mix Column is eliminated from loop round. At 
each round the round key is generated which is based 
on scheduling algorithm. Xilinx ISE 14.7 tools are 
used for verifying this design and it is in the form of 
Verilog HDL. The OES encryption and decryption 
technologu schematic is shown in below fig. 4 and it 
consists of LUT’S. 

 
Fig. 3. VLSI architecture for OES encryption/decryption 

computation 
 

 
Fig. 4. Technology Schematic 

 
Fig. 5. Output waveform 
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The output waveform is shown in below fig. 5. The 
‘e’ term is shown encryption and ‘d’ term shown the 
decryption of OES algorithm.  
 
The below graph comparision the probability of 
error of D.E.S, A.E.S and O.E.S. 

 
Fig. 6. Comparison graph 

 
CONCLUSION 
 
The Optimized Encryption Standard (OES) based 
data encrypted text is proposed a new technique. This 
technique consists of text encryption, data embedding 
and data extraction/ text recovery. In the first phase, 
the original data is encrypted by an encryption key. 
Another key is used to decrypt the encrypted text. 
The data hiding key is used for extracting the 
additional data with an encrypted text.  By using 
these both data hiding key and encryption key the 
recipient can extract the additional data and recover 
the original data without an error. This process is 
simulated by using Xilinx 14.7 versions. The key 
generation is improved by the HILL Cipher technique 
to improve the security level.   
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