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Abstract- In this paper, we propose a MAC-based remote lock and wipe system through the SMS push notification to 
protect against the private data disclosure when smartphone is lost or stolen. The proposed system provides the integrity 
checking mechanism so that the malicious users are unable to launch denial- of-service attacks which send the lock or 
wipe commands to the normal users on purpose. Also, it satisfies the SMS length limitation of 80 bytes long without 
downgrading the security level. 
 
 
I. INTRODUCTION 
 
As enabling all their users to receive benefits and 
convenience, the smartphone have been applied in 
a variety range of fields, and it broadens a range 
of security threat. Specially, security threat of the 
smartphone by loss or stolen may cause the users’ 
private data disclosure such as contacts, SMS 
message, photos, smart car keys, credit cards, login 
IDs, and so on. To prevent these problems, 
network operators should provide a certain method 
not to use mobile devices by bad guys and thus 
need to support the remote lock and wipe services 
which delete users’ data as in the state of factory 
reset. 
 
A. The Remote Lock and Wipe System 
The remote lock and wipe system consists of a 
remote control module on a server and a command 
handling module on a smartphone (see Fig.1). The 
commands are sent by SMS push notification 
message.  
 
For example, when the users send a lock command 
to the smartphone via the remote control module, 
the remote handling module enables the password 
locking function to lock the smartphone. Similarly, 
by sending a wipe command, all personal data such 
as smart wallet, smart keys, contacts, SMS, E-mail, 
photos, and movie clips are remotely deleted. 
 
B. Command Integrity Problem 
The remote lock and wipe service will be very useful 
when the smartphone is lost or stolen.  
 
However, there might be the case that the malicious 
user misuses this function by sending such 
commands to the normal users in order to disrupt 
the service.  
Thus, it is very important to check if the command is 
originated from the trusted server (or service 
provider).  
 
In other words, the integrity of the commands must 
be checked. The traditional way to provide the 
integrity checking is simply    

 
Fig. 1. Remote Lock and Wipe System 

 
II. THE PROPOSED SYSTEM 
 
We propose the remote lock and wipe system using 
SMS push notification with integrity checking of 
the commands without sacrificing security level. 
To this end, we employ password-based key 
derived function (PBKDF) in PKCS#5 which 
requires users to put only a password in and outputs 
20 bytes long authentication code. 
 
As shown in Fig.2, the basic idea in our proposal 
is that Hash-based Message Authentication Code 
(HMAC) for authenticating SMS command 
message and the secret key to HMAC is derived 
from the passwords keyed in from the user. The 
HMAC is based on SHA-1 algorithm. 
 
A. Generating Massage Authentication Code 
When the SMS command notification is sent, the 
remote control module first creates a secret key 
from the password using PBKDF. Using HMAC 
function with the secret key, the message 
authentication code (MAC) is generated on the 
command message along with the timestamp which 
is added to protect against the well-known reply 
attack. Then, the command message is sent with 
the MAC to the designated Smartphone. 
 
As shown in Fig. 3, the sending message consists 
of command(4-6 bytes), timestamp(8 bytes), and 
MAC(20 bytes) and thus the total size of message 
is 32 or 34 bytes. To send 
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Fig. 2. PBKDF based SMS Notification Integrity Checking 

Mechanism 
 
the message in form of SMS, the sending message 
should be encoded with Base-64. Finally, the actual 
size of the transferred message becomes 44 or 48 
bytes long. 
 
 

 
Fig. 3. Authenticated SMS Message Format 

 
B.  Verifying Massage Authentication Code 
Upon receiving the authenticated SMS notification, 
the command handling module first decodes it with 
Base-64, and check the MAC. The MAC 
verification mechanism is as follows: the user needs 
to set up the initial passwords in the smartphone. 
Next, the command handling module computes a 
secret key from the passwords using PBKDF and 
generates a MAC on the decoded command and 
timestamp. Then, it compares the regenerated MAC 
with the decoded MAC. If they are the same, the 
command is executed. If not, the command is 
ignored because it is considered as the command is 
compromised while transmission over the network. 
 
III. ALGORITHMS 
 
1. PBKDF(Password Based Key Derived 
Function):- The PBKDF key derivation function has 
five input parameters: 

DK = PBKDF2(PRF, Password, Salt, c, dkLen) 

 
where: 

 PRF is a pseudorandom function of two 
parameters with output length hLen (e.g. a 
keyed HMAC) 

 Password is the master password from 
which a derived key is generated 

 Salt is a cryptographic salt 
 c is the number of iterations desired 
 dkLen is the desired length of the derived 

key 
 DK is the generated derived key 

 
Each hLen-bit block Ti of derived key DK, is 
computed as follows: 
 

DK = T1 || T2 || ... || Tdklen/hlen 
Ti = F(Password, Salt, Iterations, i) 

 
The function F is the xor (^) of c iterations of chained 
PRFs. The first iteration of PRF uses Password as the 
PRF key and Salt concatenated with i encoded as a 
big-endian 32-bit integer. (Note that i is a 1-based 
index.) Subsequent iterations of PRF use Password as 
the PRF key and the output of the previous PRF 
computation as the salt: 
 

F(Password, Salt, Iterations, i) = U1 ^ U2 ^ ... ^ Uc 

where: 

U1 = PRF(Password, Salt || INT_msb(i)) 
U2 = PRF(Password, U1) 
... 
Uc = PRF(Password, Uc-1) 

 
2.  MAC(Message Authentication code) :-  
HMAC (K,m) = H((K ⊕ opad) ∥ H((K ⊕ ipad) 
∥ m)) 
 
where 
 
H is a cryptographic hash function, K is a secret 
key padded to the right with extra zeros to the input 
block size of the hash function, or the hash of the 
original key if it's longer than that block size, m is the 
message to be authenticated, ∥ denotes concatenation, 
⊕ denotes exclusive or (XOR), opad is the outer 
padding (0x5c5c5c…5c5c, one-block-
long hexadecimal constant), and ipad is the inner 
padding (0x363636…3636, one-block-
long hexadecimal constant). 
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IMPLEMENTATION 
 
We implemented the proposed system in Java 4.2 
and specifically used the Java extended 
cryptography package (javax.crypto) [2] for 
cryptographic functions. The command handling 
module for smartphone was implemented on top of  
 
 

Android 4.2. The remote control module was  
tested using Tomcat web server 6.0 running on 
Windows 7 and the command handling module was 
tested on Google Nexsus-1. Fig. 4 shows the screen 
shot of the command handling module. 
  
CONCLUSION 
 
The remote lock and wipe services are necessary to 
protect against the private data disclose. At the 
same time, it must prevent the malicious user from 
launching DoS attacks that sends such commands 
to the normal users intentionally. We presented 
such system with MAC-based integrity checking 
mechanism of SMS notification using PBKDF. We 
then showed our authenticated message would fit 
in the 80 bytes limitation of SMS message without 
loss of security level. We also demonstrated our 
implementation and test result of the proposed 
system running on Tomcat web server and Android 
smartphone. 
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