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Abstract- Fiber Optics Communication is a branch of optical communication which is widely used now-a-days in 
communication world. Due to many advantages of fiber optics communication over different conventional communication 
method it is having higher priority. Today there is hardly any communication field where fiber optics has not left its mark. 
 

 
I. INTRODUCTION 
 
Fiber optics communication system includes an 
optical transmitter, fibers (they act as channels) and 
optical receiver at the other side. So it is very 
important to start from the beginning of fiber optics. 
Huge reductions in material attenuation have been 
obtained. Optical fibers offer greater information 
capacity arising than any other system. 
In this paper  we are mostly dealing with the basics of 
fiber optics, it’s working principle, it’s priority over 
other conventional communication system, role of 
optic communication in computer networking and its 
vulnerabilities. 
 
II. FIBER OPTICS 
 
Fiber optics is a flexible transparent fiber made up of 
high quality glass or plastic. Silica system is used as 
core material along with dopants such as Al2O3, TiO2 
, GeO2, P2O5etc in order to increase its refractive 
index. 
 
It consists of following parts: 

 Core – thin glass center of the fiber through 
which light travels 

 Cladding – it surrounds the core and reflects 
the light back into the core. 

 Buffer coating – a final coating made up of 
plastic to prevent fiber from damage and 
moisture  

 
Fig 1 shows the basic internal structure of fiber 
optic cables 

 

 
 

 
Fig 1 

 
A) Principle 
It works on the basis of total internal reflection 
(Snell’s law) 

 
B) Production Of Optic Fiber 
Optic fibers are developed by very special 
mechanism called Modified Chemical Deposition 
(MCD) which involves following steps: 

 
1) Preform Blank fabrication 

For this oxygen is bubbled through the mixture of 
silicon and germanium, satisfying various optical as 
well as physical properties. 
 
Gas vapours are conducted to the inside of the 
cladding material in a special lathe. Extreme heat is 
generated through the special purpose ‘torch’ used, 
this causes two things. 
 

 Oxides are formed of the corresponding 
elements.The oxide deposit on the inside of 
the tube and fuse together to form glass. 
 

 After this the preform blank is cooled down 
and then tested for quality control (index of 
refraction). 



International Journal of Electrical, Electronics and Data Communication, ISSN: 2320-2084  Volume-2, Issue-3, March-2014 

Fiber Optics Communication in Computer Networking and security 

63 

2) Extracting fibers 
Preform blank gets lowered into graphite furnace at 
very high temperature (in order of thousand) and tip 
gets melted until a molten blob falls down under the 
force of attraction by earth coined as ‘gravity’. Fibers 
are pulled out from the blank at a rate of 10 m/s to 20 
m/s. 

 
III. FIBER OPTICS COMMUNICATION 
 
Over the recent years use of this system is at its pace. 
Proper transmission and reception is of utmost 
importance for less data loss and secure transmission. 
Listed below are the major subsystems of fiber optics 
communication: 
 

A. Optical Transmitter and Receiver 
Message signals(in form of electrical signal) are 
converted to optical signals and then transmitted over 
the optic cable either with the help of laser or light 
emitting diodes (LED’s) via optical transmitter.  
(Fig 2 depicts block diagram of transmitter and 
reciever) 
These signals are detected by photodiodes of an 
optical receiver at the other side which converts the 
optical signals into its corresponding message signals. 
 

B. Optical Regenerator  
While transmission of optical data over very large 
distances (for about half mile), degradation of signals 
takes place due to several losses. To resolve this 
problem at regular intervals the optic cable is coated 
with special coating of dopant. When degraded 
signals(in form of laser) comes in contact with this 
dopant, molecules of dopant gets pumped up and they 
themselves behave as laser thus transmitting stronger 
signals having characteristics similar to that of 
degraded signals. Fig 2 shows the block diagram for 
the same. 

 
Fig 2 block diagram 

 
C. Wavelength Division Multiplexing 

The technique of transmitting message from multiple 
users through same channel to a single user. Several 
light sources working on a properly spaced peak 

emission wavelength could be simultaneously used 
with a single fiber provided the arrangement is such 
that no crosstalk takes place with individual sources. 
 

D. Modes of optical fibers 
Modes define the way waves travels through space 
i.e. their distribution in space. The modes can be 
same with different frequencies. In table 1 and fig 3 
we have described the basic difference between 
single and multimode and their structures 
respectively. 

 
 Different modes of fiber optics 

Sr. 
no. 

parameters Single 
mode 

Multimode 

1 Transmission Single ray 
of light 

Multiple 
rays of light 

2 Core 
diameter 

8 to 10 
micrometer 

50 to 100 
micrometer 

3 Speed  10 megabit 
to 10 
gigabit per 
second 

10 megabit 
to 10 
gigabit per 
second 

4 Range 40 km to 80 
km 

0.3 km to 
0.4 km 

Table1 different modes of fiber optics 

 
Fig 3 

 
E. Benefits of fiber optics 

 As compared to the metallic based system, 
this system allows much longer intervals of 
signal transmission due to low attenuation. 

 Various high-tech application requires an 
ever increasing amount of bandwidth so it 
provides large bandwidth and are lighter in 
weight. 

 As optical fibers are dielectric in nature it 
can be installed in areas where 
electromagnetic interference is present, 
including radio frequency interference. 

 It is very tough to remotely detect the signal 
being transmitted within the cable until and 
unless the optical fiber is accessed. 
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IV. ROLE OF FIBER OPTICS IN 
COMPUTER NETWORKING 

 
“Necessity is the mother of invention” 
A high security for transmitting sensitive government 
data, personal, financial and medical information, is a 
need of an hour and dependability for security of data 
globally is achieved by fiber optic communication. 
It provides the safest mode for transporting signals 
for one place to another. Benefits of this system as 
listed above in this paper makes it the most reliable, 
considering immunity from EMI(electromagnetic 
interference) and similar other interference makes it 
the most prominent of all. Nature of optical fiber and 
its light transmitting property makes it one of the 
safest mode. 
 
V. SECURITY VULNERABILITES 
 
Data transmission through copper wires can be very 
easily tapped which was not the case in fiber optics 
communication few years back, until then the later 
was and still is to some extent considered as finest 
communication mode. But once an intruder has 
gained access to the fiber cable tapping of data is 
easier. For an undetected tap, intruder needs a laptop, 
special software, optical tap and an opto-electronic 
convertor. This special software acts as a filter and 
allows access to specific IP address, Mac address and 
other sensitive information. Without actually piercing 
or disrupting the flow of the data, fiber optical cable 
can be tapped.With the help of clip-on couplers they 
can be bent in a precise way that forms micro-bends. 
These micro-bends(ripples) causes photons of light, 
which is carrying some data, to leak out. This method 
is more successful for lower speed data transmission. 
Fig 4 depicts this in a pictorial way. 
 

 
Fig 4 

 
The second method is the non-touching tapping 
method. In this additional light is injected into the 
fiber plant which analyze the optical signals by 
gauging certain interactions between the two. In 
absence of physical-layer optical signal protection the 
other end data user would never be able to identify 
that his/her data is being intercepted. 

 
A) Countermeasures 

1) Physical layer 
To check all these sorts of tapping, the best way is 
‘physical layer security system’. It provides a 
roadmap and brings attention to 
thissystem’ssecurityvulnerabilities. 
 
2) Encryption 

a) One of the most reliable for secure data 
transmission since older times is 
‘encryption’. It is a technique for 
transforming information in such a way that 
it becomes unreadable. 

b) It basically translates normal text into cipher 
text. This method keeps a check that data is 
unreadable to intruders. 

c) We have three methods to encrypt our data 
 Hashing: In this method a unique, fixed 

length for a data is set. As each “hash” 
is unique to a data set, so any minor 
changes to that data would be easily 
tracked. 

 Symmetric: It is also known as private 
key cryptography. Here a ‘single key’ is 
used to encrypt and decrypt the data set 
so the d1ata remains secure. 

 Asymmetric: It is also known as public 
key cryptography. Here separate keys 
are used for encryption and decryption. 
This method is more secure   

 
3)A special optical security has been developed 
which is protocol independent. In this, if data is 
intercepted the intruder will not be able to gain access 
to captured data and data will be rerouted to a backup 
system. 

 
CONCLUSION 
 
As there is always an equal and opposite reaction to 
every action. In this paper we deduced that optical 
communication is the best data transmitting system 
till date with some security vulnerabilities viz. 
intruders tapping data via micro bends of fiber but 
this can be handled by creating awareness in the field 
of encrypting our data and being up to date about the 
emerging technologies. 
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