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I. INTRODUCTION 
 
This paper is based on advanced technology for 
secured communication using 4G & LTE. The 
information presented here will help the reader 
understand the innovation and promise offered by 
LTE, why it was chosen and the power it has to 
transform mobility. 
 
II. LTE OVERVIEW 
 
LTE technology advances to deliver improved 
wireless Internet connectivity and true mobility. 
LTE’s improved speed, greater bandwidth and lower 
latency help redefine the traditional office with 
enhanced productivity for mobile workers by offering 
in-office business applications and services.  
 
Long Term Evolution (LTE) Introduction 
LTE a Disruptive Technology with respect to 
WCDMA/HSPA 3GPP Releases. It Enhanced Air 
Interface. It is Only Packet Core. Interworking with 
other 3G Technologies. It’s advanced LTE (Release 
10) Further Enhancements Primarily in Performance. 
 
III. LTE ADVANCED REQUIREMENT 
 
• Peak data rates – Downlink 1Gbps; Uplink 500 
Mbps 
• Latency – C-plane: Transition time from Idle Mode 
to connected Mode less than 50ms. 
C-plane: Transition from a "Dormant State" to 
Connected Mode less than 10ms. 
U-plane: Allow for reduced U-plane latency 
Compared to LTE Release 8. 
• Spectrum efficiency – Peak Downlink (8x8 Antenna 
Configuration) 30 bps/Hz and Peak Uplink (4x4 
Antenna Configuration) 15 bps/Hz. 
• Spectral Flexibility. 
• Additional Bands. 
 
IV. LTE FEATURES 
 
• Reliable, high rate, high capacity and low latency 
data transfer. 
• Suitable for a wide range of services. 
• Mobility. 
• Seamless and lossless (using packet forwarding). 
• Higher mobile speed between 15 And 120 Km/hrs 
also supported with high performance. 

• Relays. 
• Improve coverage of high data rates, temporary 
network deployment, cell‐edge throughput and or to 
provide coverage in new areas. 
Carrier and spectrum aggregation 
• Support wider transmission bandwidths up to 100 
MHz and spectrum aggregation. 
• Aggregation of Both Contiguous and 
Non‐contiguous Component Carriers Is Supported. 
• Coordinated Multi‐Point (CoMP) transmission and 
reception. 
 
V. LTE Advanced Features: 
 
• Emergency calls 
Provisioning of emergency call service to user 
equipment in both normal service mode 
(Authenticated) and limited service mode 
(Unauthenticated) 
• Positioning 
UE location determination through user plane and 
control plane based solutions 
• Public Warning Systems (PWS) 
Provisioning of timely and accurate alerts, warnings 
and critical information regarding disasters and other 
emergencies through earthquake and tsunami warning 
system (ETWS) and Commercial Mobile Alert 
System (CMAS). 
 
VI. LTE Benefits: 
 
• Offers easier access and use with greater security 
and privacy. 
• Dramatically improves speed and latency. 
• Delivers enhanced real-time video and multimedia 
for a better overall experience. 
• Supports real-time applications due to its low 
latency. 
• Creates a platform upon which to build and deploy 
the products and services of today and that of 
tomorrow. 
 
Technical Drivers for LTE to enhance 
communication: 
 
IPv6 is designed to handle the explosive growth of 
Internet-capable devices and is supported by more 
advanced wireless technologies, such as LTE. IPv6 
makes a significantly larger amount of IP addresses 
available for assignment and uses 128 bits so it can 
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support 2^128 addresses. Combined with LTE, it 
offers additional security benefits over previous 
wireless technologies, such as encryption, 
authentication and longer key lengths. IPv6 also 
features improvements to the Authentication Header 
(AH) and Encrypted Security Payload (ESP) and 
includes enhancements to Internet Protocol Security 
(IPSec) to combat packet sniffing, IP spoofing and 
connection hijacking. 
 
The Verizon Wireless Foundational IMS Core: 
 
The IP Multimedia Subsystem (IMS) network core 
serves as the foundation for the Verizon Wireless 4G 
LTE network and provides the platform for the 
development and deployment of new features and 
services that take advantage of LTE’s capabilities. 
IMS supports multiple types of access, including wire 
line, wireless, fiber and private networks, and uses 
IPv6 for transport. The Verizon Wireless IMS 
network launched with Voice over IP (VoIP) service 
over the Evolved High Rate Packet Data (eHRPD) 
protocol as its access technology, which allows users 
to compete wireless voice calls via IP technology 
with a new packet network, rather than using the 
existing circuit-switched network. This service is 
based on the Verizon Converged Network 
Architecture, which provides a common user 
experience across both mobile and fixed devices. . 
With it, users can transparently access all existing 
Verizon Wireless services, as well as access voice  
and data services simultaneously, including 
multimedia services like video telephony and 
streaming video. In addition, location-based and 
presence capabilities that are inherent within the IMS 
architecture enable enhanced services  for mobile 
users, such as identifying location-based food 
vendors available in a user’s immediate area, physical  
destination arrival-notification applications, mobile 
retail loyalty rewards programs and social media 
check-in/arrival- notification applications. 
 
eHRPD:  
 
eHRPD provides a phased migration path from EV-
DO Rev. A to LTE by allowing network operators to 
reuse elements within the existing 3G packet core 
network. Reusing these elements makes 
internetworking between eHRPD and LTE networks 
possible, which helps create a seamless service 
experience for mobile users. Initially, LTE will rely 
on eHRPD and the IMS core network to deliver 
ubiquitous services throughout the Verizon Wireless 
network. Operating a single-packet core infrastructure 
helps simplify network deployment and management, 
and ultimately helps improve network performance 
by: + Reducing dropped data sessions. + Minimizing 
handover latency between LTE and eHRPD. + 
Maintaining the same IP address from LTE to EV-
DO.  eHRPD also offers consistent data connection 

integrity that provides users a seamless experiences 
for multimedia messaging, push-to-talk services, 
video and gaming, as well as for enterprise 
applications like virtual private networks. Location-
based services also benefit from eHRPD as these 
types of applications require seamless service 
mobility to maintain viability in the marketplace. 
 
LTE Security Architecture: 
 
There are 5 security levels: 
 
Network access security (I):   
 The set of security features that provides the UEs 
with secure access to the EPC and protect against 
various attacks on the radio link. 
 
Network domain security (II):   
The set of security features that protects against 
attacks on the wire line network and enable nodes to 
exchange signalling data and user data in a secure 
manner. 
 
User domain security (III):  
The set of security features that provides a mutual 
authentication between the USIM and the ME before 
the USIM access to the ME. 
 
Application domain security (IV):  
The set of security features that enables applications 
in the UE and in the provider domain to securely 
exchange messages. 
 
Non 3GPP domain security (V): 
The set of features that enables the UEs to securely 
access to the EPC via non-3GPP access networks and 
provides security protection on the radio access link. 
 
LTE Security Mechanisms: 
 
• Focus on 5 aspects of the LTE security at the 
network access security level 
− LTE cellular security 
– LTE handover security 
− IMS security 
− HeNB security 
− MTC security 
 
LTE Operations and Management: 
 
•Unique and well defined priority structure for user 
and application priorities. 
•Good broadband network performance. 
•2.5 Bits/Hz spectral efficiency. 
•Less than 50 ms latency. 
•Robust security. 
•A wide range of frequency bands defined. 
•A range of User Equipment (UE) band classes 
defined. 
•Evolutionary approach for voice support. 
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•Voice over IP (VoIP) for future based on IMS. 
•Interworking with legacy systems. 
 
LTE Performance Planning: 
 
Radio Link Budget – Account for all of the gains and 
losses from the transmitter, through the medium (free 
space, cable, waveguide, fiber, etc.) to the receiver. 
Uplink Budget –Typical path loss 160 db 
Downlink Budget –Typical path loss 160 db 
Propagation (path) loss 
–Environment: Urban, rural, dense urban, suburban, 
open, forest, sea… 
–Distance 
–Frequency 
–Atmospheric conditions 
–Okumura-hata model 
 
LTE Security: 
 
•Authentication and Key Agreement. 
•UMTS AKA re-used for EPC. 
•SIM access to LTE is explicitly excluded. 
•On the other hand, Rel-99 USIM is sufficient. 
•Signalling Protection. 
•For Core Network (NAS) Signalling, Integrity and 
Confidentiality Protection terminate in MME. 
•For Radio Network (RRC) Signalling, Integrity and 
Confidentiality Protection terminate in Enodeb.  
•User Plane Protection. 
•Encryption terminates in eNodeB. 
•Separate protection in network interfaces. 
•Network domain security used for network internal 
interfaces. 
 
Voice over LTE (VoLTE): 
 
•Issue of business viability for commercial operators 
to offer VoLTE. 
•The availability of mature and feature rich voice 
using the SIP/IMS architecture for LTE. 
•Mobile VoIP (IP6 Based). 
•Cellular system like LTE providing key features 
especially for public safety –Group Calling, Push-to-
talk (One-to-many), Talk-around (Peer-to-peer), 
Multi-mode LTE/P25 Handset. 
•The dynamics of how the operators will continue to 
leverage Voice/SMS revenues from legacy circuit 
based networks. 
•Risk of “Over-the-top” providing lost cost voice 
services using voice clients. 
 
Voice over LTE Solutions: 
 

•Circuit Switched Fall Back (CSFB) –Enable the 
circuit to fall back to the 2G Or 3G connection 
(GSM, UMTS, CDMA2000 1x). 
•Simultaneous Voice LTE (SV-LTE) –Run packet 
switched LTE services simultaneously with a circuit 
switched voice service –requires two radios to run at 
the same time within the handset. 
•Voice Over LTE Via GAN (VOLGA) –Enable LTE 
users to receive a consistent set of Voice, SMS (and 
other circuit-switched) services as they transition 
between GSM, UMTS and LTE access networks. 
•One voice / later called Voice over LTE, VoLTE –
Utilize IMS.  
 
The Consistent Wireless Experience of LTE: 
 
 Deploying Verizon Wireless 4G LTE in the 700 
MHz frequency band results in a longer range from 
the base station, compared with systems operating at 
2.5 GHz or 3.5 GHz. LTE also offers mobile users 
better coverage as they travel by providing seamless 
handover and roaming for true mobility. Verizon 
Wireless has invested more than $9 billion total, 
including $4 billion2 in securing the C-Block (3GPP 
Band 13) 700 MHz frequency. The C-Block 
frequency provides significant advantages over other 
frequencies in the spectrum, such as the ability to 
resist attenuation as the signal goes through foliage 
and common building materials. 
 
The Global Adoption of LTE: 
 
LTE enjoys strong and widespread support from the 
wireless industry, including backing from a majority 
of the industry’s key players. LTE has been selected 
by more than 297 mobile technology mobile 
operators worldwide as their global technology for 
4G services. These global carriers, including industry 
leaders Vodafone, China Mobile and Verizon 
Wireless, along with AT&T, China Telecom, KDDI, 
MetroPCS, NTT DoCoMo, Sprint and T-Mobile—
have all deployed or plan to deploy LTE at some 
point in the future.   
 
CONCLUSION 
 
After a few months we can presume that 4G network 
will be reached each and every corner of our country. 
As an impact we can see recently India's first service 
provider 4G Bharti Airtel all set to launch its 4G LTE 
service for mobile customers wherein airtel 4G users 
can enjoy fourth generation mobile service over LTE 
enabled smart-phones.  

 
 

 


