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Abstract - This paper presents a summary that computer networks can manage to put down the barriers between information 
held on several (not only computer) systems. . The future of computer networks seems to be enormous if seen through the 
current technologies being researched. It can create a borderless communication and information environment by allowing 
the user to access remote programs and databases either of the same organization or from other enterprises or public sources 
and provide communication possibilities faster than other facilities. The emerging future goals are highlighted in this paper, 
showing that networking and communication is considerable as one of the most important factor in many fields of computer 
science as well as electronics and communication. 
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I. INTRODUCTION 
 
The transmission of digital data between two or more 
computers is known as data communication along 
with this the telecommunication network that allows 
computers to exchange data is referred to as computer 
network or data network. The best example of 
computer network is Internet. The physical 
connection between networked computing devices is 
established using either cable media or wireless 
media. 
 
II. FUNCTIONING OF COMMUNICATION 
SYSTEM 

 
1. Data sequencing: It is breaking a long message 
into smaller packets of fixed size. It follows Data 
sequencing rules that develops the method of 
numbering packets to detect loss or duplication of 
packets, and to correctly identify packets, which 
belong to same message. 
2. Data routing: Data routing finds the most efficient 
path between the source and destination. 
3. Data formatting: Data formatting rules define 
which group of bits or characters within packet 
constitute data, control, addressing, or other 
information. 
4. Flow control: A communication protocol also 
prevents a fast sender from overwhelming a slow 
receiver. It ensures resource sharing and protection 
against traffic congestion by regulating the flow of 
data on communication lines. 
5. Error control: These rules are designed to detect 
errors in messages and to ensure transmission of 
correct messages. The most common method is to 
retransmit erroneous message block. In such a case, a 
block having error is discarded by the receiver and is 
retransmitted by the sender. 
6. Precedence and order of transmission: These 
rules ensure that all the nodes get a chance to use the  
 

 
communication lines and other resources of the 
network based on the priorities assigned to them. 
7. Connection establishment and termination: 
These rules define how connections are established, 
maintained and terminated when two nodes of a 
network want to communicate with each other.  

 
8. Data security: Providing data security and privacy 
is also built into most communication software 
packages. It prevents access of data by unauthorized 
users. 
9. Log information: Several communication soft 
wares are designed to develop log information, which 
consists of all jobs and data communications tasks 
that have taken place. Such information may be used 
for charging the users of the network based on their 
usage of the network resources. 
 
III. APPLICATIONS OF NETWORK AND 
COMMUNICATION 
 
There are 2 types of network applications:- 
 
1. Pure network applications 
These are applications created to be used in networks; 
using pure network applications on a single computer 
doesn't make sense. They help us to transfer data and 
communicate within a network. Such applications 
have a separate and distinct user interface that users 
must learn for instance:- 
 Email programs 
 File transfer protocol (FTP) 
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 Terminal Emulation (TELNET) 
 Groupware (Video Conferencing and Chatting) 

 
2. Standalone network application 
These are applications that run on standalone 
computers (computers not connected to any other). In 
order to extend their activity, they are rebuilt to run 
on network environments e.g. word processors, 
spreadsheets, database management systems, 
presentations graphics, project management etc. They 
function even when the computer is offline. 
 
IV. RECENT ADVANCEMENTS IN 
COMPUTER NETWORKING 
 
1. Internet of things (IoT) - We are now in an 
era where things we use on a daily basis are 
getting plugged into the internet such as our 
car, door locks, washing machine, toaster, TV, 
air conditioners, lights and what have you. 
Apart from connected homes, IoT is expected 
to facilitate development of smart cities, 
healthcare, transportation, wearable devices, 
agriculture and manufacturing to name a few. 
 
2.  Software defined networks (SDN) - 
Networks are becoming increasingly 
programmable each day, so they can adapt 
automatically in real-time to changing 
requirements thereby increasing flexibility and 
efficiency of network usage. 
 
3. Data center operating system (DCOS) - 
With the advancement in big data, entire data 
centers are being looked at as giant computers 
with a single operating system that will provide 
an integrated view as well as a central means to 
control them. 
 
V. ACCESS PROCESS 
 
The process of communicating with a network begins 
with an access attempt, in which one or more users 
interact with a communications system to enable 
initiation of user information transfer. An access 
attempt itself begins with an issuance of an access 
request by an access originator. An access attempt 
ends either in successful access or in access failure - 
an unsuccessful access that results in termination of 
the attempt in any manner other than initiation 
of user information transfer between the intended 
source and destination (sink) within the specified 
maximum access time. 
 
Access failure can be the result of access outage, 
user blocking, incorrect access, or access denial. 
Access denial (system blocking) can include: 
 Access failure caused by the issuing of a system 

blocking signal by a communications system that 
does not have a call-originator camp-on feature. 

 Access failure caused by exceeding the 
maximum access time and nominal system 
access time fraction during an access attempt. 

 
Access Network Authentication High-Level Example 
 
 

I. VII. FUTURE OF NETWORKING 
 
"The network of the future will seamlessly 
interconnect a tremendous number of terminals, 
devices, machines, and smart objects at the edge—
where the users are—with the enormous processing 
power available in the cloud. 
Cloud computing, SDNs, and NFV are different 
facets of the same worldwide industry transformation 
toward the ‘IT-ization’ of any process.” 
 
Some of the amazing technologies being researched 
right now are mentioned below- 
 
1. Ambient backscatter 
On the topic of major advances in wireless 
communications, researchers at the University of 
Washington are working to open new doors in the 
Wi-Fi world by “backscattering” wireless signals. 
That means re-using existing radio frequency signals 
instead of generating new ones. Because the devices 
don’t generate their own radio signals, they also don’t 
need any energy to operate. 
 
2. Quantum Computing 
Instead of storing information using bits (0s or 1s) 
conventional computers do, quantum computers use 
quantum bits or qubits to encode information as 0s, 
1s, or both at the same time. This superposition of 
states enables quantum computers to manipulate 
enormous combination of states at once. 
 
3. 4D Network 
This research project, hosted at Carnegie Mellon 
University, has a hugely ambitious goal: Replace the 
Internet Protocol (IP) as the basis for computer 
networking. The functions of network control into 4 
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planes: A decision plane that is responsible for 
creating a network configuration (e.g. computing 
FIBs for each router in the network); 
a dissemination plane that gathers information about 
network state (e.g. link up/down information) to the 
decision plane, and distributes decision plane output 
to routers; a discovery plane that enables devices to 
discover their directly connected neighbors; and 
a data plane for forwarding network traffic. 

 
 
VIII. NETWORK SECURITY 
 
Network security is the authorization of access to data 
in a network, which is controlled by the network 
administrator. 
 
A. End to end encryption 
Itis a digital communication paradigm of 
uninterrupted protection of data traveling between 
two communicating parties. It involves the 
originating party encrypting data so only the intended 
recipient can decrypt it, with no dependency on third 
parties. End-to-end encryption prevents 
intermediaries. End-to-end encryption generally 
protects integrity. 
Examples: PGP for mails and OTR for instant 
messaging. 
 
B. Network surveillance 
Network surveillance is the monitoring of data being 
transferred over computer networks such as 
the internet.Surveillance is very useful to 
governments to maintain social control, recognize 
and monitor threats, and 
prevent/investigate crime.The monitoring is often 
done surreptitiously and may be done by or at the 
behest of governments, by corporations, criminal 
organizations, or individuals. It may or may not be 
legal and may or may not require authorization from 
a court or other independent agency. 
 
IX. SOFT COMPUTING 
 
The use of inexact solutions to computationally hard 
tasks such as the solution of NP-complete problems, 
for which there is no known algorithm that can 
compute an exact solution in polynomial time, is 
called soft computing. 
 
 

Components of soft computing include: 
 Machine learning: Machine learning is the subfield 

of computer science that, according to Arthur 
Samuelin 1959, gives "computers the ability to learn 
without being explicitly programmed”,including: 

  
Neural Networks(NN) 
 Perceptron: Itis an algorithm for supervised 

learning of binary classifiers(functions that can 
decide whether an input, represented by a vector 
of numbers, belongs to some specific class or 
not). 
 

Support vector machine(SVM): 
 These (SVMs, also support vector networks]) 

are supervised learning modelswith associated 
learning algorithmsthat analyze data used 
for classification. 
 

Fuzzy Logic (FL):   
 It is employed to handle the concept of partial 

truth, where the truth value may range between 
completely true and completely false. 

  
 Metahueristic and Swarm intelligence  

 Ant colony optimization  
 Particle swarm optimization 

 
Ideas about probability including: 
 Bayesian network: A Bayesian 

network or probabilistic directed acyclic 
graphical model is a probabilistic graphical 
model that represents a set of random 
variablesand their conditional dependencies via 
a directed acyclic graph (DAG). For example, a 
Bayesian network could represent the 
probabilistic relationships between diseases and 
symptoms.  

 
CONCLUSION 
 
Recent advancements in networking can lead to a 
huge development in computer science field. 
Researchers are working over emerging technologies 
and CISCO is responsible for implementing these 
inventions. Networking is playing a vital role in every 
phase of development whether it is electronics 
communication, electrical field or mechanical 
industries. 
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