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Abstract - In connected world of IoT, security is a major concern. Telematics Gateway (TGW) in a vehicle is an open 
pathway for adversaries to gain access and control the vehicles. Automobile Industries primarily focus more to find out the 
loop holes in TGW and fix the bugs that may provide inadvertent access. However, counterfeit electronic devices in 
automobiles may pose even serious challenge. Lower price may lure users to the use lower quality components in vehicles, 
which in turn may be very dangerous as such component may affect critical engine control unit (ECU) in the vehicle. Use of 
Physical Unclonable Function (PUF) is a novel idea in order to uniquely identify each device such that no critical 
components can be compromised. Such a unique identification, generated using PUF, can then be stored in a hardware 
security module (HSM) that is part of vehicle ECU. HSM provides cryptographic functions such as encryption, decryption, 
key generation, hashing etc. This paper proposes a new technique against counterfeit parts using the hardware security 
module and ring oscillators PUF present in individual device. 
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I. INTRODUCTION 
 
Information security is very important to defend self 
from unauthorized access. Cryptography is one of the 
possible techniques for secure communication in the 
presence of adversaries. For such secured 
communication with one another, secret keys are 
required with the help of which the sender can 
encrypt the data and the receiver can decrypt it. And 
to protect and store these keys a device/module is 
necessary. These device/modules are called Hardware 
Security Modules (HSM). HSM are physical devices 
that are attached to the server and their primary usage 
is to safeguard the keys which are mainly used for 
encryption and decryption. First, HSM provides 
tamper protection such that the hacker by any means 
cannot read the data stored in the device. Second, it 
also has the capability to delete the data permanently 
if the hacker succeeds to get access inside the device.   
With the increased connectivity among the vehicles 
in the real world, security issues have become the 
fundamental problem. Modern cars require tens of 
computers ,sensorsetc to monitor the complete system 
however such features may add new security risk in 
automobiles. Unethical hacking is one of the major 
challenge which affects the vehicle immensely as 
hacker can remotely take control of the vehicle. It 
was already been shown that in such a scenario 
hackers may adversely affect the vehicle dynamics 
from changing the audio volume to running the 
vehicle or stopping it anywhere anytime. It is another 
instance of wireless remote car attack . 
Another major security issue is use the of counterfeit 
electronic devices. Due to the use of low quality 
components it can be very dangerous if any critical 
electronic control unit (ECU) in the automobile 
which performs essential tasks gets affected. 
Providing holograms during the manufacturing of the 

electronic devices had its own drawbacks as hackers 
started imitating it. Though analysis of the shipping 
and the packing is carried out, even this is not a 
secure method against the growing counterfeit parts. 
The use of Physical Unclonable Function (PUF) is 
one of the latest techniques in order to uniquely 
identify each device such that no such quality 
components can be compromised. PUF is a new 
challenging technique against counterfeit parts for 
hardware security. It is a characteristic present in the 
physical structure that can be evaluated but very hard 
to predict. Also such a physical Unclonable function 
is easy to generate or make but impossible to 
duplicate it. PUF nowadays are implemented in 
integrated circuits for the purpose of high security.               
PUF depends on the unique characteristics of the 
microstructures which are random and thus can be 
used in order to generate unique patterns in a way to 
be able to differentiate any two IC or hardware .These 
random behavior is generated during the 
manufacturing process which is unavoidable. 
Unclonability means that each PUF has its own 
unique logic of generating responses for the given 
challenges. Each time the same response is generated 
for a particular challenge. Such a new technique can 
be used for creating a unique ID for each device 
which can also be referred as a “Device’s 
Fingerprint”. 
 
II. EXPERIMENTAL DETAILS OF PUF 
 
A. Implementation of Physical Unclonable Function 
Physical Unclonable function can be implemented 
using the various random behaviour of the 
microstructures in a device . Some of the PUF’s 
intrinsic randomness are delay PUF, SRAM PUF, 
butterfly PUF , magnetic PUF etc .These PUF have 
unique behaviour which is not easy to reprint in any 
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other device. Such a PUF implementation is 
presented using the delay characteristics in ring 
oscillators  
 
The design target is to create an 8-bit response for an 
8- bit challenge. Each time the response generated 
should be same for the same challenge .Ring 
oscillators makes it possible to easily implement PUF 
in a FPGA as present in the Xilinx Zynq Board. 
Figure 1 shows the block diagram of a ring oscillator 
PUF generating 1-bit. 

 
Figure 1: Block diagram of 1-bit PUF 

 
The main components required for this design of PUF 
are: 
Ring oscillators : The ring oscillator is the basic 
block of PUF. It consists of odd number of Not gates 
along with a feedback chain such that the output 
generated by the last Not gate which can be either 
high / low ( true/false or in binary 1/0 ) is given to the 
first Not gate of the feedback chain. In such a process 
the delay present in the Not gates gets added . Such a 
delay is unpredictable and imposed into the structure 
during manufacturing process.  
Multiplexer: A multiplexer is a device that takes 2n 
inputs and selects the input digital signals depending 
on the n select lines and produces a single output.  
Counters :A counter in digital electronics is a device 
which can increase or decrease its count depending 
on the input.  
Comparator: A comparator is a 2-bit input device 
which can compare the inputs and provide an output 
generally high or low. 

 
B. Design of 1-bit PUF 
The total number of gates required for the design of a 
1-bit PUF are  sixteen ring oscillators, two 16:1 
multiplexers, two 12-bit counters and one 
comparator. 
 
C. Design of 8-bit PUF 
Designing an 8 bit ring oscillator PUF is a tough 
challenge as one has to make sure that the response 

for the given challenge is constant . The main 
problem occurs when the counters  overflow. There 
should be a method to stop the overflow of the 
counters such that the comparator after comparing 
both the counters delivers a single output which 
should be constant for that particular input. In this 
proposed technique “And gate” is used after 
multiplexer so that both the counter stops whenever 
the value of one counter overflows. 
 
III. EXEPRIMENTING THE FUNCTIONALITY 
OF HARDWARE SECURITY MODULE 
 
Next the functionality of hardware security module is 
examined using the Xilinx Zynq Evaluation Board. 
This is achieved by implementing secure booting on 
the board using both the symmetric keys and the 
asymmetric keys. The tools used for this purpose is 
Vivado and Xilinx SDK.  For secure booting using 
asymmetric key the private key is used to encrypt the 
data/ image required for booting and the public key is 
used for decryption. These can be programmed into 
the Zynq board such that when the encrypted 
data/image is programmed in to the board for 
booting, the public key decrypts it and the booting is 
achieved successfully. Otherwise  if the keys don’t 
match , booting of the device fails. 
Xilinx SDK provides an advance security function 
that performs the functionality of the hardware 
security module. Thus, an important part of the Xilinx 
Zynq board is the advance security provided by it 
where  secret/private key is never used directly for 
encrypting the data/image. This is possible by using  
the tool  “xil-rsa-sign” enabled by SDK ,in a way such 
that the secret key is never exposed . This tool enables 
the user to encrypt the image for booting without 
directly using the secret key. The “xil-rsa-sign” tool 
provides the signatures of the secret key such that 
these signatures work in a similar manner like that of 
the secret key. These signatures are used to encrypt 
the image and the public keys are as usual loaded on 
to the Xilinx Zynq board for decryption. 

 
IV. PROPOSED NEW TECHNIQUE 
  
The technique consist of  Hardware Security Module 
(HSM), a new electronic device representing an ECU  
and the  communication between the real 
manufacturer and the HSM. 
Hardware Security Module: Considering a basic 
hardware security module (HSM) that store a limited 
amount of data,  the number of keys that can be 
stored is also limited. The main application of HSM 
is to store the symmetric / asymmetric keys.  The 
HSM is attached to the vehicle ECU’s. 
New Electronic Device:  Device that the user bought 
to use in his/her vehicle unaware of the consequences 
it might lead to.  
As discussed using Physical Unclonable Function of 
the device, each device shall have its unique ID that 
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is generated during the manufacturing time of the 
device. The manufacturer shall maintain a database 
containing all the data about each device 
manufactured against its respective ID number. This 
information about the respective ID will be sent back 
to the HSM informing the user whether the device is 
a product of the real manufacturer or not. 
Additionally it can also tell where the external device 
can be connected such as if any software download . 
For any new electronic device the respective pin is 
generated and the software/hardware can be 
connected or loaded wherever needed. 
Whenever a new electronic device is bought by the 
user, irrespective of the data provided on it the 
hardware security module present in the vehicle reads 
the unique ID of the device by providing the 
challenge to it. Thus for a given challenge the 
electronic device generates a unique ID or  a 
response. HSM then encrypts the unique ID and 
sends it to the real manufacturer that finally decrypts 
the encrypted unique ID and delivers the data 
requested by the HSM. The HSM then sends the 
message to the CAN protocol and accordingly the 
part of the vehicle will be ready to accept the new 
electronic device. 
In case, if the electronic device is not from the trusty 
manufacturer, the HSM will encrypt the unique ID 
provided by the fake electronic device. This ID will 
not match with the ID present in the database of the 
real manufacturer and the HSM finally sends a 
message to the user that the new electronic device is 
not safe for the vehicle. Figure 2 shows the  Block 
diagram of the proposed technique. 

 
Figure 2: Block diagram of the proposed technique 

 
Thus the hardware security module can protect the  
vehicle against counterfeit parts. In case, even if the 
adversary gets access to the challenge provided by the 
HSM to the new electronic device , it won’t cause 
any harm as the main part is the PUF which is not 
possible to copy .  

V. RESULTS AND DISCUSSION 
 
A. 1-bit and 8-bit PUF 
The schematic diagram and waveform of 1 –bit 
output physical Unclonable function(PUF) is shown 
below. “ e_1 , e_2 , e_3 , e_4, e_5 , e_6 , e_7 , e_8”  
is the 8-bit output that is the response for the given 
challenge. Figure 3,4,5 shows the schematic of 1-bit 
PUF and waveform of the 1-bit, 8-bit PUF. The 
challenge provided is “ 10101011” for which a 
unique response generated that is “00011011” . This 
response is unique and it depends on the delay of the 
ring oscillators.  

Figure 3: Schematic of 1-bit  PUF 
 

Figure 4: Waveform of 1-bit PUF 
 

Figure 5: Waveform of 8-bit PUF 
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CONCLUSION 
 
In the present era of industrialization, automobile is 
facing all kinds of security issues. Use of PUF against 
the counterfeit parts  can be regarded as a remarkable 
change in automobile security .  
Ring oscillator (RO) PUF depends merely on its 
delay, for a given challenge different electronic 
device will have different response as no two 
electronic device can have the same RO delay. Each 
electronic device has its specific physical 
characteristics that are generated at the time of 
manufacture thus duplicating of the PUF is not 
possible.  
 
A hardware security module is an irreplaceable part 
of a security technique. It perform functions like key 

generation, key storage other than encryption and 
decryption. Use of HSM in automobile in the coming 
years will be a necessity 
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