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Abstract - In today’s world the facilities are increasing but with the increase is a facility there is also increase in theft, 
robbery and many more vehicle related issues. Just to improve the security of our vehicle we are inventing a new way of car 
inter locking system and vehicle security controlling system. In our project we are using one of the most unique thing that we 
have in our body ie. the finger prints. Every human present in earth have different finger prints. This would help us to 
improve the security of the vehicle. In this the vehicle would know who all are the owners of the vehicle are and who are 
trying to open it forcefully. Not only this much we are also controlling the vehicle but we are also controlling the engine of 
the vehicle which will improve the security of the vehicle even more. The engine controlling is done by a newly made 
component name carObit.  
 
 
I. INTRODUCTION 
 
The most advance vehicle locking and unlocking 
system that we have is by using the buttons in the car 
keys, but they are not safe and reliable. If the car keys 
are lost your vehicle is in danger. So to improve this 
we invented a new system in which even if u lose 
your car keys you are able to keep your car safe. This 
is done by using the biometric scanner in the car 
keys.  
So the biometric scanner will scan your fingers and 
will tell weather you are the owner of the car or not. 
For that we store your finger prints on the earlier 
function itself. So the product contains 3 main 
components which work in the system:’ 
 
1. ECU  
2. Biometric Remote 
3. carObit 
 
The device will use your specific finger prints and 
make then to do particular function. The device can 
be retro fitted in the car or can be company fitted in 
the car. This can be done easily just by replacing the 
existing car locking system by introducing anadd on 
product to the car. The carObit will control the 
working of the engine by using the Bluetooth 
technology. 
 
II. ECU (ELECTRONIC CONTROLLING UNIT) 
 
The ECU is made to control the function of the 
vehicle. All the vehicles have their own ECU which 
control the current functions of the vehicle. Basically 
we can say that ECU is the brain of the vehicle which 
controls all the functions of the vehicle like lights, 
door lock, power windows and many more. Now to 
improve the vehicle security we introduced a new 
ECU which can be placed inside the vehicle either by 
mixing it with the main ECU, by adding it along the 
main ECU or by placing it in the master door. For the 
controlling function of the ECU we are using 

ATmega 328PU microcontroller which works under 
the Arduino base.  The main controlling unit basically 
controls 3 sections of the ECU:  
 
1. Door Locking and unlocking  
2. Window Closing  
3. All lights Closing  
 
When we see toward the door locking and unlocking 
the components that we use is 12V relay and the door 
accuvators. The door accuvators just act similar to the 
DC motor. Ehen we get the signal from the receiver 
then they lock and unlock the motor according to the 
signals that are transmitted. 
 

 
 
Here when the buttons are shown as the signals send 
by the decoder. When door lock signal is send then 
the relay for the door lock is active and it will make 
the accuvators make the door lock. When door unlock 
signal is send then the relay for the door unlock will 
get activated and make the door unlocked. The best 
part of the accuvators is that it always stays in state it 
asks to. There is the change in state only when we 
change the flow of current. 
 
In the window closing system there are two elements 
in the power window system one is the original setup 
and one is the next setup that we will provide. In the 
original and the new window setup will work in 
parallel ie the original window switch and our setup 
to control the window. One of the most important 
thing we need to take care is that our setup is only to 
close the window not for opening. This is because 
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when we leave the car we want to close all the 
windows not to open them. 
 

 
 
We can see one of the hurdle that there might be 
some variations in the window system then how can 
we control the proper closing of the window without 
breaking it. To control that we are using some of the 
proximity sensor at the top of all doors and the door 
will be having a black color strip just to tell the 
sensor that window is done closing, now stop closing 
the motor. The same setup of relay is here which one 
is used in the accuvators setup.  
 
Lights controlling system is the most new and the 
most popular because it always been a problem that 
we forgot to close the head lights or the door light of 
the car. Then to close them we need to go to the car 
unlock it then close them. But no more now. We can 
control all the lights of the car from our key within 
the range. This is done just by scanning the particular 
finger on the scanner.  
 

 
 
In this when we receive the signal from the receiver 
then the relay get active and allow all the lights to 
glow. Due to this case we need to keep the light pins 
of the microcontroller 1 in the initial state. When we 
need to switch it off no function is to be done just we 
need to put zero on the microcontroller. This will 
result switching off the lights even when the switch 
of the manual lights is still on. This functioning of the 
device will help the vehicle to save its battery and 
even protect the vehicle from getting discharged 
easily. 
 
III. BIOMETRIC REMOTE 
 
The most advance central locking system that we 
have is based on the buttons sending RF signals from 

remote to the vehicle, but it not reliable because there 
is no security in it. If the keys are lost then anyone 
who find=ds the key have access to the device which 
leads to thefts and robbery. Now by using your own 
finger prints we will be able to control the finger 
vehicle security because they are unique. The work of 
the biometric remote is to scan the finger print check 
whether the person scanning the finger print is correct 
or not and send the data correct data to the ECU to 
perform its function.  
 

 
 

 
 
The biometric remote works in the way shown above. 
Here we scan the finger on the sensor. Then the 
scanned data goes to the data base and get verified the 
is the finger print in the data base or not. That data 
base is made hand before. Now if the finger print id 
present in the data base then a green LED will glow 
for 3 seconds showing that the finger scanned is 
present in the data base. If the scanned finger is not in 
the data base then a red LED will blink for 3 times 
showing that u need to scan the correct finger in the 
scanner. Now when the scan results are correct then 
they go to the main microcontroller and 
microcontroller tells what function they have to do, 
like door locking or unlocking, windows closing or 
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light closing. Now after the decision of the 
microcontroller the link is send to the encoder IC. 
This IC performs the function of encoding the signal 
and transmitting then to the ECU. The remote have 
different frequencies in different devices which help 
for the purpose of mass production of the product. In 
this we are using RF signals because of their range 
and less loss in transmitting.  
 
Here we are using the GT511-C3 sparkfun finger 
print connection which works on the UART (serial 
communication) protocol with the microcontroller. 
The Arduino show in the image is just for the purpose 
of show but the component works with a raw IC 
(ATmega328_PU). In tis the connections are done isn 
the way like  
 Tx(sensor) – Rx(IC) 
 Rx(sensor) – TX (IC) 
 Vcc(sensor) – +5V 
 Gnd(sensor) – Gnd 
This is the basic connection of the sensor with the 
microcontroller. The data verification is done inside 
the sensor mot by the microcontroller. The 
microcontroller does the work of assigning the task 
tot eh sensor results. 
 
IV. CAROBIT 
 
Now days a new technology is in the market which 
we popularly known as the fitness band. This helps us 
to keep ourselves secured from deceases or any 
unwanted attack in our body. In other words we can 
say it plays a role in the security of our body.  
Just by seeing that technology we have made a new 
thing which we call it as carObit. This helps us to 
keep our car safe from any kind of theft or robbery. 
This is a unique technology which can be mixed our 
current fitness band or can be used as a separate 
product.  

 
There are three main components present over here 
which will control the functioning of the device. 
These components are important because they only 
play all the role of the device: 
1. Pulse sensor  
2. Biometric Scanner  
3. Bluetooth 
The product works like in such a way that even if any 
anyone forcefully take away your vehicle on gun 
point or by any way but he cannot start the vehicle or 
the vehicle will stop automatically when it reaches 

away at some distance. This is the magic of this 
device. It controls the vehicle engine with a very 
simple technology named Bluetooth.  

 
First of all the person have to wear the band. Once he 
the person wars the band then the pulse sensor starts 
reading its pulse. As the person persons pulse is 
sensed by the sensor it activates the biometric scanner 
and ask the user to scan his thumb in this we have 
only one finger scanned. Once the finger is scanned 
then the Bluetooth of the band is activated and start 
searching for the vehicle. Once u come in the range 
of the vehicle then Bluetooth in the band and vehicle 
will connect itself automatically. As they are 
connected then the connection is completed for the 
vehicle engine to start.  
This is the function of the band but how it make the 
security it is explained here. Once the pulse sensor is 
activated it continuously read your pulse until the 
band is in the hand which will help Bluetooth to 
remain active of the band, once the pulse sensor reads 
zero then the Bluetooth is deactivated and the car 
engine will stop at that moment. This happens 
because the bluetooth in the car and in the band are 
connected by each other. If they are not connected 
then u cannot start the vehicle. Now to start the 
vehicle you need to scan the sensor to start the device 
again. This makes your device and your vehicle even 
more secure. 
For the further development we can max the current 
fitness band with our carObit resulting creating 
security for our body and our vehicle by one single 
device. We can even put a RTC and a digital display 
for the purpose of display. It can display date time 
mode and many more functions can be added in this 
product. 
 
CONCLUSION 
 
The product is made by following all the rules of 
embedded system, vehicle automation and wireless 
communication. All the standard protocols are 
followed and now las are broken while doing th e 
research in the product. The product is successfully 
made and tested under the laws of prototyping. The 
product will run on all segments of vehicle and all 
type door locking system of the vehicle. The engine 
design or the vehicle architecture does affect the 
working of the device. It is a non-inflammable device 
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until it is handled with care. It can be company fitted 
or reto fitted it will work under both the conditions. 
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