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Abstract - A firearm is a portable weapon with a barrel that launches either projectile/s and is often driven by the action of 
an explosive force. A smart gun is a firearm which can be fired only when activated by an authorized user. The authorized 
and unauthorized users are diagnosed in several different ways which includes the use of RFID chips, fingerprint recognition 
devices, mechanical locks etc. This paper showcases the details of integrating fingerprint biometric system with the firearm 
to improve the safety of accessing it, which in turn reduces accidental firings and gun thefts. By implementation of this 
technology, only licensee will be accessible to the firearm which further reduces crimes. Smart gun technology has the 
potential to prevent stolen guns from being used and, will additionally create a space for investigation during crimes by 
providing firearm usage statistics such as time, date and location. Fingerprint reader and location recorder are integrated with 
a microprocessor, the motherboard of the weapon, which authorizes the user and sends signals to location recorder to store 
the location of a place immediately after firing. Additionally this data along with date and time stamp is stored to a central 
cloud database which can be accessed by the police and investigation departments whenever required. The other important 
thing to be noted is that this smart weapon is no longer mechanically operated; elements such as the hammer, spring, and 
lock are all replaced by an electromagnetic solenoid. 
 
Index Words - Smart gun, Fingerprint reader, GSM/GPRS Module, Electromagnetic Solenoid. 
 
I. INTRODUCTION TO FIREARMS AND 
SMARTARMS 
 
Firearms fall under the category of things which 
people generally don’t use extensively in daily 
activities. As per the Draft Arms Act 2016 issued by 
The Ministry of Home Affairs, Government of India, 
a firearm is any barrelled weapon which discharges a 
projectile due to the action of internal explosive. 
They are mainly categorised as Prohibited, Restricted 
and Permissible arms. Only permissible arms shall be 
used by the public and most of manual and 
semiautomatic arms fall under this category. [1] 
 
In order to prevent gun violence, Indian government 
set up a licensing authority which facilitates 
responsible gun ownership by requiring a person to 
obtain a gun license before purchase. It is 
issued/renewed by the authority only after providing 
proper justification for its requirement by the 
applicant & undergone background check and safety 
training of the firearm. The applicant has to abide by 
Rule 10 of the Arms Act 2016 completely to acquire 
the license. [1] 
 
II. SMART ARMS TECHNOLOGY 
 
Smart arms in simple terms are weapons which can 
identify their owners. The main purpose of a 
licensing system is to have a record of people using 
the weapons and to avoid unlicensed user usage; and 
these smart arms can help achieve the purpose more 
efficiently. They fire only with restricted permission 
and it acts as a major feature which could prevent 
misuse and accidental firing. 

An American survey showcases that majority of the 
firearm suicides occur with the weapons of the 
parents or other family members. According to the 
survey- 82% of the youths attempting to commit 
suicide used a firearm belonging to a family member 
and 84% of the accidental shooting deaths occurred in 
the home or car of the victims’ family. [2] Further, 
between 2005 and 2010, 1.4 million guns were stolen 
from their owners. This smart gun technology has the 
potential to prevent stolen guns from being used. This 
technology also prevents police officers, constables, 
security officials and all those people who carry 
firearms from being killed or injured by their own 
weapons (either by self or by the influence of another 
person).  
 
A number argued to be roughly 1 out of every 6 
police officers gets killed in the line of duty in US. 
Though this is not the case in a country like India, it 
is always desirable to evolve and advance the 
technology. Currently in the US, there are about as 
many weapons as there are people, and as we know 
smart gun technology will only affect newly 
purchased weapons, (crimes with the old weapons 
will still continue). [3] But in the case of developing 
countries like India, Myanmar, and Ireland etc. is 
different. Neither the public is allowed to freely use a 
firearm nor are they allowed to buy the firearm 
without prior permission of the licensing authority –
the District Magistrate. It is easier and advisable to 
implement this technology in such countries and shall 
also be widely accepted and supported by the 
government. It is very essential to modernize our 
firearm security before such state of affairs exists. 
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III. WORKING 
 
Smart gun works in a simple way. Unlike 
conventional weapons, they are powered by a battery. 
Smart elements like electromagnetic solenoid, 
fingerprint reader and location sensor are integrated 
with the weapon. A central motherboard controls the 
whole process and power supply. The user has to first 
register his/her fingerprint into the system. Post 
registration, a template of authorized person’s 
fingerprint is stored in the system’s memory. Each 
time before firing, the user has to place his/her finger 
on the module and the fingerprint has to match with 
the stored template. After fingerprint matching with 
the stored template, the trigger is pulled. In case the 
trigger is pulled before the verification gets done, the 
gun does not fire; which means that the firing of the 
gun is entirely dependent on the trigger activation 
only after the verification process. This happens 
mainly due to the presence of an electromagnetic 
solenoid which acts as a relay in this system. The 
system sends the power to the solenoid only on the 
acceptance of the fingerprint, and solenoid operates 
only when it receives the power. Hence, fingerprint 
authorization is very essential for firing. On 
successful verification of the fingerprint, as said, the 
circuit gets the power and the system fires on 
triggering (trigger acts as a switch). Meanwhile, the 
system sends signals to the location sensing module 
to record the location of the place with the date and 
time stamp. This data is then internally stored in the 
system and also saved onto the cloud. The cloud is 
the central database which contains usage details of 
all smart weapons and can be viewed by the police or 
other official authorities anytime. This feature 
ensures efficient and proper usage of weapons as all 
of them are continuously monitored. The main reason 
for providing an internal storage is to facilitate a 
means to the user to track his/her ammunition usage. 
Additionally a comments section is provided wherein, 
users can type comments like need of usage, 
remaining ammunition etc. by connecting the 
memory to the computer. The comments are stored 
internally for user reference and not uploaded to the 
cloud. 
 
IV. SMART ELEMENTS 
 
1. Solenoid 
In a conventional shotgun, which works under pin-
fire action, when the trigger is pulled, it sets off a 
chain reaction in which the trigger releases the sear, 
subsequently releasing the hammer, which forces the 
hammer via the firing pin or the striker, through the 
striker holes in the action body; this force enables the 
striker to act upon the primer and hence the cartridge, 
thereby detonating the cartridge. The whole process 
of the chain reaction happens in mere fraction of a 
second. Although, the new mechanism employed in 
this case is based off the conventional one, the 

changes made include-replacement of the hammer 
with an electromagnetic solenoid. When the solenoid 
gets actuated, on receiving a signal from the 
microcontroller, its iron core ejects out, hits the 
striker or the firing pin which in turns hits the primer. 
 
2. Microcontroller 
All microcontrollers are single-chip microcomputers 
which are built for the purpose of handling specific 
tasks. The microcontroller and the circuits that 
support it, are often built into, or embedded in, the 
devices they control. Most of the microcontroller pins 
are made programmable by the user them self. 
 
The system mentioned above is actually a 
microcontroller. Of the various microcontrollers that 
are easily available, the most common off-the-shelf 
microcontrollers are the- Arduino and Raspberry Pi. 
For the working of this new mechanism, Raspberry 
Pi3 was chosen. The Raspberry Pi 3 hardware is a 
more evolved one and has enhanced feature 
variations with respect to memory capacity and 
peripheral-device support. All Raspberry Pi models 
have various features such as a Broadcom system on 
a chip, which includes a compatible central 
processing unit (CPU) and an on-chip graphics 
processing unit (GPU), where the CPU speed ranges 
from 700 MHz to 1.2 GHz for the Pi 3 and on board 
memory range from 256 MB to 1 GB RAM. [4] The 
operating system, programs and database are stored in 
Secure Digital (SD) cards. This SD card can be 
connected with the computer to edit the comments 
section by the user. 
Here, the Raspberry Pi3 microcontroller acts as a 
switch and sends an output depending on the signal it 
receives from the fingerprint module while also 
sending signals to the GSM Module (Location 
sensor) at the same time. The microcontroller has 
UART pins to which the fingerprint module and the 
GSM Module are connected respectively. 
 
3. Fingerprint Module 
Fingerprints are one of many forms of biometrics 
used to identify individuals and verify their identity. 
The two most commonly used fingerprint sensors are 
the- optical and capacitive sensor. An optical 
fingerprint sensor is an electronic device that uses 
light to capture and match fingerprints. Capacitive 
sensors on the other hand utilizes electrical current to 
sense the image. They use an array of minute 
capacitors to capture the image of the fingerprint. The 
size of these capacitor plates are smaller than the 
distance between the two ridges of the fingers. Skin is 
conductive in nature and provides capacitive coupling 
with each element on the array. Ridges being close to 
the detector panel, have higher capacitance and 
valleys on the other hand have lower capacitance 
value. Sometimes a small voltage can be applied to 
the finger to enhance signal which in turn creates a 
better image contrast. [5] 
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Here, capacitive sensor is used mainly due to its 
compact structure. The power consumption is also 
less in case of capacitive fingerprint sensors. Also the 
speed of scanning is also quite higher than optical 
scanner. [6] 
Fingerprint processing algorithm mainly consists of 
two phases: the fingerprint enrolment and fingerprint 
matching. In first phase, fingerprint is pre-processed, 
and the minutiae are extracted and then stored as a 
template for verification. In the second phase, the 
input minutiae and stored minutiae is inspected. 
There are three steps involved – 1) Pre-processing of 
the image, 2) Minutiae extraction and 3) Minutiae 
matching. [7] 
 
4. GSM/GPRS Module 
The name clearly tells that this module is related to 
communication. GSM means ‘Global system for 
mobile communication’ and GPRS means ‘General 

packet radio service’. GPRS allows to transfer data 
over mobile communication and is mainly used for 
this purpose. One can also find the location of the 
place as it contains a SIM card, though it’s not the 
actual purpose of the module. The main reason for 
using a GSM is that as already mentioned, apart from 
finding out the location it also helps in transmitting 
the location data to the cloud unlike GPS which just 
finds out the location of a place. The GSM Module 
opted for this purpose is the SIM900A which is 
completely of the Dual- Band GSM type. This 
module has smaller dimensions compared to the 
regular GSM modules and is more cost-effective 
while also taking care of low power consumption. It 
consists of an industry-standard interface, with a 
performance speed of 900/1800 MHz through which 
voice messages, SMS, data and Fax, all can be 
delivered in their rudimentary form. [8] 

 

 
Figure 1: Integration of all the components with microprocessor. 

 
FUTURE ASPECTS 
 
Convincing people to accept new smart gun 
technology is not an easy task. It creates a barrier to 
the freedom of usage of a firearm to the people. The 
mentality, attitude and mind-set plays a major role. 
Though this technology becomes very essential in 
near future, unless the government takes certain 
serious measures, it cannot be widely implemented. 
In countries like United States, the total number of 
guns are almost equal to total number of people, [3] 
and before such state of affairs exists in any country, 
the government needs to be equipped with such smart 
technology to control crimes. 
Further, when smart guns are in use, after making 
certain small modifications in the system, there can 
be locations set by the government where no guns can 
be fired. Such locations might include any public 
places, government premises, educational institutions 
etc. Guns of police officers, military personnel, 
security agencies and all other authorized forces 
could be exempted. This in turn creates an 

atmosphere of security among the people and 
unnecessary panic in the crowd could be avoided. 
And if manufactured on large scale, all the 
components can be integrated into a single chip to 
further reduce the space consumption and ensures 
proper placement. This also reduces the power losses 
and therefore low capacity battery could be used. 
 
CONCLUSION 
 
Firearms are one of the major concern in the field of 
security. They have the potential to damage the 
economy and at the same time are very essential for 
personal protection. If noticed, in most of the crimes 
committed through firearms, the gun used is 
unknown. It is also almost impossible to know if the 
gun was owned by the person who fired it or was it 
stolen from the user. The proposed smart gun 
technology shall be the biggest step against gun 
violence and helps in reducing gun thefts and also in 
tracking down the weapons used during crime. This 
gives a complete security as each and every weapon 
is monitored. But there will be a huge restriction by 
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the people for its wide scale implementation. Only if 
the government of the nation takes serious steps, can 
it be efficiently implemented. The paper is focussed 
towards implementation of one weapon-one person 
method using biometric authentication for firing. As 
the whole system is electronic, provision is also made 
to store location data on firing and in turn sending the 
data to a central cloud server handled by the police 
department to monitor the usage. 
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