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Abstract— Various enhancing techniques have been proposed to protect the communication anonymity of mobile ad hoc 
networks (MANET). However, MANET are easily vurnilable under passive attacks, attacker easily modified the packets 
without decrypting the capture traffic, hence statistical traffic analysis system for MANET (STARS) is presented. STARS is 
traffic system, which  capture the raw traffic. From the captured packets, STARS constructs a sequence of  point-to-point 
traffic matrices to derive the end-to-end traffic matrix, matrices are used to derive the source/destination probability 
distribution and the end-to-end link probability distribution.by which it identify the source and destination also provide the 
link establishment .but In STARS, there are multiple receivers are present in the communication network so the actual 
receiver of a point-to-point transmission is not identifiable as high potential receivers involved within the sender’s 
transmitting range. This inaccuracy can be mitigated in GSTAR because most potential receivers of a packet will be 
contained within one or a few supernodes. also STARS provide less efficiency,  high overhead and not able to handle high 
traffic density Hence a system ”Statistical Traffic Pattern Discovery System for MANET Using Geocast Routing (GSTAR)” 
implemented to overcome the drawback of STARS. 
 
Keywords— Mobile adhoc networks (MANET), statistical traffic analysis for MANET (STARS),statistical traffic analysis 
using geocast routing (GSTAR), ,hybrid location based adhoc routing protocol (HLAR), adhoc routing protocol (AODV).  
 
I. INTRODUCTION 
 
A Mobile Ad-hoc network  is a wireless ad-hoc 
network which is used to exchange information, Each 
device in a MANET is free to move independently in 
any direction, and will therefore change its links to 
other devices frequently. These networks are fully 
distributed  and can work at any place without the 
help of any infrastructure. This property makes these 
networks highly flexible and robust Application of 
MANET are military exercises, disaster relief and 
mine site operation. 
 MANET are more vulnerable to attacks than wired 
networks due to open medium, changing network 
topology due to which security and reliability of the 
system get affected. Communication anonymity is a 
critical issue in MANET because in MANET each 
node acts as source and destination so it is difficult to 
identify source and destination also various nodes are 
involved in communication so it is difficult to 
identify the end to-end communication relations. 
To achieve anonymous MANET communications, 
many anonymous routing protocols such as ANODR 
(Anonymous On-Demand Routing) [2], MASK [3], 
and OLAR (On-Demand Lightweight Anonymous 
Routing in MANETs) [4] have been proposed.like 
onion routing and mix-net are utilized, these 
protocols based on packet encryption to hide sensitive 
information.However, passive attackers intercept the 
packets without modifying the packets due to which 
previously used tachniques are failed. 
The Previously used techniques are not suitable for 
MANET because of the following nature of 
MANETs. They are: i) the broadcast nature – It is 

critical to detect the destination exactly because 
where the packets sent and received by many nodes. 
ii) The ad hoc nature-the ad hoc networks are 
infrastructure free so that every node act as both 
sender and receivers. Hence it is critical to detect the 
nature of the node. iii) The mobile nature here the 
communication between nodes are very difficult to 
analyze because nodes change their location. 
Hence a STARS is implemented which derive the 
source/destination probability distribution and the 
end-to-end link probability distribution. but In 
STARS, there are multiple receivers are present in the 
communication network so the actual receiver of a 
point-to-point transmission is not identifiable as high 
potential receivers involved within the sender’s 
transmitting range. is not accurate because there is no 
reference point it only depends on probabilities also it 
is not able to handle hgh traffic density. It provide 
less efficient network performance and provide high 
overhead To overcome the drawback of STARS a 
GSTAR is implemented. Geographic addressing of 
packets within mobile ad hoc networks enables a 
applications, including hard real-time engagement 
simulation in military training systems, geographic 
command and control functions in training and 
emergency communications, and commercial 
messaging applications as well. The most scalable 
implementation of geo addressing is via a geo cast 
protocol,first in geocast it  Divide the entire network 
into multiple regions geographically then Deploy 
sensors along the boundaries of each region to 
monitor the cross-component traffic.Treat each region 
as a supernode and use STARS to figure out the 
sources, destinations, and end-to-end communication 
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relations and apply geocast routing mechanism and 
perform region based monitoring.Then HLAR 
algorithm is applied to check the node behavior on 
the basis of different network parameter such as 
distance node id and time etc and updates the server 
with node behavior and get the route through which 
transmission takes place. 
In the proposed work network will be implemented 
and its performance is evaluated in terms of packet 
delivery ratio, end to end delay, routing performance 
analysis at different speed and routing performance 
analysis at traffic density. And performance matrics 
are compared in STARS and GSTAR. 
 
In the proposed work attacker can globally monitor 
the traffic across the entire network region. User are 
unanware about the attacker Usually, it is difficult for 
the attackers to perform such a global traffic 
detection. However, attackers are not able to monitor 
the entire network, they can monitor several parts of 
the network simultaneously. To monitor  entire traffic 
network geocasting routing algorithm is 
implemented. It is the forwarding protocol uses the 
available navigation system in collecting information 
about geographical  position; this information is used 
to select nodes that are closest to a certain destination. 
The protocol uses store and  forward technique, it 
uses navigation system to provide efficient  packet 
delivery. 
 
II. EASE OF USE 

 
A. Impletentation of  STARS 
It takes place in four steps which are as follows. 
 Attack Model 
The attackers goal is to discover the traffic patterns 
among mobile nodes. The adversaries are passive 
signal detectors, i.e. they are not actively involved in 
the communications. They can monitor every single 
packet transmitted through the network. The attack 
model is designed to provide the different paths to 
reach towards destination we create an attacker itself 
in order to get the shortest path for fast 
communication. 
End to End Traffic  
In STARS, we first captured point-to-point (one-hop) 
traffic in a certain period T, then point-to-point traffic 
matrices are created by using time slicing technique 
in which it contains “independent” one-hop 
packets.one-hop packets considered one source and 
one destination at particular time. Then the end to end 
traffic matrices are created from point to point traffic 
matrices.   
Source/destination probability distribution 
Once the end to end traffic matrices are created then 
the source and destination probability distribution 
vectors S and D  are calculated respectively. where S 
is source probability and D is destination probability, 
To derive S and D, two series of vectors are 
computed which converge to S and D, respectively: 

the source probability distribution vector series S 
=(S0, S1, . . . , Sn), and the destination probability 
distribution vector series D = (D0, D1, . . . ,Dn).  
Identify source and destination 
Depending on source and destination probability 
distribution, source node and destination node is 
identified. In this implementation, initially, the source 
and destination probability distribution value is 1/N, 
where N is the number of nodes. After the simulation 
is started, due to end to end packet delivery the 
discovered traffic will vary, in that time, the number 
of nodes participating in the communication is NT, 
thus source and destination probability is 1/NT. 
Through the upstream traffic monitor, then the 
attacker nodes identifies the source and destination 
node from NT.  
 
B. Work Flow of STARS  
The fig1 shows the work flow of STARS. 
 

 
Fig 1 Work Flow of STARS[1] 

 
There are total 6 algorithms are used. 
Algorithm 1 is used to find out Traffic Matrix (R). 
Algorithm 2  includes the multihop traffic derivation 
function and the addition of the point-to-point traffic 
matrix which is the evidence of possible direct (single 
hop) communication.  
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Algorithm 3 &  Algorithm 4 are used to derived the 
source probability distribution of (S1) and the 
destination probability distribution of (S2). 
Algorithms 5 and 6 to discover the Source-
Destination link ability. The two algorithms are quite 
similar. 
 
C. Implementation of GSTAR 
 
GSTAR to perform traffic analysis as follows 

 Divide the entire network into multiple 
regions geographically 

 Deploy sensors along the boundaries of each 
region to monitor the cross-component 
traffic 

 Treat each region as a supernode and use 
STARS to figure out the sources, 
destinations, and end-to-end communication 
relations; and  

 apply geocast routing mechanism and 
perform region based monitoring. 

 Then HLAR algorithm is applied to check 
the node behavior on the basis of different 
network parameter such as distance node id 
and time etc and updates the server with 
node behavior and get the route through 
which transmission takes place. 

 
Route Discovery Process By HLAR In GSTAR 
 
HLAR is a hybrid position routing protocol designed 
to efficiently use all the available location 
information and to minimize the routing control 
overhead. This protocol is planned to switch to the 
on-demand routing when sufficient location 
information is unavailable or limited, it also deals 
with the problem of no closest neighbor to the 
destination (void regions), and so it is almost a 
scalable protocol. HLAR works as a reactive protocol 
in the route discovery process, however if there is no 
route to the destination node, the source node adds 
information about its location and the location of the 
destination in the route request packet then it searches 
for a closer node near the destination. If the node 
finds a neighbor which is close to the destination then 
it forwards the request packet to it. But if no closer 
neighbor node is found, it floods the route request 
packet to all its neighbors. The source node repeats 
these steps until it reaches the desired destination. 
The simulation results showed that the HLAR 
protocol minimizes the routing control overhead 
compared with the on-demand routing protocols, 
furthermore it generally provides a fresh large size 
location information . However, HLAR doesn't 
guarantee the best reliable route; because the 
intermediate node doesn't have a reverse link to the 
source, and could not inform other neighboring nodes 
if it finds a better route to source .The below figure 
shows the system architechture for GSTAR 

 

 

 
Fig 2 System Architechture for GSTAR 

 
D. work flow of GSTAR 

  
Fig 3 Work Flow GSTAR 

 
In figure3, it shows the entire work flow of GSTAR. 
first it initialize each node and capture the traffic by 
which identify the neighbors. Apply geocast routing 
mechanism and perform region based monitoring. 
Then HLAR algorithm is applied To check the node 
behavior on the basis of different network parameter 
such as distance node id and time etc. and updtes the 
server with node behavior. and get the route. Then the  
successful data transmission takes place with 
corresponding route 
 
III. SIMULATION RESULTS 
 
This report has implemented the proposed system 
using NS2 tool. Three metrics are related to network 
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in our evaluation. Network performance metrics are 
evaluted. 30 nodes are randomly dispersed in a 
rectangular field with 1200m * 1200m  
 

A. Results for STARS 
The below figure shows the results for STARS.in 
which the source/destination probability distribution, 
i.e the probability for each node to be a message 
source or destination, and the end-to-end link 
probability distribution i.e the probability for each 
pair of nodes to be an end-to-end communication pair 
are calculated. The simulation results are shown 
below in figure 4 and 5.in which first it finds 
neighbor then it start transmission . 

 

 
Fig.4. Simulation Result for STARS At Initial Stage 

 

 
Fig.5. Simulation Result for STARS During Transmission 

 
B. Results for GSTAR. 
the figure 4 shows the  implementation of GSTAR. 
nodes are located in streets and avenues of 
Manhattan-style geometry; the dark squares represent 
buildings that completely block radio signals from 
penetrating through them. (Thus, connectivity is 
purely line-of-sight.) As shown in figure 6, the 
network is divided into three streets. Street view is 
formed by which  we can go only by particular route 
in particular region also two avenue are formed i.e 
avenue A and avenue B. now we apply region based 
monitoring using geocast routing due to which we 
can easily handle the network traffic system of 
different region. 

 
Fig 6 Implementation of GSTAR[9] 

 
In order to start communication first node is 
initialized and network is implemented. Then it 
capture the network traffic by broadcasting the 
packets to each and every nodes involved in the 
network by which it identify the neighbors. Then we 
define the geocast region by geocast routing. In 
geocast region the radio signals are blocked. Each 
nodes in the network take the information of different 
region with the help of node present in the geocast 
region and information are shared between each 
nodes. Treat each region as a supernode and use 
STARS to figure out the sources, destinations, and 
end-to-end communication relations and apply 
geocast routing mechanism and perform region based 
monitoring.Then HLAR algorithm is applied to check 
the node behavior on the basis of different network 
parameter such as distance, node id and time etc. then 
updates the server with node behavior and get the 
route through which transmission takes place. 
We design a wireless network with ‘n’ of nodes 
deployed. We consider the network is split into more 
than one region, let us say 2 or 3 parts. We decide a 
Source and destination nodes in each region. We 
create TCP / UDP connection for the nodes and send 
packets between S1 D1, S2D2, S3-D3, where 
S1, S1, S3 are source nodes 1, 2, 3 and D1, D2, D3 
are destination nodes 1, 2, 3 respectively. We analyze 
the trace for the traffic generated in these region. the 
result are shown below. 
Fig.7 shows Simulation result for GSTAR.in which it 
identify the neighbours and start communication. The 
fig 8 shows when nodes start moving.here it apply 
HLAR routing and find the route by which 
transmission takes place 
 

 
Fig 7 Simulation Result for GSTAR at Initial Stage 
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Fig 8 simulaion result for GSTAR when nodes start moving 

 
C.   performance metrics. 
Four performance metrics are considered for the  

1. Packet delivery ratio (PDR): It represents the 
average ratio of all successfully received data 
packets at the destination node over all data 
packets generated by the application layer at 
the source node. .  

2. Average end-to-end (E2E) delay: It represents 
the average time between the sending and 
receiving times for packets received. 

3. Routing performance analysis at speed of 
100km/hr and 70km/hr 

4. Routing performance at traffic density 
 
In below graphs red color is shown for the GSTAR 
and a green color is shown for the STARS. The graph 
shows how packet delivery rario, end to end delay 
and routing performance at traffic density are better 
in GSTAR than STARS.GSTAR uses HLAR routing 
while STARS is implemented by AODV routing 
algorithm. 

 

 
Fig 9 Packet Delivery Ratio (PDR) 

 

 
Fig 10 Average End-to-End (E2E) Delay 

 
Fig 11 Routing performance analysis at speed of 100km/hr 

 

                       
Fig 12  Routing Performance at Vehical Density      

 
ADVANTGES OF GSTAR 

1. In STARS, the actual receiver of a point-to-
point transmission is not identifiable among 
all the potential receivers within the sender’s 
transmitting range. This inaccuracy can be 
mitigated in GSTARS because most 
potential receivers of a packet will be 
contained within one or a few supernodes.  

2. Identification Traffic Pattern between end to 
end node. 

3. Identification of traffic pattern in the entire 
network 

4. Identification of traffic pattern in different 
regions of network 

5. Increases the routing performane efficiancy  
6. Less overhead  
7. Node mobility is also considerd in GSTAR 

 
CONCLUSION 

 
In this paper, we propose STARS and GSTAR for 
MANET. 
STARS constructs a sequence of point-to-point traffic 
matrices to derive the end-to-end traffic matrix, and 
then uses a heuristic data processing model to reveal 
the hidden traffic patterns from the end-to end matrix. 
STARS is capable of discovering the source, the 
destination and end to end communication relations, 
but  In STARS, the actual receiver of a point-to-point 
transmission is not identifiable among all the 
potential receivers within the sender’s transmitting 
range. This inaccuracy can be mitigated in GSTARS. 
GSTAR is  designed to support geocast in high-scale 
MANET, allowing it to handle high traffic density in 
the network. Here  we compared the traffic analysis 
techniques STARS and GSTAR. It is concluded that 
GSTAR provides better performance in terms of 
packet delivery ratio(PDR),end to end delay (E2E) 
routing analysis at speed of 100 km/hr and routing 
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performance at traffic density. Hence GSTAR 
increases the routing efficiency than STARS also it 
gives less overhead around 1000 while STARS gives 
around 14000.GSTAR provides efficient traffic 
monitoring in the entire network hence identify the 
traffic pattern in whole network which is not possible 
in STARS. Hence GSTAR overcome the drawback of 
STARS. 
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