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Abstract- In anInternet of Things (IoT) environment, IoT devicesare normallyused to transmit signal messages through 
unreliable wireless networks. However, because of the mobile nature of IoT devices, they end up losing connection to the 
network, thus leading to the loss of valuable signals at the monitoring end.Standard mobility management protocols like 
MIPv6 and its extensions may not besuitable to cope with this problem in an IoT environment, because they do not consider 
the constrained processing and power limitation of IoT devices. In this article we presenta system architecture for IoT 
mobility management using IETF Constrained Application Protocol (CoAP). Utilizing the inherent property of CoAP such 
as low signaling overhead, simple architecture, and reliable data transmission mechanism, the IP connectivity of resource-
constrained IoT devices can be efficiently maintained during handover operation. Detailed architecture and algorithm for the 
proposed mechanism are presented. Finally, a testbed has been constructed to evaluate the performance of the proposed 
architecture.  
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I. INTRODUCTION 
 
Recently, there has been a rapid development of 
Internet of Things (IoT) [1] in thediverse sectors like 
healthcare, industries, transport, security, cities, 
homes, etc. This has led to the increased development 
of mobile devices or gadgets that have the capability 
of connecting to the Internet. In IoT environment the 
majority of the "things" are mobile in nature, so they 
require a reliable and efficient IP mobility 
management mechanism. More specifically, they need 
to maintain a connection to the Internet during 
movement, providing desired quality of service during 
handoff. because of the constrained processing and 
energy limitation of IoT devices. Unfortunately, the 
majority of standard mobility management protocols 
including IETF Mobile IPv6 (MIPv6)[2] and its 
variants such as PMIPv6[3], HMIPv6 [4] and FMIPv6 
[5] are unsuitable to be used in the IoT 
environmentbecause of constrained device 
characteristics in processing and electric power. 
Furthermore, these resource-constrained devices are 
usually interconnected to each other over unreliable 
and lossy wireless networks. Most of standard 
mobility management protocols such as MIPv6 and its 
variants do not consider these resource-constrained 
characteristics of IoT devices. 
Many proposals have come up on how best mobility 
can be achievedin the Internet without affecting 
service quality of real time applications of mobile 
users during mobility of mobile nodes [6]. They have 
been classified into two groups; one that reduces the 
network registration time by using hierarchical 
network management structure. The other attempts to 
reduce the address resolution time by pre-configuring 
the address, thereby achieving fast handoff. It has also 
been shown that by combining fast handoff and 
hierarchical handoff, it may improve on the 

performance. However, these approaches would be 
unsuitable for resource-constrained IoT devices. 
Because, most of signaling procedure of standard 
mobility management protocols are quite complex, 
and the large processing overhead due to complex 
signaling operations may lead to excessive power 
consumption during handover. Furthermore, the 
standard mobility management protocols do not 
address the characteristics of a constrained wireless 
network, such as a limitation in packet size, high 
packet loss ratio, and sleep mode operation. We need 
simple, reliable and scalable signaling procedure for 
IP mobility management for resource-constrained IoT 
devices.  
 
The Constrained Application Protocol (CoAP) [6] is a 
specialized web transfer protocol for use with 
constrained nodes and constrained networks in the IoT 
environment. 
The protocol is designed for machine-to-machine 
(M2M) applications such as smart energy and building 
automation. CoAP provides a request/response 
interaction model between application endpoints, 
supports built-in discovery of services and resources, 
and includes key concepts of the Web such as URIs 
and Internet media types [6]. The integration of 
devices with contents on the web can be easily done 
by the use of CoAP because it takes into account 
requirements such as low signaling overhead, 
multicast support and simplified architecture for 
constrained environments with limited resources. 
Therefore, the requirements offered by CoAP; low 
signalling overhead, multicast support and simplified 
architecture suits constrained devices with limited 
processing capacity, low power, low memory and 
poor Internet connectivity.   
In this article, we propose asystem architecture for 
CoAP-based mobility management called COMM for 
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the Internet of Things. In the proposed architecture, by 
utilizing inherent constrained property of CoAP 
operation, the processing and energy limitation is 
naturally taken into account for IoT mobility 
management. In the proposed architecture, in order to 
provide the reliable mobility, we utilize the 
retransmission property of CoAP for handover latency 
reduction in the IoT environment.This therefore 
reduces power loss in the mobile device thus, being 
suitable for use in the IoT environment.  
 
The rest of the paper is organized as follows; an 
overview of the MIPv6 and CoAP for their mobility 
support is presented in Section 2. The problem that is 
being considered is described in Section 3. The 
proposed architecture is presented in Section 4. An 
example of the system developed is presented in 
Section 5 and the conclusion follows in section 6.  
 
II. OVERVIEW OF MIPV6 AND COAP FOR 
MOBILITY SUPPORT 
 
2.1Mobile IPv6 
MIPv6 is a protocol proposed by IETF to operate at 
the IP layer to maintain mobility management of 
mobile nodes. MIPv6 [2] was then standardized by 
IETF MIPv6 working group to allow mobile nodes to 
be accessible across IPv6 networks during its 
handover and between access routers. Fig. 1 illustrates 
MIPv6 architecture. The main goal of MIPv6 is to 
continuously allow addressability of a mobile node by 
its homeIP address. For a seamless connectivity of a 
mobile node using MIPv6, activities like route 
optimization, bidirectional tunneling, and binding 
updates have to be performed. Mobile nodes operate 
on a basic principle for mobility by associating 
themselves with HoA for easy addressability. 
When the mobile node moves away from its home 
network, visiting another network, called foreign 
network, it still remains associated with its home IP 
address to provide information about the current 
location of the mobile node to the corresponding node. 
As a mobile node visits foreign network, it obtains a 
temporary IP address, called Care-of-Address (CoA), 
from the foreign agent of the foreign network. As 
shown in Fig.1, after acquiring a CoA, the mobile 
node performs a Binding Update (1) to the home 
network through Binding Update and a Binding 
Acknowledgement (2) message exchange. As the 
home agent of the home network receives the binding 
update message, it establishes a packet tunnel 
between the home agent and foreign agent. As the 
home agent receives the packet from the 
corresponding node (3), the home agent encapsulates 
and sends the packet to the foreign agent or mobile 
node. As the mode node receives the tunneling 
packet, it performs the de-capsulation of the tunneling 
packets. Finally, the packet transmitted by the 
corresponding node is forwarded to the mode 
node.MIPv6 uses route optimization mechanism by 

default to eliminate the triangle routing problem. 
Route optimization enables the mobile node and 
correspondent node tocommunicatedirectly without 
passing packets via the home agent and this is 
illustrated in Fig. 1 by message (4). 

 
Fig. 1. MIPv6 architecture for mobile management 

 
2.2   Constrained Application Protocol(CoAP) 
IETF Constrained Application Protocol (CoAP) [7] 
hasbeen designed specifically to take care of machine-
to-machinecommunication needs. The IETF’s 
Constrained RESTful Environments (CoRE) working 
group [8] has designed CoAP to be used in 
constrained IP networks. CoAP is an openapplication 
layer protocol conforming to the RESTarchitecture. 
Fig. 2 shows a simple CoAP architecture in which 
CoAP can be used as a web transfer protocol, 
providing asynchronouscommunications, resource 
discovery, resourceidentification as well as HTTP to 
CoAP and CoAP toHTTP translations. In addition, 
CoAP provides reliable messageexchange between 
CoAP client andserver for application development. 
As shown in Fig. 2, the communication between a 
traditional network and the constrained CoAP network 
can occur either directly, or through a proxy.A critical 
feature of CoAP is that the latency is low enough such 
that M2M communications can be supported.The 
main goal of the CoAP is to reduce the size or the 
number of bytes necessary to execute the transmission 
of data in cases of constrained applications such as an 
IoT application.The networks and nodes are made of 
constrained resources; throughput, low power, and, in 
particular, the degree of complexity that can be 
supported as a result of limitation of the size of the 
code and limited RAM per node.  
CoAP uses a compactbinary format and runs over 
UDP (or DTLS when securityis enabled) supporting 
multicast communication. It enables RESTful 
interaction with GET, PUT, POST,and 
DELETEmethods. CoAP resources areaddressable by 
URIs, and RESTful caching and proxyingenables 
network scalability. The CoAP features that gobeyond 
HTTP 1.1, making it a better fit for the IoT is 
described in the reference [9] as follows: 
observableresources [10], enabling RESTful group 
communication  [11], M2M discovery 
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mechanismusingWeb Linking[12], application-layer 
fragmentation allowing smaller buffers of 
ighlyresource-constrained devices, and finally  
supporting alternative transports such asShort 
Message Service (SMS). 

 
Fig. 2. CoAP architecture 

 
II. PROBLEM DESCRIPTION 
 
Mobilitymanagement of IoT devices isone of the most 
important features that a wireless network connection 
should posses to provide reliability of service in the 
IoT environment.  As described in Section 1, there 
exist two mobility management schemes; host-based 
mobility management and network-based mobility 
management. These two schemes have come over 
time due to the growth of mobile devices. In the host-
based scheme, the mobile node directly participates in 
mobility management while in the network-based 
scheme, the network components is mainly involved. 
In the network-based scheme, there is no involvement 
or less involvement of the mobile node in signaling 
processing for handoff operation. Handoff is the 
process of changing parameters (e.g., endpoint 
address, channel etc.) associated with the current 
connection. The major parameters are the source and 
destination IP addresses, which can be changed by the 
movement of amobile node, either within a network or 
across different networks.  
Usually, a mobility management protocol like MIPv6 
performs handoff procedure to maintain a connection 
to providethe quality of service. However, handoff 
operation constitutes a couple of other procedures to 
maintain mobility of a mobile node. As MIPv6 is a 
host-based scheme, there is a lot of signal processing 
at the mobile, which may decrease the efficiency and 
incur a high power loss at the mobile node. This is one 
of the main reason why MIPv6 is not suitable to be 
used in an IoT environment. MIPv6 also solves the 
triangular routing problem by implementing route 
optimization when a corresponding node 
communicates with a MN. However, this might not be 
the best technique to be used in an IoT environment 
wherethe mobile devices have constrained resources.  
Therefore, no matter the advantages that MIPv6 may 
provide for IP mobility management, it may be not 
suitable for a mobility management in the IoT 

environment in which there exist many resource-
constrained devices.  
 
III. PROPOSED ARCHITECTURE 
 
In this section we have proposed an architecture for 
the IP mobility management with CoAP, called 
CoMM,  that is suitable for use in the IoT 
environment. Fig. 3 shows the architecture of mobility 
management using CoAP. As shown in Fig. 3, it 
consists of a mobile CoAP sensor node (mCSN) 
which can be any mobile device with constrained 
resources, Location Mobility Management 
Server(LMMS), and CoAP Web Client (CWC). The 
proposed CoMM at the application layer uses a 
separate LMMS which is using CoAP. We have 
proposed CoMM to execute in the application layer so 
that the lower layers are not affected. The mechanism 
is well equipped with COAP methods over UDP so 
that a low signaling overhead is achieved in 
comparison with other protocols such as MIPv6 and 
its variants. Additionally, a reliable packet 
retransmission algorithm of CoAP may be utilized to 
enhance the reliability in handover signaling messages. 
The use of CoAP in CoMM  maintains IP connectivity 
under unreliable IoT environments hence enforcing 
message reliability by ensuring no message loss at any 
given point in time. 
 
The proposed architecture extends CoAP message 
formats to deal with IP mobility management. The 
proposed mechanism fully utilizes the confirmable 
(CON) message of the CoAP protocol to reliably 
transmit the signaling message under an unreliable 
IoT network environment. A confirmable message is 
retransmitted using a default timeout and exponential 
back-off between retransmission, until an ACK 
message with the same message ID from the 
corresponding nodes. Theproposed architecture is 
very simple for a mobility management by removing 
tunnel.A separate location management server, i.e., 
LMMS, is provided for managing the changing IP 
addresses of the mobile sensor nodes without using a 
tunneling scheme. This is anotherstrength of CoMM 
over the other mobility management such as MIPv6 
and its variants.  
 
In Fig. 3, the LMMS maintains location information 
in the Mobility Management Table (MMT), and has 
the responsibility of managing mobile IP addresses of 
mCSN as they keep on changing. The CWC is a Web 
browser equipped with the CoAP protocol. The 
protocol stack of the mCSN consists of IEEE 802.15.4 
MAC, IPv6 over Low Power Personal Area Network 
(6LoWPAN), CoAP, and CoMM. A Local Binding 
Cache (LBC) locally maintains the permanent IP 
address P_Addr, temporary IP address T_Addr, and 
Lifetime, which is retrieved by the edge router in the 
visited foreign network by accessing the DHCP 
server.   
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4.1   HandoverOperation of Proposed 
Architecture 
For the handover operation, there are four procedures 
involved in the CoMM;registration, connection, 
binding, and hold to provide mobility management. 
The signalling messages of mechanism utilize the 
Confirmable (CON) message of CoAP. First, the 
mCSN and CWC register their own P_Addr and 
T_Addr at the MMT of the LMMS by exchanging 
CoAP POST Request/Response messages. As the 
CWC attempts to establish aconnection with the 
mCSN, the CWC sends a GET request message to the 
LMMS to retrieve the IP addresses of an mCSN. As a 
response, the CWC receives an ACK response 
message withthe current T_Addr and its Lifetime, 
which are stored at the LBC of the mCSN. Then, the 
CWC stores the T_Addr and Lifetime inthe LBC of 
the CWC. Thereafter, the exchange of data between 
the CWC and mCSN can directly commence. 
Let us consider a case where the mCSN has moved 
from an old Edge Router (old-ER) to a new Edge 
Router (new-ER). As the mCSN moves away from the 
old-ER and enters into the network domain of the 
new-ER, it requires an IP handover operation. To 
accomplish this, the mCSN first detects the radio 
signal strength (RSS) from the access point or base 
station  
 

 
Fig. 3.A CoAP-based mobility management architecture 

 
connected to the old-ER. As the RSS from the old-ER 
uniformly drops below a threshold value, the mCSN 
prepares the handover operation in advance.  
Before the mCSN performs the handover, it notifies 
the handover start operation by exchanging a Hold 
message with the LMMS. The Hold message uses the 
CoAP PUT request/response message with a Hold flag 
(H_Flag). H_Flag indicates that the mCSN is 
performing the handover procedure. The mCSN 
cannot receive the request of the CWC until H_Flag is 
set to “0” by the PUT request message for binding 
update. Thus, the usage of H_Flag can prevent packet 
loss during the handover operation of the mCSN. The 
PUT messages can also be used for status notification 
as the mCSN experiences a power failure or enters 
into the sleep mode. 
As the mCSN moves into the overlapped region of the 
two network domains which are covered by old-ER 

and new-ER, the mCSN attempts to acquire a new 
temporary IP address, i.e., T_Addr from the new-ER 
through DHCP. Then, the mCSN sends a PUT request 
message for binding update to the LMMS. The 
message includes T_Addr, P_Addr, and the H_Flag, 
which is set to “0”. As the LMMS receives the PUT 
request message, it sends it to the CWC by referring to 
MMT. As the LMMS and CWC receive the PUT 
request message for binding update, they update the 
T_Addr and H_flag in the MMT and LBC. The 
LMMS and CWC can then retrieve the data from the 
mCSN in the new network domain. In this way, the 
CWC and the mCSN can exchange the data without 
packet loss during the handover operation. The 
COMM signalling messages are configured by 
extending the option delta and payload in the CoAP 
message format. 
4.2   Signalling Flow Diagram 
The signalling flow diagram for COMM is shown in 
Fig. 4. All the control messages use a confirmable 
message as indicated in Fig. 4. The signalling flow 
diagram includes registration, connection, holding, 
and binding. The mobile CoAP sensor node (mCSN) 
obtains the P_Addr, T_Addr, and Lifetime fromold-
ER. All the procedures are divided into steps. 
In Step 1, both CoAP Web Client (CWC) and mobile 
CoAP Sensor Node (mCSN) register their own 
P_Addr and Lifetime in the MMT of the LMMS by 
exchanging a POST  

 
Fig. 4. Signalling flow Diagram of COMM 

 
registration request message and ACK registration 
response message.In Step 2, CWC performs the 
connection procedure to retrieve the destination IP 
address of the T_Addr and the P_Addr of mCSN.In 
Step 3, we consider the case in which the mCSN 
moves from the network domain covered by old-ER 
to that of the new-ER. As the mCSN moves away 
from old-ER and enters the network domain of new-
ER, it requires to perform an IP handover operation.  
To perform the handover operation, mCSN first 
detects the radio signal strength (RSS) from the 
access point or base station connected to the old-ER. 
As mCSN detects a degradation of the RSS from the 
access point or base station connected to the old-ER, 
it sends a PUT holding request message to the LMMS 
to hold the request messages from the other CoAP 
nodes to prevent packet loss of the request message 

L 
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of other CoAP nodes. As the LMMS receives the 
PUT holding request message, the LMMS updates the 
H_Flag of mCSN in the MMT to “1”. LMMS then 
sends the PUT holding request message to CWC. 
Next, CWC updates the H_Flag in the LBC to “1”. 
As a response, CWC sends an ACK holding response 
message to the LMMS.  
Because the RSS from the access point or base station 
connected to the old-ER is less than the threshold 
value, mCSNe cannot send or receive data from old-
ER and disconnects connection from the access point 
or base station connected to the old-ER. mCSN then 
discovers the new-ER, and it attempts to perform the 
connection attachment to the access point or base 
station connected to the new-ER. It then retrieves a 
new T_Addr through the DHCP server, which may 
use CoAP  Discovery and Offer procedures. 
After obtaining a new T_Addr, mCSN sends a PUT 
binding update request message to both the LMMS 
and CWC through new-ER, simultaneously, by 
referring to the T_Addr of CWC in the LBC, to 
inform them of the new T_Addr. The PUT binding 
update (BU) request message includes the P_Addr, 
T_Addr, and Lifetime of mCSN. After the LMMS and 
mCSN receive the BU message, the T_Addr and 
Lifetime are updated in the MTT and LBC and the 
H_Flag is set to “0”. Finally, CWC can retrieve the 
data from mCSN. In this manner, the IP connectivity 
between CWC and mCSN can be seamlessly 
maintained during the handover operation  
 
IV. SYSTEM DEVELOPMENT EXAMPLE 

 
We build a testbed for our proposed COMM, as 
shown in Fig. 5. 

 
Fig. 5. Testbed configuration for COMM mobility 

 
We evaluated the performance and verified the 
feasibility of COMM. In the experiment, two 
Smartphone, an MMS server, a CoAP client, and two 
APs were used. The smartphone acted as the CoAP 
node. The CoAP node performed a COMM handover 
between AP_1 and AP_2. We will perform an 
experimental evaluation using a 6LoWPAN node in 
future research. The component specifications used to 
implement COMM are listed in Table I. We use 
jCoAP [12] for implementing CoAP. jCoAP. jCoAP’s 
features are as follows; Reliable and unreliable 
messaging using CON/Non-CON messages, Piggy-
backed and separate responses, Simple-to-use API and 

Proxy implementation (CoAP-CoAP, CoAP-HTTP, 
HTTP-CoAP).  
The CoAP node initially belonged to AP_1, having 
freedom of movement between AP_1 and AP_2. The 
CoAP nodegenerates the CoAP message with a 
payload (2 KB). The CoAP Web Client (CWC) 
requested the CoAP GET message every second 
repeatedly and received the CoAP response 
message.The IP address for the CoAP node was 
155.230.18.45 when the CoAP node connected to 
AP_1. After the CoAP node performed the handover, 
the IP address changed to 155.230.18.58 in AP_2. 
5.1   Packet Capture using Wireshark Tool 
In order to analyze the CoAP message flow, the CoAP 
Web Client and the LMMS were implemented at 
55.230.18.189. Fig. 6 shows the captured CoAP 
message on the CoAP Web Client andthe LMMS 
using Wireshark.As shown in Figure 5, ①,②and③ 
show the CoAP request message and the CoAP 
response message between the CoAP node, LMMS 
and CoAP Web Client. ① indicates the exchanged 
CoAP message betweenClient and the LMMS using 
Wireshark. As shown in Figure 5, ①, ②and  ③ 
show the CoAP request message and the 
CoAPresponse message between the CoAP node, 
LMMS and CoAPWeb Client. ① indicates the 
exchanged CoAP  
 
TABLE I.  IMPLEMENTATION COMPONENTS FOR COMM 

 
 

 
Fig. 6. Packet capture on a CoAP Web Client and the LMMS 

 
message between the CoAP Web Client and the CoAP 
node when the CoAP node connected to AP_1. 
②indicates the COMM handover message for the 
PUT request/response message for a binding 
update.③ indicates the exchanged CoAP message 
between the CoAP Web Client and the CoAP node 
after the CoAP node performed the handover to AP_2. 
As shown in Fig. 6, the IP from the CoAP request 
message changed from 155.230.18.45 to 
155.230.18.58. 
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Fig. 7 shows the CoAP PUT request message for a 
binding update as the CoAP node retransmitted the 
CoAP PUT request 112 message as a result of packet 
loss. As shown in Fig. 7, the CoAP node retransmitted 
the CoAP PUT request message using the CoAP’s 
simple stop-and-wait retransmission mechanism with 
exponential back-off. The delay resulting from the 
retransmission mechanism increased. 

 
Fig. 7. Retransmitted CoAP PUT request message for a binding 

update on the LMMS 
 
5.2    Analysis of the Sequence Flow 
We analyzed the sequence flow during the handover 
on the LMMS and CoAP Web Client. Fig. 8 shows 
the sending andreceiving times of CoAP messages on 
the LMMS and CoAP Web Client from the 
experiment using COMM. The CoAP Web Client 
sends the CoAP request message to the CoAP node 
using the CoAP’s GET method. When the CoAP node 
receives the CoAP request message to retrieve the 
sensing data, which  

 
Fig. 8. Sending and receiving time of a CoAP message on the 

CoAP node and CoAP Web Client 
 

is measured by the CoAP node, the CoAP node 
generates and sends the CoAP response message to 
the CoAP Web Client. 
As shown in Fig. 8, when the CoAP Web Client sends 
and receives CoAP request messages with a Message 
ID between 9403 and 9414, the handover occurs. 
CoAP Message IDs between 9407 and 9408 are 
discarded during the handover. This is because the 
CoAP Web Client generates the CoAP message with 
155.230.18.45 while the CoAP node is performing the 
handover. This can be prevented by using the CoAP 
PUT message for holding.Fig. 8 shows the round trip 
time between CoAP request messages and CoAP 
response messages. 
5.3   Handover Delay 
Fig. 9 shows the sequence of CoAP messages in the 
experiment using COMM. In order to measure 
COMM's handover delay, we set the generation period 
for a CoAP request message to 1 ms. The CoAP Web 

Client receives the CoAP response message from the 
CoAP node during the COMM handover of the CoAP 
node. More specifically, the CoAP node responds to 
the CoAP response message for a CoAP request 
message using the IP address from AP_2 after the 
CoAP node moves to AP_2. 
As shown in Fig. 10, the CoAP Web Client receives 
CoAP messages with IDs between 100 and 112. We 
can calculate the handover delay—that is, the delay 

between receiving Message  
 

 
Fig. 9. Round trip time between CoAP request and response 

message 
 

 
Fig. 10. CoAP message sequence on the CoAP Web Client 

 
ID (104) and receiving Message ID (105). As a result, 
the CoAP node spends 1.54 seconds performing the 
COMM handover.  
 
CONCLUSION 

 
In this work, we have presented a CoAP-based 
mobility management architecture that can be 
effectively used to offer a mobility management in the 
IoT environment. A salient feature of the proposed 
architecture is that it utilizes simple and reliable 
packet transmission of CoAP, reducing power 
consumption while preserving reliability. The detailed 
architecture and handover procedures have been 
designed. Signaling flow is described in detail to show 
the operation of the proposed CoAP-based mobility 
management mechanism. Finally, a testbed was 
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constructed to test the feasibility of the proposed 
system architecture. The results show good 
performance in terms of message round trip time and 
handover delay. Future work will include the security 
issue for mobility management with CoAP in IoT 
environment.  
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