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Abstract- Along with rapid improvement and wide application, LTE-based device-to-device communications have received 
significant attention by both theacademic world and industry. In D2D communication, communication is done in a small 
area over the direct link by transmitting data signal without any station. Bluetooth and Wi-Fi are smaller models of D2D 
communication. The models of D2D communication are Bluetooth and Wi-Fi Direct etc. This advanced and innovative 
technology is still under development in thecase of its security and quality of service. Denial of Service (DoS) and 
Distributed Denial of Service (DDoS) attacks stop un-authenticated users from using the services being provided. With the 
growing denial of service attacks on network infrastructure, the development of techniques to evaluate the threat of attacks 
on D2D communication network security online is urgently needed. The basic aim of this project is to highlight the security 
issues especially DoS attacks within thedevice to device communication and to find out appropriate security practices that 
could be implementedto secure this communication network. In this paper, techniques like firewalls and intrusion detection 
systems (IDS) will be discussed to resolve these issues and to make the D2D communication more secure and reliable for 
users. 
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I. PROJECT DESCRIPTION 
 
In the Device to Device (D2D), Communication to 
proximity (close) users can directly communicate 
with each other deprived of negotiating the base 
station. D2D is totally opposing practice adopted by 
cellular companies and their communication method 
that involves a base station; it thus advances the 
spectrum competence. However, D2D 
communication also postures challenges to security 
because of its peer-to-peer data transfer. Hackers can 
cheat carriers and gain more data access than 
conveyed. A key issue for next-generation Mobile 
Internet is the restricted radio spectrum to serve the 
volatile growth of the traffic ultimatum. To address 
this challenge, an auspicious direction is a device-to-
device communication (D2D). 
D2D offer much-appreciated features that attract 
more and more consumers increasing numbers of 
consumers. According to the Cisco, the number of 
mobile-connected devices is more than the human on 
this earth, and it will be like 1.4 devices per capita in 
2017 by a research of Cisco. People want to gain 
access anytime and anywhere via the smart 4G LTE-
based devices. This large number of devices raises 
important issues for operators regarding thequality of 
service (QOS), which can only be fulfilled by 
detecting and defending the systems from the Denial 
of Service attacks. 
The most important issues that D2D face today are 
Denial of service attacks and Distributed denial-of-
service (DDoS). A Denial of service attack (DoS) is 
an incident where the legitimate users or 
organizations are unable to achieve the services of 
resources they would normally expect to gain. On the 
other hand, DDoS is when the source of attack is 
more than one stopping the authenticated persons to 

gain access to services. The purpose of this paper is 
to assess the denial of service attacks on network 
security attributes by identification of loopholes in 
the system and to apply the proper techniques to 
revoke these attacks. 
 
1.1 Background and Motivation 
The conventional cellular system operates by making 
basestations; it means that the mobile devices are not 
able to communicate with each other directly, but 
they will have to use a base station for transfer of data 
packets. D2D communication does not require a base 
station for communication. However, there are certain 
security threats to such system. This article will be 
focusing on highlighting those threats and possible 
fixes that could enable secure D2D communication. If 
D2D communication is secure, then it can open new 
dimensions for mobile computing and can be a new 
platform for sharing of different resources. It will also 
let the cellular operators take the load off their 
consumers as most of them will be using D2D 
communication in close range. 
 
Long Term Evolution (LTE) is the modern cellular 
network standard for high-speed devices. The number 
of devices linked to LTE is raising exponentially as in 
2013. It was reported that 200 million devices were 
connected to the LTE and according to the prognosis, 
the number will rise to 1 billion in 2016. Not only are 
people dependent on LTE for their voice and data 
services, but with the rise of the Internet of Things 
(IoT) or the D2D communication, LTE has become 
an important resource for Machine-to-Machine 
(M2M) communication. Gartner said that: “there will 
be 26 billion devices on D2D network by 2020”. 
Obviously, any effect on the accessibility and 
availability of LTE services could cause terrible 
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effects for this large number of devices that are 
dependent on them. 
 
1.2 Aims, Significance and Expected 
Outcomes 
 
1.2.1 Aims of Project 
The aim of the project is to use this technology in 
most possible ways as it can be thebest replacement 
for cellular networks in case of natural disaster. On 
the other hand, it can be used for taking aload off 
from the cellular companies as the people will be able 
to use this D2D communication instead of cellular 
communication. The D2D communication can be a 
major achievement in Natural Disaster Management 
Systems, as in thecase of any disaster the 
communication systems are destroyed that can cause 
damage to human lives. In a storm or earthquake, the 
D2D communication system can replace the cellular 
system and enable communication continues with the 
authorities to help the affected. The project aims to 
find out the security threats to this technology that no 
unauthorized user should be able to access the 
communication between 2 devices as there will be no 
base station involved. The project focuses on finding 
out what possible threats it faces during 
communication. It is important to find out the threats, 
once the threats will be highlighted it will be easy to 
eliminate those threats and make better policies to 
secure the communication channel. 
 
1.2.2 Significance 
Long Term Evolution (LTE) is the modern cellular 
network standard for high-speed devices. The number 
of devices linked to LTE is raising exponentially as in 
2013. It was reported that 200 million devices were 
connected to the LTE and according to the prognosis, 
the number will rise to 1 billion in 2016. Not only are 
people dependent on LTE for their voice and data 
services, but with the rise of the Internet of Things 
(IoT) or the D2D communication, LTE has become 
an important resource for Machine-to-Machine 
(M2M) communication. Gartner said that: “there will 
be 26 billion devices on D2D network by 2020”. 
Obviously, any effect on the accessibility and 
availability of LTE services could cause terrible 
effects for this large number of devices that are 
dependent on them. So it is important to look for 
D2D communication technology that is secure and 
can be thebest alternate for acellular network. 
 
1.2.3 Expected Outcomes 
As the aim of the project mentioned that to find out 
security loopholes is the main motive, it is also 
important to know what possible outcomes will this 
project will be providing. It is clear that once the 
problems are highlighted, it will be very easy to 
mitigate those risks and make the communication 
secure so that no intruder can get into the 
communication between devices without any base 

station. There is aneed for implementation of 
software and other practices that would be helpful in 
defending and detection of DoS attacks; one is 
Firewall, and other is the Intrusion Detection system. 
Firewalls can be software or hardware system that 
takes control of access between networks to restrict 
intrusion. On the other hand, Intrusion Detection 
Systems observe the network traffic and examines if 
there is a malicious attack on the network. 
 
II. METHODOLOGY AND PLAN 
 
2.1 Approach 
The research method that will be used in this project 
will be both qualitative and quantitative. A lot of 
research is required in this project. Therefore, the 
quantitative research methodology will be used in 
which a lot of journals and articles will be considered, 
and important information will be extracted from 
them. Moreover, quantitative research will also be 
preferred that will involve interviews, questionnaires 
and other surveys from professionals. 
 
2.2 Task Plan 
In the first phase of research methodologies in both 
quantitative and qualitative analysis, first, the 
information will be gathered. This information will 
include, research papers, journals, interviews, filling 
questionnaires, etc. in the next step all that material 
will be filtered to find out the information that is 
relevant to our subject and research. Once the 
relevant information will be extracted that will be 
used in carrying out our research in more details. 
The qualitative research will be preferred in this 
regard because that will be helpful in finding out the 
solution to the project as finding the issues and 
mitigating those risks that are offered to D2D 
communication. 
 
CONCLUSIONS 
 
In this paper, I have discussed the major security 
issues especially the denial of service (DoS) attacks 
Device to Device communication in 4G LTE and 
concluded that security research efforts are necessary 
to achieve confidentiality, availability, and integrity. 
To achieve this goal, I have proposed two major 
security research directions; the first one is firewalled 
and the second one is intrusion detection systems.A 
firewall helps in controlling access to traffic flow 
between trusted, untrusted and internet zone in a 
private or corporate network. 
 
But the only firewall cannot protect very well, so we 
need another technique with firewalls which is 
Intrusion detection systems (IDS), which detects 
malicious activities and also design a report and sends 
it to the administrator of the network. So, the whole 
network can be more secured from Denial of service 
attacks by using both of these techniques combine. 
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