
International Journal Of Electrical, Electronics And Data Communication, ISSN: 2320-2084  Volume-4, Issue-10, Oct.-2016 

A Novel Methodology to Achieve Effective Message Authentication in VANET 
 

81 

A NOVEL METHODOLOGY TO ACHIEVE EFFECTIVE MESSAGE 
AUTHENTICATION IN VANET 

 
1VANASHRI G. BHELAWE, 2MANOJ M. DONGRE 

 
Ramrao Adik Institute of Technology, Navi Mumbai, India 

E-mail: 1vanashribhelawe@gmail.com, 2mmdongre04@gmail.com 
 
 
Abstract- The proposed scheme offer cooperation amongst the vehicle users in vehicular Adhoc network which offers them 
to communicate with each other safely, and achieves cooperative message authentication in the network. In this process the 
vehicle users can send and receives messages which are paired with some signature like some private keys which can help to 
maintain the message privacy between vehicle users. The process includes generation of tokens by trusted authority to 
vehicle users which is valid for limited time period. In proposed scheme numbers of RSUs are installed to keep track of the 
communication process and also the malicious activities which are undesirable to the process. As per increase in number of 
users, and traffic, it is necessary to pay attention on the security issues of the VANET. Especially in authentication process 
of VANET there are more chances of the attacks by malicious users. It is necessary to secure the vehicular Adhoc networks 
while authentication process is going on. In this paper we have proposed the schemes to stop such malicious behavior of fake 
vehicle users. 
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I. INTRODUCTION  
 
Vehicular Adhoc networks gives us the manmade 
environment which consist of vehicles having in 
board units, road side infrastructures like trusted 
authority and road side units. VANET enable vehicle 
users to V2V (Vehicle to vehicle communication) and 
V2I (Vehicle to Infrastructure) communication. 
Nowadays VANET technology is not only limited to 
security purposes but also facilitates us with many 
useful applications like emergency warning, traffic 
related information, file sharing such as music file, 
video files, images, etc. With the development 
vehicular industries, technologies especially wireless 
technology enhances the structure and working of 
vehicles. VANET provides us such promising 
approach in this field.  
 
In VANET vehicles are acts like mobile nodes 
together they forms mobile ad hoc network with the 
other vehicle neighboring nodes and the road side 
units within their wireless coverage area. Generally 
vehicles travel with the very high speed which leads 
to the dynamic network topology, in which link 
between the nodes connects when vehicle is at the 
range n gets disconnected when it goes out of the 
range. Due to such unique features and precise work 
in such a challenging environment, VANET has 
gained the attraction of researchers. 
 
The proposed paper contains different parts organized 
as different sections. Section I gives introduction and 
basic about the topic, section II gives related work. 
Design Methodology is discussed in later section III; 
the required model for simulation has been described 
in section IV whereas section V shows simulation and 
visualization of the paper. The topic is concluded in 
the section VI.   

II. RELATED WORK 
 
In this proposed scheme several schemes taken into 
consideration to enhance proposed scheme. Before 
this many attempts have been made to achieve 
cooperative message authentication and the privacy 
and security issues. Some of the schemes are based 
on traditional public key infrastructure (PKI) [6], [8] 
method which was based on digital signatures.  
Another one includes group signature based security 
schemes [3]. In [2], Zang et. al. propose an efficient 
protocol for authentication purpose was based on 
batch signature techniques. In this method the 
authentication protocol would allow to verify 
multiple signatures at same time by (RSUs) Road side 
units. By using this method message verification 
overhead got significantly reduced. Unfortunately, 
the inherent weakness of batch verification (verifying 
multiple digital signatures in a batch mode) makes it 
vulnerable to DoS attacks caused by the injection of 
false data. Another possibility is to use fast 
symmetric cryptography [9], but the dynamic nature 
of VANETs makes it very challenging to apply these 
symmetric-cryptography-based protocols. The 
proposed scheme reduces delay in vehicle 
communication by sending and receiving messages 
directly to and from the users without involvement of 
trusted authority. Thus delay is reduced in 
communication along with increase in efficiency. 
Also this helps us to reduce unwanted efforts to 
generate same message which are used by different 
vehicles. It also eliminates the  different types of 
attacks such as free-riding attacks, internal or external 
attacks etc.  
 
The proposed scheme can be carried out in the three 
steps, first we propose the novel scheme that try to 
lower the simulation time while vehicles sends 
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messages to other users by reducing the delay. The 
lengthy process has been reduced as for urgent 
messages vehicle users can communicate directly 
without involvement of Trusted Authority. Although 
the vehicles communicate themselves they can do it 
with their authenticated keys that are assigned by 
trusted authority when the vehicle enters in range of 
the TA. In the next step even though trusted authority 
does not involve in intervehicular communication but 
it will keep track of the keys assigned to each of the 
vehicle users. In such case if any attacker tries to use 
false identity, or pretend to be someone else, trusted 
authority declares that user as malicious user and 
drops all the packets coming from that node.  Hence 
performing above two steps in next steps we will be 
able to achieve the secure communication. In last step 
we evaluate the simulation output with enhanced 
performance. We are using different number of road 
side units to enhance the performance of proposed 
scheme. 
 
III. DESIGN METHODOLOGY 
 
The design methodology of proposed scheme is given 
in this section.  
Let there are n number of vehicles v1, v2… vn are in 
the given network range communicating  
 
Let us consider VANET consists of a large number of 
vehicles v1, v2… vn as ‘n’ vehicles are in the scenario 
considered as nodes in given range ‘r’. The range of 
vehicle to communicate with on board unit of other 
vehicle to be ‘rw’  . TA initially checks for the 
authentication of vehicles and register them which are 
in the range of respective TA. After registration the 
TA can start communication with OBUs of the 
vehicle. 
 
Our proposed scheme totally depend trusted 
authorities that it will check the authentication of all 
the vehicles so as to completely minimize the 
malicious user attack. In this process the free riding 
attacks can be minimized easily so the main 
concerned here is into security issues are selfish 
vehicle user. Such selfish user can misbehave with 
other vehicle users, by using another’s identity, which 
tremendously serious threat to the VANET security. 
These attacks are nothing but active free riding 
attacks. In our proposed scheme we have proposed 
authentication scheme for vehicles and have drawn 
some graphs for different numbers of RSUs i.e. road 
side units. This can be calculated as efforts per 
vehicles related to the number of vehicle user. 
Different attacks by unwanted users (malicious 
nodes) are given below, 
 
1) If the malicious user gives false identity to the 

TA to save itself of being identified is called as 
Linkability Attack for which authentication 
plays very important role to identify such user 

and does not allow it to communicate with any 
other user or a RSU. Also information shared 
by such users gets suppressed. The packets 
sends by such malicious user also gets 
dropped. This attack is a type of external 
attack. 

2) Free riding attacks are of further two types one 
is active free riding attacks and passive free 
riding attacks. In Active free riding attacks, 
malicious nodes uses fake authentication and 
pretend to be someone else. They make fake 
authentication or duplicate authentication to 
communicate with TA. In passive free riding 
attacks the attacking vehicle users try to 
communicate without authentication and try to 
give false information and interfere in secure 
communication. In this they shared the user’s 
authentication due to which secure information 
also can get shared with such malicious user 
which is also serious security issue. 

 
To reduce these attacks proper authentication, 
fairness among all the users and cooperation among 
them play vital role. This can be achieving by 
reducing efforts per vehicle at the same time reducing 
the effects of attacks. 
 
IV. NETWORK MODEL 
 
EFFECTIVE AUTHENTICATION SCHEME: 
 
Considering ‘x’ numbers of vehicles users are in the 
given area, all of them having assigned unique token 
with a signature. Whenever these vehicle users needs 
to authenticate ‘y’ number of messages needs to first 
verify their signatures by road side units to access the 
message. The cost of generating such signatures and 
their authentication needs to be calculated to reduce 
the cost. 
 
While proceeding we come across two cases, non 
cooperative case and cooperative case. In the former 
case vehicle users do not cooperates the message 
authentication process in which each user needs 
separate authentication message. In non cooperative 
case the gain remain high and constant, does not 
change for any case.  Computational overhead of this 
method is also high some output gets wasted. These 
drawbacks of non cooperative case can be overcome 
in later case that is in cooperative case in which gain 
can be observed by calculating efforts per vehicle for 
given time assign to them for their tokens. We can get 
desired results with this method. Cooperative case 
also avoids crowding of vehicle users and increases 
the efficiency. It reduces the overall cost by reducing 
the cost of message authentication per vehicle by 
assigning the messages to the desired users only if it 
required. Hence gain can be enhanced by selecting 
different number if road side units for different token 
time assigns to the vehicle users.       
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This way one can compute authentication overhead 
per vehicle by considering total cost of cooperative 
and non cooperative case.  Also this cost can be 
reduced by eliminating the unwanted users that 
means malicious users.                          
 

 
Figure1: The secure cooperative authentication scheme [1] 

 
V. ANALYSIS & VISUALIZATION 
 
The figure explains the secure message authentication 
process for vehicular Adhoc network. To established 
communication between vehicle and road side unit or 
between two vehicles, the vehicle has to give its own 
authentication efforts to other user with whom it 
wants to establish the connection. The other which in 
turn ask for the authentication proofs to the user as 
well as provide with its own authentication efforts. If 
this efforts matches with each other both the users 
starts communicating with each other. 
 
Pre-defined security model does not take into account 
the security model as the trusted authority is busy in 
assigning and verifying the authentication of users 
and hence may miss some of the malicious attackers 
in the system. But in proposed scheme security in 
cooperative communication is our first priority after 
achieving efficient cooperative message 
authentication. The two attacks active free riding 
attacks and passive free riding attacks can be 
eliminate efficiently. Information by such malicious 
users gets rejected and trusted authority does consider 
such users as malicious users and drops their packets 
whenever they try to invoke themselves into the 
secure communication, the TA does not let make 
connection eith any other vehicle users or any road 
side units. 
 
Simulation Parameters: 
 

Table1 Simulation Parameters 

 
 
The project simulation is conducted within the 
Network Simulator (NS) 2.34 environment on a 
platform with Ubuntu 9.10. The simulation the nodes 
represents the number of vehicle users. 
 
VI. PERFORMANCE EVALUATION 
 
In this paper, the performance of network parameters 
such as Throughput ratio and cooperative gain of both 
the proposed method and existing method are plotted 
in the graph. In our proposed method, the 
performance of these parameters are similar to 
existing method till certain point of transmission time 
and when the transmission time increases  the 
proposed method overcomes the existing method. 
 

 
Fig 2:  Throughput ratio 
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Fig 2 shows the simulation results for throughput 
ratio and the results are summarized in table2. For 
simulation result we are considering 20, 40, 60, 80, 
100 number of vehicles in area around 10 km. these 
vehicle user have range of transmission of 500m of 
its on board unit. Numbers of road side units have 
been setup at a distance of 1km. To study the 
performance we have considered some of RSUs such 
as 6RSU, 10RSU and the effect of numbers of RSUs 
on the performance of the system.  
 

Table 2 
Throughput of proposed method and existing 

method 

 
 
Also readings have been taken for different time 
allotted for the packet transmission and reception. 
That time is called as token time. The readings have 
been taken for the token time 200s, 400s and 500s. As 
a part of performance evaluation we have calculated 
throughput also which is also more than the existing 
method. The gain for the given setup is cooperative 
gain as while packet transmission we will consider 
malicious users also for security purpose. Whereas in 
non cooperative case, packets are sent as much as 
users are available in the network results in 100% 
gain. This non cooperative case the security is not 
considered. On the other hand in later case, the 
cooperative case, the transmission of packets done 
only after security check. In this if  any vehicle is 
found to be malicious, the packet from such users 
gets dropped and no information exchange done with 
that user. 

          

 
     Fig 3:  Cooperative gain for 6 RSUs 

Fig 3 shows simulation results of cooperative gain for 
6RSUs and the results are summarized in table3. 

 
Table 3 

Cooperative gain for 6 RSUs 

 
        

 
    Fig 4:  Cooperative gain for 10 RSUs 

 
Fig 4 shows the Cooperative gain for 10 RSUs and 
the results are summarized in table 4. 

 
Table 4 

Cooperative gain for 10 RSUs 

 
 

CONCLUSION 
 
The result confirms that the proposed scheme can 
achieve the message authentication effectively. The 
proposed scheme reduces delay and increases the 



International Journal Of Electrical, Electronics And Data Communication, ISSN: 2320-2084  Volume-4, Issue-10, Oct.-2016 

A Novel Methodology to Achieve Effective Message Authentication in VANET 
 

85 

throughput. As we can see that non cooperative gain 
is constant for different token timings and any 
number of road side units. Whereas the cooperative 
gain in the simulation results shows that the proposed 
scheme can reduces the computational overhead on 
vehicle users for authenticating signatures and allow 
the users to communicate directly which led to 
reduction of time delay. This facilitates the Trusted 
Authority to keep track of malicious activities 
efficiently and eliminates the external and internal 
attacks by such malicious users. The cooperative gain 
can be calculated and analyzed by plotting the graph 
between efforts per vehicles and token time assigned 
to the vehicle users.  The cooperative gain has been 
calculated and improves by using different values of 
token time allotted to each of the vehicle user. Here 
in output graph cooperative gain for 200sec, 400sec 
and 500 sec has been calculated by using 8 and 10 
road side unit. 
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