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I. INTRODUCTION 
 
In MANETs, nodes involve in both the transmission 
and reception process. These nodes can communicate 
with each other in both forward and reverse 
directions. These nodes are destined to the certain 
range of communication. When any node goes 
beyond the range, the communication fails between 
the particular node and the neighbour node. MANETs 
solve this major issue by letting an intermediate node 
to bring the communication back between the two 
nodes.The function of the entire network totally 
depends upon how all the nodes in the network are 
working  together. Since the network performance is 
based on the cooperation of the nodes and it is an 
open media,any intruder can convince any of the 
nodes  and launch an attack into the network [9]. The 
convinced (selfish) node can be present in the same 
netwok or outside of the network [7].  The Detection 
of such  nodes is important as it can snoop the data or 
steal the confidentiality of the system [2,7,9]. 
 
II. PROBLEM STATEMENT 
 
In wireless network two nodes cannot communicate 
with each other when the distance between the two 
nodes is beyond the communication range of their 
own. MANET overcomes this disadvantage by 
establishing adhoc network   which relays data 
transmission between two transmitters where 
infrastructure is absent. As MANET is vulnerable to 
the attackers it is difficult to protect the privacy of the 
network as all the protocols in MANET believe that 
all the nodes in the network are cooperative and not 
misbehaving. The WATCHDOG scheme which was 
proposed earlier addressed this issue but it has its 
own drawbacks such as limited transmission power 
and receiver collisions. And later TWOACK [5] and 
AACK [2] schemes were proposed which overcome 

these limitations, but still not delivering better 
performance as both the schemes do not have any 
security mechanism to detect  false misbehavior 
report from the convinced nodes  ie. Some nodes 
which are convinced by the attackers report some 
innocent nodes as selfish nodes [1]. 
 
III. DESIGN METHODOLOGY 
 
The design methodology consists of two major parts. 
The first part is to detect the selfish node and send the 
data in another path using DSR protocol. The second 
part is to simulate the parameters such as packet 
delivery ratio and routing overhead and compare it 
with the existing methods such as AACK., 
TWOACK.. As this is acknowledgement based 
scheme, all the acknowledgement packets are secured 
by digital signature [1,13] to ensure these 
acknowledgement packets are original and not 
contaminated. In second part the parameters such as 
Packet Delivery Ratio and Routing Overhead are 
measured, simulated and compared with the existing 
methods such as AACK and TWOACK. 
 
a. CALCULATION OF NEIGHBOR NODE 
Calculation of neighbor node is an important task in 
this scheme to detect the shortest path between the 
source and destination. In this paper, the distance 
between two nodes is calculated for the information 
of neighbor nodes. To calculate the neighbor nodes, 
each node should be updated with their x and y 
coordinates [8].  Once distance between two nodes is 
calculated, the nodes will send hello packets to its 
neighbor node and this neighbor node information 
will be updated and maintained [1].  Fig 1. Shows the 
system flow which is carried out throughout this 
paper. 
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Fig 1. Design flow [1]. 

 
b. ACKNOWLEDEGEMENT 
The working principle of this method is shown in Fig. 
2. In this scheme [4], the source node and destination 
nodes are selected and the secured data packets (Psd) 
are forwarded from source to destination in the 
chosen shortest path.  If any of the nodes in the path 
is selfish node, then the source node S will not 
receive the secured acknowledgement packets (Psak) 
sent by destination node within the threshold period 
of time. In this case, the source node S activates the 
next scheme (Secure-Acknowledgement) to detect the 
selfish node in the path. 
 

 
Fig 2.  ACKNOWLEDGEMENT scheme 

 
c. SECURE-ACKNOWLEDGEMENT   
          
In this scheme the entire network other than source 
node and destination node are divided into groups and 
each group contains three nodes [3,5]. The working 
principle of this scheme is shown in Fig.3. In the fig, 
nodes N1, N2 and N3 are chosen as first, second and 
third node respectively in a group. The first node is 
destined to send the secured data packets to the 
second node and the second node is destined to 
forward it to the third node. Now as the third node it  
is supposed to send secured acknowledgement data  
 

 
packets to first node in the same path but in the 
backward direction. The threshold time is already set 
in the first node and if the acknowledgement packets 
fail to come back to the source node within the 
threshold time, the first node considers the second 
and third node as selfish nodes and reports it to the 
source node.  
 
In TWOACK method [5], the source node 
immediately trusts this report, but in our designed 
scheme, once selfish node is detected, it activates 
Misbehavior Report Authentication (MRA) scheme 
to detect whether the given report is true or false [1]. 
The working principle of this scheme is shown in Fig 
3. 
 

 
Fig 3. SECURE-ACKNOWLEDGEMENT scheme [5]. 

 
d. MRA SCHEME 
Once selfish node is detected, the source node 
activates MRA by sending MRA packets to the 
destination node in different route using DSR 
protocol [1,5] in another shortest path. Now, the 
following conditions are checked and verified by 
destination node [1].  
 
 Condition 1: If MRA packets==Reported packets, 
then the report received by source node is false. Then 
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the node which blames innocent node as selfish node 
is identified as selfish node. 
  
Condition 2:  If MRA packets≠ Reported packets, 
then the report received by source node is true. Then 
the source node trusts the report and details of selfish 
node is updated in the source node.  
 
Digital Signature: 
As the design methodology relies on 
acknowledgment packets to detect misbehaving 
nodes in the network, it is important to ensure that all 
acknowledgment packets in the design are original 
and not contaminated [1,13]. Considering this fact, 
digital signature method is included in the paper. 
 
Fig 4. shows the flow of digital signature scheme in 
this design methodology.  In  Fig 4 Alice is sender 
and Bob is receiver and the communication takes 
place in an unsecure channel.  
 

 
Fig 4.shows the communication secured with digital signature 

[1]. 
 
In Fig. 4, Alice is sending a message to Bob in a 
channel which is open to all and therefore may invite 
attackers. First, the sender generates a constant length 
message digest d with a hash function H. This hash 
function is previously agreed by both the sender and 
Receiver. This is expressed as 
 
                            H(m)=d                       (1) 
     
Second, the private key of sender is generated and 
should be attached with the message digest d. That is 
shown in eqn.2 
 
          Spr (Alice) = SigAlice                                                          (2)    

 
This private key generated by the sender is 
confidential which is known only to sender and 
receiver. If the confidentiality is not maintained 
between sender and receiver, then any attacker can 
observe the message and manipulate it with Alice’s 
signature. 
Once the receiver receives the message, it applies the 
hash function (which is agreed previously) on 

received message m’   to get the message digest d’. 
This can be expressed in eqn.3 
 
             H (m’) = d’                                           (3) 
 
The receiver can now verify Alice’s signature by 
applying Alice’s public key Sk(Alice )  in SigAlice  by 
using 
 
        Sk (Alice ) (SigAlice) = d                                   (4) 
 
If d==d’, then it can be concluded that the message 
m’ which was received by receiver in unsecure 
channel is original and intact. This is the way the 
communication via open channel is secured from 
attackers. 
 
IV. PERFORMANCE ANALYSIS 
 

Table 1: Parameters used 

 
 
This chapter gives result analysis and waveforms 
generated during the simulation in network simulator 
(NS2). Table 1 gives the details of parameters which 
are used throughout the process. In this paper, the 
link between each node in the network is 
bidirectional; both the source node and the 
destination node are not selfish nodes for each 
communication process. Unless specified, all 
acknowledgment packets described in this paper are 
secured by Digital signature scheme [1,13] and 
therefore original and not contaminated.  The NS2 
coding in this paper models the wireless network with 
40 nodes and 60 nodes. In this paper, two different 
scenarios are considered.  
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V. SIMULATION RESULTS 
 
Scenario 1:  Packet delivery ratio and routing 
overhead are measured considering all the selfish 
nodes simply drop all the packets passing through it. 
Fig 5 and Fig 6 show the snapshots of simulation 
results in terms of packet delivery ratio and Routing 
overhead respectively. The simulation results are 
followed by the tabular columns which summaries 
the results.  

 
Fig 5. Packet delivery Ratio (Scenario1) 

 

 
Fig 6. Routing Overhead (Scenario 1) 

 
The summarized results of packet delivery ratio and 
routing overhead of Scenario 1 are shown in the 
following tables. 
 

Table 2: Packet Delivery Ratio (Scenario 1) 

 

Table 3: Routing Overhead (Scenario 1) 

 
 
Table 2 and Table 3 summaries the results of packet 
delivery ratio and routing overhead respectively.  In 
this scenario designed scheme overcomes the existing 
methods in case of packet delivery ratio. For eg. 
When no of malicious nodes is 20, the packet 
delivery ratio of AACK and TWOACK are 0.43 and 
0.58 respectively when the packet delivery ratio of 
our designed scheme is 0.80.Anyways when the no of 
selfish nodes is 50 the performance of TWOACK and 
our designed scheme is almost same. This is because 
of delay in the transmission introduced by 
incorporation of MRA scheme in our designed 
scheme. Our designed scheme shows negative 
performance in Routing overhead because of the 
incorporation of Digital signature. 
 
Scenario 2:  Packet delivery ratio and routing 
overhead are measured considering all the selfish 
nodes simply drop all the packets passing through it 
and send forged acknowledgement packets to the 
previous node. Fig 7 and Fig 8 show the snapshots of 
simulation results in terms of packet delivery ratio 
and Routing overhead respectively. The simulation 
results are followed by the tabular columns which 
summaries the results. 
 

 
Fig 7. Packet delivery ratio (Scenario2) 

 

 
Fig 8. Routing overhead (Scenario2) 
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The summarized results of packet delivery ratio and 
routing overhead of Scenario 2 are shown in the 
following tables.        
 

Table 4:Packet delivery Ratio (Scenario2) 

 
 

Table 5:Routing Overhead (Scenario 2) 

 
 
Table 4 and Table 5 summaries the results of packet 
delivery ratio and Routing overhead respectively.  In 
this scenario designed scheme overcomes the existing 
methods in case of packet delivery ratio. For eg. 
When no of malicious nodes is 20, the packet 
delivery ratio of AACK and TWOACK are 0.39 and 
0.58 respectively when the packet delivery ratio of 
our designed scheme is 0.82. This positive 
performance of our designed scheme is because it 
effectively mitigates forged acknowledgement 
packets due to the incorporation of Digital signature. 
Our designed scheme shows negative performance in 
Routing overhead in this scenario too because of the 
incorporation of Digital signature. 
 
CONCLUSION 
 
In this paper, an effective methodology for detecting 
selfish nodes was carried out in two different 
scenarios and compared with the performance of 
existing methods. The results show better 
performance over packet delivery ratio when 
compared to the existing methods such as Watchdog, 
TWOACK, and AACK..The digital signature scheme 
which is added to the designed scheme ensures all the 
acknowledgement packets are original and not 
contaminated and therefore eliminates the problems 

such as forged acknowledgement packets and partial 
dropping of selfish nodes, which, the existing 
methods are facing. The designed scheme still shows 
negative performance over Routing overhead due to 
the introduction of Digital signature. This Routing 
overhead can be further reduced in future by 
eliminating the necessity of pre distributed keys and 
also by adapting different protocol rather than DSR 
protocol. 
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