
International Journal Of Electrical, Electronics And Data Communication, ISSN: 2320-2084  Volume-4, Issue-9, Sep.-2016 

Secured and Lossless Reversible Data Hiding Scheme For Satellite Images 
 

29 

SECURED AND LOSSLESS REVERSIBLE DATA HIDING SCHEME 
FOR SATELLITE IMAGES 

 
1ROHITH S, 2DEEPA M, 3B.K.SUJATHA 

 
1Department of ECE,Nagarjuna College of Engineering & Technology 

2,3Department  of Telecommunication Engineering,M S Ramaiah Institute of Technology, Bangalore,India 
E-mail: 1rohithvjp2006@gmail.com, 2deepa16msrit@gmail.com, 3bksujatha@msrit.edu 

 
 
Abstract— Fast and inexpensive transmission of digital data over wireless network is arising the need for security to protect 
the data . Security techniques such as watermarking, steganography and cryptography are used to protect the data during 
transmission over internet. Reversible data hiding is the method that aims for successful recovery of secret data and the cover 
work at the receiver without degrading the quality of cover work. In this work a novel idea of text embedding scheme using 
RDH is proposed. The  security is provided to the text with the help of encryption using Logistic Map, this encrypted text is 
embedded into the satellite image by histogram shifting technique so that mishandling of text with respect to image is 
overcome. The watermarked satellite image is again encrypted using Logistic Map to protect it from unauthorized users 
during its transmission. At the receiver decryption of the image, extraction of text is carried out by using the data hiding key 
and decryption keys. This method does not require original image at the receiver, to extract the secret information. 
 
Index Terms— Reversible data hiding, Text information, logistic map, Histogram shifting 
 
I. INTRODUCTION 
 
Rapid growth in information technology multimedia 
has changed the lifestyles of people in recent years. 
Irrespective of their physical location people can 
exchange data and communicate with each other with 
the help of computer networks. In order to ensure 
security many techniques are developed like data 
hiding and cryptography. In cryptography encryption 
and decryption of data occurs at the transmitter and 
receiver respectively. All communications in recent 
days is happening through internet, since internet is 
widely used by all, security and data transmission 
problems are encountered. In order to provide safety 
to the data being transmitted it is desired to encrypt 
the data using a suitable algorithm, so as to protect it 
from unauthorized users. Along with the 
cryptography if we use watermarking it provides 
additional advantage that the secret data is hidden 
into the cover work, so that it becomes difficult for 
the illegal users to identify, in case if identified 
watermarking technique provides robustness to 
modifications or any other attacks. Reversible data 
hiding is the method that aims for successful recovery 
of secret data and the cover work at the receiver 
without degrading the quality of cover work.  
In [1] RDH technique based on difference expansion 
is discussed. This method allows multiple embedding 
provides extra storage space and is less complex. But 
the disadvantage of this method is the partition is not 
dependent on location map. Prediction error based 
watermarking is proposed in [2] here the information 
content is preserved. The neighborhood pixels are 
used to calculate the prediction error, this method 
offers less distortion at low embedding rate and 
performance of this method is worst due to high 
prediction errors. In [3] the data is embedded into the 
encrypted image with the help of data hiding key. 
Two different keys are used encryption key and data 

hiding key. This method achieves good embedding 
capacity with low distortion. The disadvantage of this 
method is recovery of text and image is easy if keys 
are known. A reversible data hiding making use of 
another key for compressing the LSB of the 
encrypted image is proposed in [4]. This method can 
be used for lossless compression but not for  lossy 
compression. This method provides less embedding 
capacity. The watermarked image recovered without 
any loss based on adaptive prediction error expansion 
is proposed in [5]. This method gives a sharp 
prediction error histogram and the prediction error is 
high. The disadvantage of this method includes low 
performance because location map is used and some 
pixels cannot be shifted to prevent overflowing. In [6] 
image is encrypted by XOR operation between each 
bit with the encryption key. Chunks are formed from 
the encrypted image and each chunk can carry one bit 
of data. Smoothness is checked making use of side 
match method.  
 
II. OVERVIEW 

 
A) Reversible Data Hiding by Histogram Shifting:  
In this technique the histogram plot of the image is 
obtained and the peak point is determined, the 
histogram of red plane is shown in figure 1 A1.The 
peak point indicates the color scale having maximum 
number of pixels. Capacity of Histogram shifting is 
based on maximum number of pixels in the peak 
point, more number of pixels indicate higher 
capacity. The secret data to be embedded should be 
less than the number of bits that are supported by the 
cover work, if the data to be embedded exceeds the 
capacity distortion occurs in the cover work. Once the 
peak point is determined the histogram is shifted one 
bit right or left towards the right by one place so as to 
create a vacant place next to peak point. During the 
embedding process the pixels modification occurs 
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between the peak point and towards the right side of 
the histogram with the peak point carrying the secret 
data, histogram shifted plane is shown in the figure 1 
B1. After histogram shifting the vacant place next to 
peak point is used for  data embedding,  if the data bit 
to be embedded is 1 then new pixel value is  peak 
point +1 and the pixel value at the peak point remains 
same if the embedding data bit is 0.At the receiver if 
the color scale value is peakpoint+1,then embedded 
bit is 1 and if the color scale value is same as peak 
point then embedded bit is 0.The secret data is 
extracted and histogram resifting is performed to get 
the recovered original cover work. 
This method is very simple, offers less distortion and 
embedding capacity is high. The disadvantage of this 
method is frequency of the peak pixel value 
determines the embedding capacity.  

 
Figure 1:A1)  Shows the histogram of red plane B1) Shows the 

histogram shifted red plane 
 
B) LOGISTIC MAP: 
 
Logistic map is one of the chaotic maps, it is the 
polynomial mapping of degree 2. It has two important 
properties, very sensitive to initial conditions and 
topological mixing. The main advantage of using 
logistic map is its higher speed of computation and 
simple implementation and unpredictability. The 
encryption using logistic map gives a high level of 
security. Several numbers of iterations are carried out 
for encryption.  
Logistic map is a function given by  
Xn+1=rXn(1-Xn)                                                     (1) 
The bifurcation parameter r lies between (0 and 4), 
i.e. 0<r<4. 
The initial value X0 lies between (0 and 1), 
i.e0<X0<1. 
The generated sequence {X1, X2, X3……Xn….} lies 
between (0 and 1), i.e0< {Xi} <1. 
 Security to the text is provided by generating a 
pseudo random sequence {Xi}. 0< {Xi} <1, by using 
logistic map. 
 
III. PROPOSED METHOD 
 
Block diagram of the proposed scheme is shown in 
Figure 2. The data hiding is performed in the red 
plane of the image because data embedding in the red 
plane does not bring any change in the perceptible 
quality of the watermarked image. To provide 
security, data is encrypted using logistic map. 
Histogram technique is being preferred because of its 
less complexity, high visual quality and gives good 

performance in terms of SNR values. The encrypted 
text is embedded into the satellite image resulting in a 
watermarked image. In order to provide security the 
watermarked satellite image is encrypted using 
logistic map. At the receiver the image is decrypted 
using suitable key and the text is extracted using 
histogram analysis by using data hiding key and the 
text is decrypted using decryption key. 

. 

                            
Figure 2: Sketch of the proposed scheme 

 
A) Data Embedding: 

1. Load the satellite image into which the text 
is to be embedded. 

2. The color image is decomposed into Red 
plane, Green plane and Blue Plane. 

3. Generate the histogram of Red plane, since 
text embedding is carried out in the Red 
plane. 

4. The pixel values having maximum 
occurrence is considered as maximum point 
Determine peak point of histogram. 

5. Histogram shifting is performed so as to 
create vacant space corresponding to 
maximum point to carry one bit of text data. 

6. Each character of the text data is converted 
to 8 bit binary data. 

7. Security to the text is provided by generating 
a pseudo random sequence {Xi}. 0< {Xi} 
<1, by using logistic map. 

8. Binary sequence is generated by using the 
condition that if {Xi}>0.5, it is considered as 
binary value 1, if {Xi} <0.5, it is considered 
as binary value 0.Now this results in a 
binary sequence. 

9. Binary sequence of text is Xored with the 
random sequence generated in step 7, this 
results in the text encryption. 

10. Embedding of encrypted data is made into 
histogram shifted Red plane, the pixel value 
is increased by one if the encrypted text 
binary value is 1, and the pixel value 
remains same if encrypted text binary value 
is 0.Now the vacant place in the histogram 
of R plane is embedded with the secret data. 
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11. The resultant Red plane, Green plane and 
Blue plane are combined to get the data 
hidden image. 

12. The data hidden satellite image is again 
encrypted using logistic map similar to text 
encryption so as to provide security to the 
image during its transmission. 

 
B) Data Extraction: 

1. The received image is decrypted using 
decryption key. 

2. Decompose the data hidden image into Red 
plane, Green plane and Blue Plane. 

3. Generate the histogram of Red plane, since 
data is embedded in Red plane. 

4. Determine the data values with the help data 
hiding key (the peak point acts as data 
hiding key) from the histogram of   Red 
plane. If the pixel value is one more than the 
maximum point then the data value is 1, if 
the pixel value is same as maximum point 
then data value is 0. 

5. The same value of x0 and r that were used 
during encryption, are used to generate the 
random sequence, here x0 and r serve as the 
keys for decryption. 

6. The extracted binary sequences of step 4 are 
xored with the random sequence generated 
in step 5.This results in character text in 
binary form. 

7. Covert the characters in binary form to 
decimal, resulting in character recovery. 

8. After data extraction leaves the histogram 
vacant at the location next to peak point, 
therefore reshifting of histogram is 
performed to bring back them to original 
positions. 

9. Combining the Red plane from step 8 with 
the Green plane and Blue plane, gives the 
recovered original image. The image is 
recovered using   decryption key, similar to 
text decryption. 
 

IV. RESULTS AND DISCUSSION 
 

 
Figure 3. 512×512 different types of satellite test images. 

Ten satellite images of size 512x512 are chosen as 
the cover image as shown in figure 3. MATLAB 
software is used to   study the performance of the 
proposed scheme.  
Image 5 is taken as an example to illustrate the 
results. The algorithm is tested for all the 10 satellite 
images of size 512 × 512 and the performance is 
evaluated. 

 
Figure 4:A) Text input used as watermark, B) Encrypted Text 
used as watermark, C) satellite original test image, D) 
Encrypted text Data embedded color satellite image, E) 
Encrypted text data embedded in encrypted color satellite 
image, F) Encrypted text data embedded in decrypted color 
satellite image, G) 512×512 recovered original satellite test H) 
Recovered text from the watermarked image. 
 
The cover image is embedded with the encrypted text 
such as name of the satellite, date and time of image 
capture as the watermark by histogram shifting 
technique. The watermark embedded images are 
encrypted using Logistic map to provide security 
during transmission. At the receiver the encrypted 
text is extracted by histogram analysis and the text 
decryption using suitable decryption key results in 
text recovery. Histogram reshifting of red plane and 
combining RGB planes results in image recovery. 

 
At the sender Capacity, MSE and SNR is computed 
for the original image and the image with watermark, 
and at the receiver MSE is zero and SNR is infinity. 
 
Table .1Embedding capacity in terms of bits and 

Characters 

 
 
The peak value of the histogram determines the 
embedding capacity with the increase in the peak 
point value the embedding capacity is increased as 
shown in the Table 1 
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Table.2 MSE and SNR for variation in number of 
characters embedded into the image 

 
 

From the Table 2 it is found that gradual decrease in 
SNR with the increase in the number of characters 
embedded. Even though there is a gradual decrease in 
SNR it does not cause degradation in perceptual 
quality of the watermark embedded image. 
The time for text encryption and embedding is nearly 
3 seconds and for image encryption its about 0.6 
seconds and total of 4 seconds is required for all the 
steps to be completed at the sender. At the receiver 
0.3 seconds is required for image decryption and 0.9 
seconds for text decryption and recovery. Therefore 2 
seconds is required for overall steps to occur at 
receiver. The execution time computed for all the ten 
images with the text of 295 characters is shown in the 
Table 3. 
 

Table 3. Execution time measured in seconds, 
computed for text of 295 characters. 

 
 
CONCLUSION 
 
Reversible data hiding scheme in satellite images is 
helpful in many areas such as military, in weather 
forecasting, and in astronomy. Histogram Shifting 

based Reversible data hiding scheme gives the 
advantage of simplicity, low computational cost. 
High embedding capacity and high quality of 
recovered image and good recovery of the watermark. 
Extra security is provided to the text and the image by 
using logistic map, which generates a pseudo random 
and unpredictable sequence to protects the data from 
unauthorized users. Only those users who have the 
same values of r and X0 values that are used during 
encryption can recover back the data during 
decryption. The logistic map based encryption is 
simple and faster, thereby the computation speed of 
the proposed algorithm is high. Data embedding has a 
great advantage in situations where security is an 
issue and the when the bandwidth of transmission is 
limited. The main intension of watermarking is to 
avoid the hackers to remove or modify the 
watermark. With the proposed method it was possible 
to recover the text without any loss in the bits as well 
as the satellite image was recovered without any 
degradation in its quality after extraction of data from 
it. This method does not require original image for 
watermark extraction at the receiver. 
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