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Abstract— With rapid elasticity, transparency and low maintenance, cloud provides the convenient and best solution for data 
sharing among the cloud users in a group, and pay-as-you-go manner. Data storage is the most fundamental service used by the 
users to store and share data. Sharing the data becomes complex task in a multi-owner manner, still maintaining privacy and 
data preservation is a challenging issue, this is because of frequent membership change. Therefore we propose Data sharing 
in multi-owner style with revocation mechanism in cloud for dynamic groups by using the techniques called dynamic 
broadcast encryption technique, group signature technique and recovery mechanism. Meanwhile the number of revoked are 
independent of computation cost of encryption and storage overhead. So this guarantees user can share the data and maintain 
back up of the data in case of data/file lost. 
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I. INTRODUCTION 
 
Cloud computing is a platform known for its popular 
and traditional information technology because of its 
resource sharing nature, on-demand self-service, 
resource pooling, rapid elasticity and low 
maintenance. Cloud services are provided and 
maintained by cloud service providers (CSP’S), such 
as Go-daddy, Amazon etc. The powerful Datacenters 
are given to the cloud users in order to provide the 
services. The cloud server maintains the data 
remotely, it removes overhead of storing onto the local 
system, the cloud server maintains the data and make 
it available for 24 hours with low lost. So that user can 
enjoy the data availability with high speed and 
improved system performance without the overhead of 
the memory. However the growth of the customers and 
Enterprises is who uses cloud sever to store their data 
is increasingly challenging user’s security and privacy 
of data. 
Consider a real scenario, the company with its 
department or its staff member allowing sharing and 
store files. Utilizing the cloud, the company saves 
local structure Investment. Some level the data stored 
in cloud server is untrusted, because company stores 
its confidential or sensitive data on cloud server which 
is managed by third party i.e. CSP’s. Therefore 
privacy and security plays very important role in cloud 
computing. The existing system use an encryption 
scheme to encrypt data files before uploading into the 
cloud server to ensure data security and privacy. But 
unfortunately, dynamic group scheme in secure data 
sharing is difficult due to challenging issues: 
A. Privacy Identification: Privacy is the major 

problem in adoption as wide deployment in cloud 
computing. The cloud users hesitate to join the 

cloud, because they have fear of getting their 
confidential or sensitive data disclosed to the 
intruders or attacker or third party (CSP’s). On 
other side unconditional identity privacy may 
occur. For example, staff misbehaviour can 
disturb or deceive rest members of company by 
false sharing files or data without traceability. 
Therefore group manager or company manager 
can trace the work done by its department or staff; 
he/she can be caught in case of any disputes, so 
they can be revoked from the group. 

B.  No Multiple-ownership: More flexibility is given 
to multiple-ownership manner applications than 
single ownership manner because of accessibility, 
in single ownership manner various operations 
such as storing, modifying or manipulating, 
deleting are performed by group manager.  
Only read access is permitted to the cloud users. 
But in multiple ownership manner all group 
members are owner, i.e. each and every member 
in a group is allowed to modify their own data, not 
only their own data but modify his/her part of data 
in an entire file shared by the company. 

C. No Data Backup: In cloud computing large 
amount of data gets electronically generated, this 
data need to be maintained efficiently, so there is 
need of data recovery services. The data/file loss 
is due to file deletion (Human error or device 
fault), network failure or cloud gets destroyed for 
some reason. 

D. No Revocation Mechanism: Dynamic nature of a 
group is due to revocation of current employee 
from the group. The frequent change the in 
membership i.e. joining of new staff member in a 
group or revocation of current employee from 
group makes the data sharing much more difficult 
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due to following reasons: on one hand the new 
staff or participant cannot learn the content of the 
file/data before their participation, this is due to 
new participants cannot contact data owner 
directly and get the decryption keys 
correspondingly. On other hand, apply revocation 
mechanism without updating the secret key of the 
remaining users and reduce the complexity of 
generating the keys.  

 
Several schemes based on the security were proposed 
for the efficiency and sharing the data securely on the 
untrusted storage i.e. cloud .In above defined 
approaches, the data files were encrypted and stored 
onto the untrusted cloud and decryption keys were 
distributed to the users who are authorized. But, the 
revocation of the user and multiple-ownership manner 
scheme were not efficiently addressed. Section 2 
defines the review of the reference papers. The brief 
discussion about the contributors with the conclusion 
is listed. Section 3 defines the existing system.  
 
Section 4 defines proposed system, and finally, section 
IV concludes the paper.  
 
II. LITERATURE SURVEY 
 
In [1], Kallahalla et al. Proposed cryptographic 
storage, it allows sharing of files on the untrusted 
cloud in a secured way which is called as “Plutus”. 
Files are divided into filegroups each filegroup is 
encrypted with a key called file block key. Filegroups 
can be shared by data owners by the use of 
corresponding lock box key, where file block key is 
encrypted by using lock box key. The key exchange 
between users using filegroup is reduced; identifier 
write access and file read efficiently deals with user 
revocation, authorization of file writers by untrusted 
server. However sharing of large files is an overhead 
due to heavy distribution of keys. Additionally, 
updation of file blocks key is all needed and 
distributed to user revocation. 
In [2], Goh et al. proposed secure files system to 
overcome insecure network and file system regarding 
p2p such as Yahoo, NFS, OceanStore, and CIFS 
known as “Sirius”. Sirius provides file level sharing 
with read-write cryptographic access of its own and 
unstructured storage is assumed. The untrusted cloud 
contains file. File stored is divided into file meta data 
and file data, file meta data includes key block 
encryption series, each key block is encrypted under 
public key, the number of authorized user is 
proportional to the metadata file size. The issue is 
intractability of user revocation for the large scale 
sharing because of updation of file metadata. Sirius is 
extended to overcome the issue of sharing of large 
scale using revocation construction Key called NNL. 
In NNL system it needs recomputation of private key 

of each user, which depends on application that is 
dynamic in nature. Efficient revocation key can be 
achieved in construction of NNL. Major concern is 
sharing large scale increases with computation 
encryption overhead. 
In [3], kruti et al. Proposed “seed block algorithm 
(SBA) for providing backup scheme to maintain the 
data efficiently, where data generated is very large. 
The purpose of SBA falls in two categories; 
First, any remote location is used by the users for 
collecting information in case of connectivity failure, 
and second, file recover in case of file crash or file 
damaged or deletion of file or cloud destroyed for 
some reason. The time of recovery process taken is 
minimum. However data dynamics puts the cloud into 
a risk due to frequent change in cloud structure. 
In [4], Ateniese et al. proposed proxy re-encryption for 
distributed storage and securing the file by adding 
access control schemes, the content of blocks are 
encrypted by the owner with symmetric and unique 
keys and the result of obtained encrypted keys are 
re-encrypted with public key of master. The public key 
of master is re-encrypted using the cryptography in 
order to permit a user with a public key. Which intern 
helps in improving the security issue and access 
control? The outcomes of the scheme are 
unidirectional nature and secure file encryption. 
However, the attacks or threats may occur by the 
revoked user and untrusted system makes a user 
convenient to get details of the decryption key.  
In [5], Lu et al. proposed secure provenance scheme 
which is based on group signature and cipher-text 
attribute based encryption scheme.. Thus encryption 
of a file can be done by any user of group and other 
members of group can decrypt it. Group signature can 
be used to sign a group message by a particular 
member encrypting the data. This helps in traceability 
and privacy preservation. However revocation 
mechanism is not defined in this scheme. 
 
III. EXISTING SYSTEM 
 
In existing system the data owner is an initiator for 
storing and sharing data files on untrusted cloud. Thus 
group manager sends a private key to set of authorized 
users who cannot learn the content of the file as they 
are unaware of decryption key. As the no. Of data 
owner increases the complexity increases with 
revoked user. The only solution is to encrypt the file 
before storing on cloud. Unfortunately, designing such 
system for secure sharing and maintaining privacy is 
very difficult task. Thus the method called “Data 
sharing in multi-owner style with revocation 
mechanism” is been proposed. It allows secure 
sharing of data and still maintains the privacy without 
revealing the identity of data owner. Additionally 
allows new member entry and revoke of a member 
from at a time of disputes through revocation list. 



International Journal Of Electrical, Electronics And Data Communication, ISSN: 2320-2084  Volume-4, Issue-6, Jun.-2016 

Data Sharing in Multi-Owner Style With Revocation Mechanism 
 

11 

3.1 Disadvantages 
Group manager is responsible for storing and sharing 
of data on cloud. Revocation mechanism is not 
addressed and privacy identity is the major obstacle. 
So real identities may get disclosed. 
 
IV. PROPOSED SYSTEM 
 
4.1 Overview  
The proposed Scheme allows group member to share 
data efficiently and securely for dynamic groups by 
using group signature style and dynamic broadcast 
encryption mechanism. The group signature allows 
the any group member to sign a message and proceed 
with sharing and dynamic encryption allows to add 
new staff dynamically and data owner to share the data 
securely. The owner has to compute revocation from 
available public revocation list computed by manager. 
Thus we can protect the confidential data and 
computation cost is reduced i.e. computation cost of 
encryption and size of Ciphertext are independent of 
revoked user. The scheme provides efficiency, 
reliability, availability, traceability and scalability in 
system functionality i.e. file generation, file access, 
file deletion .It uses asymmetric encryption scheme for 
encryption, which allows generation of two keys i.e. 
public and private key. The data owner uses public key 
to encrypt data and group member decrypt it by using 
his/her own private key in order to access the data. 
 
4.2 System Model 
The Architecture is designed taking the scenario of 
organization or company, who has its department or 
staff members in a same group. The main parts of the 
design includes: group manager, group member, 
cloud server. 

 
Fig-1 Architecture of data Sharing Scheme. 

 
Group Manager Module  
Takes charge of the following, 

1. System parameter generation 
2. User Registration 
3. User Revocation 
4. Traceability and file Backup  

Group Member Module  
They are set of registered users with following 
functionality, 

1. Get registered to the group. 
2. Store confidential data on cloud. 
3. Share the data among others in a group. 
4. Update the data. 

File Security Module  
1. Encrypt the data file. 
2. File stored can be deleted either by group 

manager or group member (i.e. member 
uploaded original file). 

Group Signature Module 
The module allows anyone in a group to sign message 
but keeping the identity secrete from verifiers. The 
group manager can trace the activity of member i.e. 
signature originator at the time of disputes.  
User Revocation Module 
User revocation is performed by group manager 
through revocation list. Thus group members can be 
aware of revoked users and secure the data. 
Backup Module 
Provides backup in case of file lost due to network 
failure or file deletion or cloud gets crashed for some 
reason. 
 
4.3 Advantages 

1. Any group member can easily store the data 
and share it with others in group. 

2. The encryption size and size of Ciphertext are 
independent of revoked members. 

3. User revocation can be done without modifying 
secret key of other users in group. 

4. Traceability allows catching hold of inside 
attackers at the time of disputes. 

5. Recovery services in case of file lost. 
6. User not only reads his data but has flexibility 

to modify other user’s data. 
 
4.4 Design Goals   
Access Control: The only authorized member is able 
to get access to cloud server. 
Efficiency: Cloud is used to store and share the files 
with others in group; revocation is achieved without 
key updation of remaining users. 
Data Confidentiality: The main challenge is only 
valid user get access to the data. Revoked user is 
incapable to access after they are revoked. 
Data recovery: Back up of file in case of file deletion 
or network failure or cloud crash. 
Traceability and Anonymity: It allows the group 
manager to trace the user at time of disputes. 
Anonymity allows keeping the identity secret from the 
verifiers. 
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CONCLUSION 
 
This paper includes and introduces a secure data 
sharing scheme for dynamic groups. In this scheme 
user is able to securely store and share the data with 
others in group using group signature and dynamic 
broadcast encryption technique. Additionally it 
supports revocation of user and new member joining. 
Moreover revocation is done without secrete key 
updation through public available revocation list, 
where new participant can directly involve. It has 
features like access control, privacy preservation, 
anonymity, dynamic group efficiency, recovery 
service and traceability in case of any disputes. 
Furthermore, the computation cost of encryption, size 
of Ciphertext and storage overhead remains constant 
with number of revoked user. 
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