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Abstract- In this paper, a Computational Intelligent (CI) error detection\correction scheme is proposed that is based on 
cooperation between Artificial Immune System (AIS) and Recurrent Neural Network (RNN). The key idea is to incorporate 
the search capability, detection, and classification of the AIS algorithms for error characterization for Physically Unclonable 
Function (PUF) error characterization. AIS also manage the supervised learning of RNNs. The parallel structure of 
Bidirectional Associated Memory (BAM) neural networks is used to correct the PUF occurred errors. The results 
demonstrate effectiveness of the proposed structure as an intelligent error correction scheme to have a trusted hardware. 
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I. INTRODUCTION 
 
Password is an important part of today’s life. 
Measurements from intrinsic specifications of a 
person or a circuit can provide core knowledge for 
generating a secure key. This knowledge along with 
the cryptographic primitives can provide a 
commercial key for most applications. Error 
Correction Coding (ECC) is the main step for 
implementing a cryptographic key. Nature of a secure 
hardware and its variability, because of the intrinsic 
and extrinsic parameters such as age, temperature, 
and voltage, imply to use an ECC to achieve stable 
response. The accuracy of a typical conventional 
ECC is mainly related to different parameters such as 
message length, added redundant bits, and number of 
occurred error bits in the received message. Error 
correction limit, failure rate, and complexity are the 
most important design concerns for ECC algorithms. 
It has been observed that there are some functional 
similarities between an error correcting scheme and a 
recurrent neural network such as: distributed 
structure, high level of separability between pieces of 
information, being content associated memory, and 
resistance to noise. This fact motivates us to revisit 
the neural computation field with the help of error 
correction concepts. Also, new area of research on 
digital signature for intellectual property (IP) has 
been proposed for securing Field Programmable Gate 
Array (FPGA), integrated circuits (IC), and 
embedded systems. Physically Unclonable Functions 
(PUFs) are promising way to address against the 
problems of counterfeiting, cloning and reverse 
engineering. Our main goal of this research is to 
introduce a combined version of CI tools that works 
as stability algorithm and also provides a robust and 
secure ECC for generating a secure hardware PUF 
key. Therefore, it is one of the most important 
research topics in this area and has been the focus of 
only a few research studies. One of the original works 
for applying NN for ECC is presented by Bruck and 

Blaum in 1989. It is shown that for a given error 
correcting code, they can construct a neural network 
in which every local maximum is a codeword and 
vice versa. Simultaneously, Yuan et al. explained the 
behavior of a particular class of neural networks and 
their application to error control coding. They prove 
that the neural network is able to perform analog 
error correction without hanging up at some 
undesired states. The corresponding code is a 
balanced code which has significantly higher rate 
than original Hopfield code. A recent work by Berrou 
and Gripon illustrate that error correcting codes, 
combined with sparse data representation, can play in 
neural networks. ECC is introduced in associative 
memories based on Hopfield networks in order to 
increase the learning diversity as well as the recall 
robustness in presence of erasures and errors.  
In this paper, we propose a novel cooperative 
Artificial Immune System (AIS) and Recurrent 
Neural Network (RNN) scheme which takes 
advantage of two sources of learning in order to 
improve the ECC performance in terms of error 
detection and correction. One of the most important 
advantages of the proposed scheme is that it has 
immune memory, compared to other proposed 
methods in this field, where provides fast and 
accurate error detection approach. A RNN with 
capabilities of learning and memorizing of 
input/output patterns has been chosen which works as 
an associated memory. The associated memory 
allows the recall of information based on partial 
knowledge of its contents. An associative memory is 
a Content Addressable Memory (CAM) that maps 
specific input representations to specific output 
representations. The weights of the connections 
between the neurons have to be set that the states of 
the system corresponding with the patterns which are 
to be stored in the network are stable. When the 
network is activated with a noisy or incomplete test 
pattern, it will render the incorrect or missing data by 
iterating to a stable state which is close to the main 
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pattern. Bidirectional Associated Memory (BAM) 
neural network has been chosen for the correction 
process and furthermore to generate a secure helper 
data. It has found that a parallel structure of BAM 
networks can increase accuracy and security of the 
generated helper data. Also, the training step of the 
parallel network will be supervised by the AIS 
algorithms to provide an adaptive learning process.  
AIS inspired from mammals immune system as a new 
computational intelligence tool for solving complex 
problems. In recent years, AIS has been applied for 
solving problems in different areas such as fault 
detection, computer network and security, hardware 
implementation, and even hardware layout 
optimization and problem recognition. The use of 
AIS algorithms to manage a supervised learning 
procedure of a hardware response is proposed in this 
paper. The AIS algorithms have been presented in 
this paper are based on the mechanisms are called 
Negative Selection Algorithm (NSA) and Positive 
Selection Algorithm (PSA). These mechanisms 
explain the way in which immune cells capability to 
eliminate self-cells and detect antigens as nonself 
elements. AIS based systems have shown good error 
detection result. Furthermore, combination of AIS 
with parallel BAMs have demonstrated good 
correction results as well.  
 
II. THE COOPERATIVE AIS-NN  
 
The overall structure of the proposed cooperative 
AIS-NN are discussed in this section. Applying AIS 
on a circuit is an original idea that has been revealed 
in this paper. In the first step, we introduce the AIS 
algorithms and their tasks for characterization of 
errors. The classified dataset by AIS has been used 
during the NN weight training step that is performed 
in the initialization phase. Then, we introduce a 
parallel structure of the BAM neural networks that 
has been employed in both initialization and 
regeneration phases.  
The proposed framework for generating 
cryptographic key and robust helper data are shown 
in Fig.1. In Fig.1, the AIS algorithm has 
responsibility for detecting and classifying the most 
important PUF hardware occurred errors. The blocks 
inside the dashed lines, Fig.1, represent the stability 
method. We have employed one of the main immune 
methods for characterization of error bits. The applied 
AIS algorithm is Negative Selection Algorithm 
(NSA). The combination of NSA with binary 
representation and Hamming Distance (HD) 
matching rule achieves smaller detector storage 
complexity and potentially better detection time. The 
classified data sets provide source of the training data 
for the neural network as shown in Fig.1. AIS can 
work as an intelligent teacher for NNs and prepares 
the required data for the training step. Helper data is 
the combination weights of the NNs weight matrices 
and some classified information from the AIS 

algorithms, which is prepared for public access and 
regeneration phase.  
 

 
Fig.1. The proposed AIS-NN ECC framework 

 
Basically designing an error characterization system 
based on AIS is equal to generating efficient detectors 
and has two major phases including detector 
generation and class detection. In detector generation 
step, Detectors are generated and trained to detect any 
error bits. In our algorithm, two major classes of 
antibodies are generated to minimize the required 
memory to store normal and abnormal samples. 
Every input response is compared to samples of both 
classes, so each positive antibody is replacement for 
several normal samples and each negative antibody is 
replacement for several error samples in dataset.  
We take advantage of Negative Selection Algorithm 
(NSA) in our approach to generate more efficient 
detectors. Similar to NSA, if we use Positive 
Selection Algorithm (PSA), then in the detector 
generation phase, the detector candidates are 
generated by some random processes and matched 
against the given self sample set S . The candidates 
that do not match any element in S are eliminated and 
the rest are kept and stored in the detector set D. In 
the detection phase, the collection of detectors are 
used to distinguish self from non-self. If incoming 
data instance matches any detector, it is claimed as 
self. In NSA and PSA, an essential component is the 
matching rule which determines the similarity 
between detectors and self samples (in the detector 
generation phase) and coming data instances (in the 
detection phase). Obviously, the matching rule is 
dependent on detector representation. In this paper, 
we assume binary representation for all detectors and 
data (Hardware response bits). Since each antibody 
and antigen in our algorithm is a vector of binary 
valued fields, HD measurement which is simple to 
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implement and easy to imagine is used for affinity 
calculation. We also control overlap between 
detectors by calculating HD between generated 
detectors and test vector, to make sure that minimum 
efficient number of detectors are generated. 
Assuming no overlap between detectors, make some 
parts of non-self space abandoned without any 
detector. These parts are called holes. 
 
A parallel structure of RNNs has been employed for 
error correction process. Different structures of the 
RNNs have been investigated in this research but we 
find that BAM has superior performance in 
comparison with other networks such as bipolar 
network, supervised learning, easy implementation, 
and less complexity. BAM NN has capabilities of 
learning and memorizing of input/output patterns but 
their memorizing capacity and complexity should be 
considered during the implementation step. Our aim 
is to achieve high level of accuracy and security from 
the implemented AIS-NN that makes our approach 
being competitive with the classical error correction 
methods. Therefore, we have chosen a parallel 
network of BAMs and apply a supervised learning 
scheme that has been provided by AIS. 
 
BAM is introduced by Kosko. The simplified model 
for BAM is shown in Fig.2 (a). The model which is 
shown in Fig.2 (a) has L nodes and the output of each 
node i is back to all other nodes j through the weights 
wij. Hebbian learning can be used to compute an 
adequate matrix W. The connection weights are set 
as, 
 
W = {	w 	} = 	∑ Y X ,  (1)  
 
where wij is the connection weight from node i to 
node j; Xm , and Ym are the input and output pattern 
vectors with the model pattern m , and M is the 
number of patterns. We denote the L×L weight 
matrix of the network by W and the weights are 
symmetric,   i.e.  wij = wji. Many enhancements to 
Kosko original network have been proposed on 
learning convergence, online learning and progressive 
recall to occur. Moreover, recent works have enabled 
BAMs to deal with multivalued stimuli in addition to 
bipolar (binary) stimuli. These developments directly 
increase the BAM’s modeling capacities and range of 
applications. We apply a parallel structure of H 
BAMs to increase the accuracy of the error correction 
scheme. The overall structure for parallel BAMs is 
demonstrated in Fig.2 (b). In the process of 
parallelism and integration, two or more bipolar 
binary vectors are connected in series, and thereby 
the length of the integrated vectors becomes the sum 
of the lengths of those individual vectors that are 
aggregated together. If we have equal length vector 
for each BAM unit, N1 = N2 =...= NH, then the total 
length of the overall network will be L=HN 
accordingly.  

 
(a) 

 
(b) 

Fig.2. The architecture of the RNN: (a) Simplified model for 
BAM. The equal number of nodes has been chosen for the 

input and output nodes, therefore the weights are symmetrical. 
(b) Parallel structure of BAMs. It improves storage capacity, 

error correction ability, reliability, and security of the 
generated helper data. 

 
There are M bipolar binary vectors stored in the 
network, and the length of each vector, due to 
integration, increases to L=HN bits long which is 
equal to the sum of the lengths of vectors in both sets, 
X and Y . The increased length increases resolution 
among the stored vectors, and thereby enhancing the 
network performance. In the parallel structure of 
BAMs, the retrieval process is initiated by using 
simultaneously in parallel multiple probe vectors, and 
the desired pairs are retrieved simultaneously in 
parallel. Due to the integration process, the resolution 
greatly improves among the stored vectors. 
Therefore, performance of the recall process in Fig.2 
(b) is far superior to that of any basic associated 
memory even if a single probe vector, which may be 
incomplete or contains some errors, to be used to 
initiate the retrieval process. We provide test results 
for the overall cooperative AIS-NN system in the 
result section to compare the performance of the error 
correcting scheme using a parallel structure of BAMs. 
BAMs weight matrices and some classified data from 
the AIS data set generate a powerful helper data. 
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Thus, there is no logical connection between this 
generated helper data and Hardware responses which 
means that security of the helper data or 
cryptographic key will be satisfied. The parallel 
structure of BAMs shows some advantages in 
comparison with single BAM such as increasing 
accuracy of the generated Hardware response and 
security of the generated helper data.  
 
III. RESULTS AND DISCUSSION 
 
In this section, we provide the implementation results 
for the proposed algorithms that has been employed 
to provide a secure and immune Hardware key. We 
discuss about important details regarding the stability 
of the hardware response bits using the cooperative 
AIS-NN mechanism to evaluate the system under 
various environmental conditions and change of 
supply voltage. We bring a comparative analysis to 
approve the advantages of the proposed scheme for 
the purpose of cryptographic key generation. 
In the first attempt of our research, we implement the 
AIS algorithms offline using MATLAB 2013a 
software. The primary AIS defined task is to collect 
all of the required datasets for the preprogramming 
step of the RNN before releasing the key. The error 
analysis of the sample circuit has been accomplished 
using AIS algorithm. It means the AIS algorithm has 
been applied to characterize the hardware from the 
viewpoints of response occurred errors during change 
of temperature and supply voltage. The responses are 
clustered to the requested subsets and then applied for 
the training step of the neural network. Note that only 
a binary space for the self and nonself space is 
considered in this paper. This algorithm requires 
generating a number of candidate detectors. The 
memory set contains the most common occurred 
errors according to the defined affinity number from 
the collected responses. The number of iterations and 
affinity in the NSA algorithm are found heuristically 
to obtain the optimal number of antibodies. 
The following experiments are conducted to evaluate 
the performance of the detector generation algorithm 
proposed in this paper. Every experiments runs 10 
times independently. Also the experiments are 
conducted to estimate the average matching number 
for generating one detector. All candidate detectors 
are generated at random and some of them are 
removed because of matching one or more self 
strings. In the introduced algorithm, the basic 
operator is the matching operator between the self 
string and the candidate detector (or the candidate 
detector template). Therefore, the average matching 
number for generating one detector can reflect their 
time cost experimentally. 
In all experiments, the size of the test set is denoted 
by NT. Notably, the test set consists of different 
anomaly strings, and they are generated randomly one 
by one. That is to say, if an anomaly string is 
identical to any one of the test set, it cannot be added 

into the test set. Suppose the length of string is l. An 
anomaly string in the test set is generated according 
to the following steps. 
(1) The random function is used to generate an 
integer between 0 and 2l −1 directly, then transform 
this integer into a binary string.  
(2) If this binary string matches any self individual or 
anyone in the test set, go to (1). Or add this binary 
string into the test set. 
When the length of string is l and the matching length 
is ɛ; a self string with Hamming distance can cover 

l
r  strings. Therefore, the size of self set is relatively 

small. Otherwise, the self set is prone to covering the 
whole space, and both the detector set and the test set 
are difficult to be generated. In the experiments, GM 
represents the matching times between all candidate 
detectors and the self individuals during the 
generation of detectors.  
The parallel structure of BAMs has been employed as 
a correction unit. This error correction process is 
initiated for a 128 bit vector, which means 128 bit 
vectors are used for training and testing the network. 
We found that the parallel structure of BAMs has 
three considerable advantages: lower error failure 
rate, fast response, and highly secure helper data. For 
the parallel BAMs, four sets that consist of M vectors 
(according to the number of patterns that the network 
has to be memorized) and the length of vectors in 
each set is N bits long are used. These four sets are 
integrated together to form a set of M, 32 bit long 
vectors ( L=4N =128 ). The error is induced at 
random positions in the original vector using the 
information that has been collected by applying AIS 
algorithm. To test the proposed ECC scheme, test 
vectors are applied to the parallel BAM network. 
Trained networks have successfully corrected faulty 
test vectors. The error correcting helper data is 
calculated for a group of PUF outputs rather than one 
single output vector. All the vectors used to train the 
network can use the same error correcting helper data 
to correct the noisy bits. The weighting matrices of 
the BAMs is then combined together to generate a 
secure helper data. 
Bit Error Rate (BER) for the implemented BAM is 
50%, which means that the network can recover the 
PUF response when half of the response bits are error 
bits. We provide the average bit error rate at different 
voltage and temperature conditions which is 
summarized in Table 1 for two simple PUFs, Ring 
Oscillator PUF (ROPUF) and SR Latch PUF. The 
worst case happens at the lowest supply voltage and 
high temperature. The failure rate of the overall error 
correction unit using parallel BAMs is negligible.  
When the application of PUF is cryptographic key, 
another important issue is to have a secure helper data 
from an ECC. The provided ECC helper data from a 
parallel BAM can solve this problem. The design 
strategy for generating ECC helper data which is 
based on weight matrix from a recurrent neural 
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network with random and no correlation matrix 
elements produces the required security for the 
implemented system. Also, generating a combined 
helper data from multi-parallel BAMs instead of one 
BAM increases the security of the proposed scheme 
accordingly. 
 
Table 1: Stability of the proposed cooperative AIS-NN for two 

classes of PUF circuits under different conditions of 
temperature and supply voltage variation tests. 

 

 
 
CONCLUSIONS 
 
In this paper, the design methodology of an 
intelligent error detection/correction approach for 
generating a hardware-based cryptographic key has 
been explained. It is shown that cooperation of AIS 
and NN prepares enough accuracy, stability, and 
security for generating a secure ECC. AIS is an 
adaptive intelligent method for error detection using 
NSA and PSA algorithms, and also provides immune 
memory. Detector generation, classification, and 
immune memory make AIS a powerful cooperative 
tool for other computational intelligence methods in 
order to improve accuracy, performance, security, 
and convergence. AIS also constructs a supervised 
learning method for the chosen parallel structure 
BAMs, thus different classes of errors can be 
monitored and classified accordingly.  
BAM network is used because of its simple 
implementation structure and ability to be trained by 
supervised learning. In comparison with the layered 
neural networks, BAM is better at dealing with 
discrete binary data and providing associated 
memory. BAM takes insignificant teaching (weight 
assignment) time for a huge amount of teaching 

sample data, and can recall a known pattern 
accurately and instantaneously. The weighting matrix 
of BAM prepares a secure error correction helper 
data. There is no identical specification in the 
achieved BAM weighting matrix, thus the overall 
security of the coding scheme is considerable. 
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