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Abstract— Mission critical information travels through the Internet, requires support for security properties such as 
authentication, authorization, data confidentiality. In banking transaction password conjecture and wiretapping that can 
happen when using the same password have been solved by one time password (OTP). OTP mechanism is exposed to 
various attacks and is vulnerable in matters of confidentiality and security depending on the mechanism. This paper proposes 
a new scheme of OTP that has enhanced security using specific amount transaction to prevent modification in the transaction 
details and offset any attacks by integrating MAC (medium access control) address of the legitimate user device. 
Comparison and analysis of existing OTP mechanism has been made and results reported. 
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I. INTRODUCTION 
 
The process, in which the identity of an individual is 
established, is known as authentication. Current 
online transactions, use ID and password in order to 
authenticate their customers.  
 
Do not provide adequate security the system. This is 
because users have tendency to use same password 
for different sensitive services or by using another 
version of their old password. In addition to that, 
users tend to create passwords that are easy for them 
to remember and therefore easy to be guessed.  
Therefore ID/password is vulnerable to attacks such 
as eavesdropping or replay attack. Consequently, the 
OTP (One Time Password) technique has been 
suggested and commercialized in order to overcome 
the weaknesses of ID/password[1][2] 
 
OTPs are meant to avoid a number of threats 
associated with traditional static or permanent 
passwords. The algorithms for generating OTPs are 
critical to the security of systems, since any 
unauthorized party should not be able to guess the 
next password. Research on OTPs is an active one.  
Some researchers believe that OTPs improve 
password security by effectively eliminating the need 
for users to create and manage passwords and 
consequently reduces password cracking attacks[3]. 
This paper proposes new scheme in the generation of 
OTP by combining the specific amount of transaction 
and the MAC (medium access control) address of the 
legitimate user device. The new modules added in 
this scheme allow both prevent and counter hackers 
of getting advantage on legitimate users. The 
organization of this paper is as follows. The prior 
research has been presented in section 2 and 
preliminary concepts are explained in section 3. In 
section 4, the details of the proposed model and its 
implementation procedure and environment have 

been explained. An finally, conclusion and this study 
are presented in section 5. 
 
II. PUBLISHED RESEARCH 
 
In 1981, Lamport[4] proposed a password-based 
authentication scheme using password tables to 
authenticate remote users over insecure network. 
Haller in [5]proposed the S/KEY password scheme 
based on OTP technique. However, Haller’s scheme 
has a number of drawbacks, such as heavy hash 
overhead and password resetting problems. And it has 
been proved not secure by Mitchell in[6].  In line 
with this, a dynamic password scheme was presented 
by Pansaet. al. in [7] which incorporated time factor 
into dynamic password generation. This scheme 
prevented the replay attack but vunerable to Perfect-
man-in the Middle Attack (MiTM).  MiTMis a more 
sophisticated attack where the hacker can intrude into 
the system by using the intercepted OTP before the 
OTP expires and before the user gets the access to the 
account. Moreover, Pansa’s scheme is also vulnerable 
to the phishing attack; as the phishing attack can 
acquire the user’s static password by using a fake 
website. 
 
The DPASS by Balaji [8], the security Token [9],[10] 
and the mobile phone based software [11] generate 
the OTP and send it to the user through SMS. 
However, for most existing two factor authentication 
schemes, apart from the overhead, the user has to 
bring an extra token or mobile phone for the 
authentication. And many two-factor authentication 
schemes are still vulnerable to the Perfect-Man-In-
The-Middle attack. 
To summarize, the currently known authentication 
schemes have one or both of the following problems: 
1) Vulnerability to the Perfect-Man-In-The-Middle-
Attack (MiTM). 
2) High overhead and user’s effort to generate OTPs. 
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II. PROPOSED SCHEME 
 
In the proposed scheme, the authentication procedure 
is divided into four steps: sign-up period or first 
authentication of the user by the server, OTP 
generation, passing authentication details to server 
and verification. The typical OTP generation 
parameters are given in Table 1. 

Table 1 OTP Generation Parameters 

 

1. Sign up Period or First Authentication of the 
User by the Server : 
The user is asked to provide an account number or 
his/her ID and a static password (PWu) which is 
assumed to be strong to counter brute force attack. In 
this work, a password that must contain upper and 
lower cases-at least a number, a capital letter and a 
special character plus small letters, is taken into 
consideration. For instance, in the registration of a 
client for the first time, the client will asked to meet 
these requirements.  After that, the user will initiate a 
transaction by entering the specific amount and the 
destination account. Then, the user's static password 
will be hashed to get PD (PD=H(PWu)). In the 
database of the server, the user's account number or 
ID and the corresponding PD will be saved. It is 
assumed that the server has its master key (MKs) 
which is kept secret.  
2. One-Time Password Generation : 
The mechanism of OTP generation is shown in the 
figure belowFigure 1.  In the generation of OTP, the 
time factor is incorporated in the generation 
procedure in order to achieve time dynamic property 
of the OTP. Moreover, the MAC address of the 
machine on which the user performs OTP generation 
is used to achieve spacing dynamism. 

 

 
Figure 1 OTP Generation 

The password provided by the user will be first 
hashed to get PD (Password digest) which will then 
be Xored with the master key of the server to get 
MPD (Master key and Password Digest). After that 
the amount of transaction (AM) is hashed to get 
AMD (Hash of Amount of Transaction) which will 
be combined (Xor operation) with MPD and hashed 
them again to get AMPD (Hash of Maskey and 
Password Digest and Hash of Amount of 
Transaction). The final message which will be sent to 
the server will be the AMPD combining (Xor 
operation) with time and MAC address. This 
composed message will be hashed to generate the 
OTP. An compressing procedure is an optional 
procedure which can be used to compress the long 
OTP to a short one. It depends on the balance of the 
security and convenient requirements. The output 
OTP can be regarded as user’s signature at a specific 
time and on a specific machine. The OTP in the user 
side is noted to be U_OTP in the figures. 
 
3. Passing the Authentication to the Server :   
At this stage, the user is required to input by hand or 
copying the generated U_OTP into the login form on 
the web page. If the user enter another amount of 
money different from the first, or an attacker attempts 
to modify the amount of transaction or destination 
account the server has to deny and ask to repeat the 
process.Furthermore, one more thing should be 
considered. This thing is to emphasize that the user’s 
MAC address should be sent along with other 
authentication information to the server. User’s MAC 
address can be automatically grabbed by the web 
page by using JavaScript technique. In this system, it 
is assumed to support the situation in which the user 
implements authentication and OTP generation on the 
same machine. This process can be shownFigure 2 
 

 
Figure 2 Passing Authentication Details to the Server 

 
4. Verification :   
At this stage, the OTP generated at the server side is 
denoted as S_OTP. So after receiving the 
authentication details from the user side, the server 
will implement the verification which consists of 
generating the OTP and comparing it to the 
authentication details. Similar process will be used by 
server to generate OTP. User's password will be 
retrieved from the database and the user's MAC 
address will be available by using JavaScript 
technique. A strategy to recover the time is explained 
in detail in the next sub section. The verification on 
the server side can be shown below inFigure 3 
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Figure 3 Verification 

 
 Time Synchronization 
Time synchronization is an important factor in the 
generation of OTP, since it allows achieving timing 
dynamism property. So in order to generate the same 
OTP, the server needs to implement OTP generation 
by using the same time factor as the user does. It is 
proposed here a strategy that can be used to achieve 
time synchronization and this strategy is to add time 
factor to OTP. This is considered as the simple 
solution to time synchronization. Thus the final 
dynamic password will consist of two parts: U_OTP 
and time information, as shown by Figure 4.8. In this 
manner, the sever can get the time information from 
the received dynamic password. As consequence, 
adding information increases the length of the OTP. 
In addition to that, if the time information needs to be 
encrypted due to security requirements, the length of 
final dynamic password may be longer. 
 

 
Figure 4 Dynamic Password Structure 

 
III. EXPERIMENT IMPLEMENTATION 
 
A web system that simulated a virtual online bank 
was developed. The virtual bank consist of two parts, 
the server front end that provides the http (by default 
local host was used) interface, and the server back 
end that handles the database as shown inFigure 5. 
Both the front end and the back end were 
implemented using C# programming language 
designed to build dynamic websites. The “Bank” 
database at the back end was a relational database 
designed, implemented and accessed using the 
MySQL relational database system. The simple 
message transfer protocol (SMTP) was used to 
transfer the e-mail. 

 

 
Figure 5 Simulated Online Bank 

New Transaction Web Page 
The'' New Transaction'' web page(Error! Reference 
source not found.) allowed users to initiate new 
transactions. The web page was designed to perform 
the following functions: 
 Display the web page content in the browser 

window allowing users to enter transaction 
information. 

 Validate entered data format which included 
account number, amount and email address. 

 Send entered transaction information to the bank 
server. 

This page contained the following fields: 
 Destination Account: An eight digit destination 

account number. 
 Amount: Amount to be transferred. 
 E-Mail address: Where the authorization code is to 

be sent. 
A ‘‘Submit’’ button triggered the transfer of the 
entered information to the virtualbank server and took 
the user to the Confirmation Web Page. 
 
Confirmation Web Page 
The “Confirmation” web pageallowed users to 
confirm and complete an initiated transaction. It was 
designed to do the following: 

 Display the web page content in the 
browser window allowing users to enter the 
authorization code. 

 Send the entered authorization code to the 
bank server. 

Display the transaction confirmation information 
The page displayed the transaction information and 
contained a single field for the authorization code to 
be entered. The page contained a ''Submit'' button 
used to confirm the transaction by sending the 
authorization code to the virtual bank server and a 
button labelled “ Cancel " to cancel the transaction. If 
the user chose to confirm the transaction, a link to the 
‘New Transaction web page’ was displayed allowing 
him or her to do another transaction. If the user chose 
to cancel the transaction, two links were displayed; 
one to do another transaction and another to return 
the user back to the confirmation page. 

 
Server Back End 
The core point of the work Most of the functionality 
of the simulated online bank model was executed in 
the server back end even though the task executed in 
the server front end does not have be ignored as well 
as the clientside. Theserver back end which was 
designed to do the following main functions: 
 Generate authorization codes in the format of 

eight-digit hex numbers. Each code resulted from 
applying the hash function SHA-256 to the 
transaction information especially the amount of 
transaction and the MAC address of the user's 
machine. 

 Send transaction information to the 
“Confirmation” Web page. 
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 Email the authentication code and transaction 
information to the user email address. 

 Verify received authorization code for a 
particular transaction. 

The Bank database connected to the back end was a 
relational database which was designed, implemented 
and accessed using the MySQL relational database 
system. All users’ interactions with simulated online 
bank when executing financial transactions were 
stored in the bank database. 
 
IV. SIMULATED SECURITY ATTACKS 
 
In order to test the system, a simulated security 
attacks has been undertaken. In the virtual online 
bank, transaction authentication with SMS messages 
has been introduced. This is to counter the various 
security attacks such as phishing and man-in-the-
middle attacks which is the aim of this work. In the 
experiment, simulated attacks were executed during 
online bank transactions, and it was observed whether 
the one time password generated was vulnerable to 
attacks or not and if the system was attackable or not. 
To proceed with the test successfully, participants 
were asked to execute a number of financial 
transactions. Two types of security attacks were 
implemented; the ''obvious attack’’ which was easy to 
discover, and the ''stealthy attack'' which was difficult 
to discover. 

 
 Obvious Attacks 
The obvious attack was designed so that it would be 
easy for participants to notice the alteration in the 
transaction details especially in the authentication 
code generated. This was done by altering five out of 
eight digits of the generated authentication code and 
where the system refused to recognize the changed 
OTP. 
 
 Stealthy Attacks 
The stealthy attack was designed such that it would 
be difficult for participants to notice the alteration in 
the transaction details. This was done by altering only 
one digit in the generated authentication code. 
By observing whether participants cancelled the 
attacked transactions it was noticed that the system 
denied access to such corrupted authentication code. 
 
V. PARTICIPANTS DEMOGRPHICS 
 
Staffs and students from International Islamic 
University Malaysia (IIUM) were the major 
participants in the experiment. The participant 
recruitment process was to send a participation 
invitation e-mail to people. Another group of 
participants was recruited by informing them face to 
face. 
Forty one (41) participants, according the specific 
criteria were recruited.  Their demographics are 
presented in Figure 8. 

Discussion 
After the experiment it was found that the 41 
participants executed a total of 197 transactions. So in 
that way, there were different kinds of possible 
results when a participant interacted with the system. 
These results could be one of the two states that are 
as follow: 
1. A fund transaction that has been initiated by the 

participant but not being confirmed. 
2. A complete transaction which was a financial 

transaction a participant had started and 
confirmed. 
Experiment transactions were classified into the 
following: 

 Normal transaction: This was a completed normal 
transaction which was not altered transaction. 

 Incomplete or error transaction: This was a normal 
transaction and which was not altered but the 
participant had initiated and did not complete it. 

 Successful attack transaction: This was a completed 
transaction where 
Figure7. Demographics of participants 
 
the participant failed to notice the altered 
destination account number. However, the system 
did not allow the continuation of the transaction as 
the authorization codes did not match. 

 Unsuccessfully attacked transactions (avoided 
attack): This was an alteredtransaction that was 
cancelled by the participant. Upon noticing that the 
authorization code was corrupted, the participant 
decided to cancel the transaction. 
There were 105 normal transactions, 13 incomplete 
transactions and 79 corrupted authorization codes 
during the transactions where none of the simulated 
attack was able to break the authorization code 
provided in order to gain some advantages. Tables 
below give the summary of the above explanations. 

 
Table 2 Record Transactions 

 

The proposed scheme in this research adds additional 
security layers that prevent an attack as well as 
counter it, unless the attacker uses the same device 
used for by the user during the authentication period. 

 
CONCLUSIONS 

 
Mission critical applications that involve financial 
transaction as in the banking industry requires secure 
and authenticated mechanisms.  In this work, we have 
proposed a new scheme of generating OTP which 
overcomes thelimitations of currently available user 
authentication schemes. It uses both the time factor 
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and the space factor (such as MAC address), to 
provide a secure and efficient authentication means. It 
is robust against attacks including the MiTM attack. 
Simulation work shows that this scheme is effective, 
efficient and user friendly. 
Future work on this research looks into complexity 
analysis of the scheme and assessing efficiency in 
different risk environment 
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