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Abstract— This work examines methods to detect concealed weapons inside passenger luggage in airport and 
security points. This work implements enhancement to existing techniques for the detection of concealed 
weapons from x-ray images.  
This work attempts to implement the SIFT technique with other techniques such as histogram and segmentation 
to enhance the performance of the SIFT technique which originally shows good performance while the template 
is extracted from the same tested image, but shows low accuracy while the template is not from the same tested 
image.  
Many image processing algorithms are developed and used to classify and detect objects using different 
extracted features of the image. One of these methods is the SIFT which is modified by pre-processing the x-ray 
images especially where the template structure are different and lacks the common features. The pre-processing 
techniques used are histogram equalization and edge detection.  

 
Index Terms — SIFT, Concealed Weapon, Histogram, Segmentation, Detection. 

 
I. INTRODUCTION 
 
The increasing threat nowadays by terrorists 
especially in airports revealed the necessity to 
enhance the checking equipments and techniques to 
detect and recognize concealed weapons. Most 
aeroplane kidnaps are being used as an attacking 
methods for civilians not those passengers in the 
airplanes but also those on the ground. The repeated 
events of airplanes attack has the impact on the world 
wide security and safety, which pays more attention 
on the equipments and the scanning tools used in 
checking points. 
More restrictions and rules are applied on security 
checking points to prevent passengers from carrying 
threat objects. However the number of objects 
considered threatening objects is increased and 
varied, which put burden on security and especially 
those operators working on the screening equipments.  

 
II. APPROACHES AND METHODS 
 
Baggage scanning and analyzing such images to 
detect concealed weapons in security check-in points 
become a challenging issue especially in the last 
decade.  Where overcrowded passengers traffic limits 
the time allowed for screeners to investigate these 
images and tightly packed bags with overlapped 
objects limits the accuracy of current techniques to 
reveal hidden weapons.  
 
X-ray imaging gives the best quality images among 
different imaging techniques such as infrared, 
millimeter and micrometer images [1],developing an 
x-ray image processing algorithm that reliably detect 
and accurately classify concealed weapons could save 
time, reduce effort and enhance reliability for 
baggage screening process. 

 

 
Figure 1.X-ray image of one baggage, 

 
Detecting concealed weapons require a good feature 
descriptor algorithm to match a certain weapon image 
in interest with possible objects in the baggage image 
to detect and recognize such forbidden objects.  This 
feature descriptor algorithm should be able to detect 
and match images irrespective to the translations, 
rotations, or scaling in the images. In addition to that 
it should also be invariant to illumination 
transformations in the image domain. Scale Invariant 
Feature Transform (SIFT) provided such 
requirements and proved to be good image matching 
and object recognition algorithm. The SIFT matching 
has been applied on x-ray images, [2] uses his Bag of 
Word technique in x-ray images and concluded that it 
is not efficient as it does in regular images.  However, 
in this project the SIFT descriptor will be used with 
other techniques, such as segmentation and histogram 
threshold, to increase efficiency and reduce false 
alarm rate. Figure.2 show samples of the concealed 
weapons in the baggage, the weapons parts and 
features are clearly shown, however sometimes the 
whole object of the weapon and its features are not 
clearly obvious due to many factors that could affect 
the x-ray image, such as view of the image, which 
sometimes the object is clear from one side and not 
clear from another side. Other factors could affect the 
view is the overlapping by another objects. All these 



International Journal Of Electrical, Electronics And Data Communication, ISSN: 2320-2084  Volume-3, Issue-10, Oct.-2015 

Concealed Weapon Detection Using X-Ray Images 
 

28 

factors affect the detection and recognition of the 
object. 

 
Figure 2.X-ray of baggage showing different objects with 

different densities 
 
III. ALGORITHEM DEVELOPMENT 
 
3.1. Image Segmentation 
The segmentation allows the division of the image 
into simpler parts that can be processed and analysed 
easily, and by segmentation objects are localised to 
be easily detected. Segmentation can separate the 
background from the foreground to generate a black 
and white image, or separate layers of common 
intensities to localise objects. To segment an image a 
threshold is determine.  
To enhance the detection process of objects in an 
image, the image should be segmented into sub 
regions. This segmentation will reduce the number of 
stray matching points that used in SIFT matching, 
and make the detection process easier and accurate.  
The segmentation size is the critical factor that affects 
the performance of the feature detection process. In 
such cases, the segment size should be selected as the 
size of the concealed weapon. If the segment size is 
chosen small this may lead to the object divided into 
more than one segment and detection should based on 
more than one segment. If the segment size is chosen 
large then this may cause that the segment contain 
more objects to detect, and this affect the accuracy of 
detection. 
Figure 3 shows an image with segments and 
corresponding histograms.  
 

 
Figure 3.Histogram of segments of an image 

 
3.2. Histogram Modification 
The segmentation process is followed by histogram 
equalisation to make the segment more clear for 
detection process. The histogram is a representation 
of the pixels intensity, Histogram thresholding allows 

us to remove backgrounds which most of the time 
cause the wrong detection. In Error! Reference 
source not found., a histogram of the segments is 
shown with the segment itself, which show the higher 
intensity values are more than low intensities vales. 
Adaptive histogram equalization techniques can be 
used to enhance the contrast in images. Adaptive 
Histogram Equalisation (AHE) is different than 
normal in that it computes more than histogram for 
different regions and then redistributing that over all 
pixels values equally of the image to redistribute the 
light intensity values. While adaptive histogram 
equalization amplifies also the noise another 
technique called Contrast-limited Adaptive 
Histogram equalisation (CLAHE) limits the 
amplification of the limiting the histogram at a 
predefined before cutting any values above. The 
CLAHE is show for the same images of Figure 3 in 
Figure 4,where the generated images and the 
corresponding histogram are shown.   If the focus is 
concentrated on the higher intensities and the lower 
intensities are deducted then a more concentration 
and representation of objects in the image are 
outputted. This is shown in Figure 5;modified 
histograms of the segments are shown along with the 
modified segments of the image. The modified 
histograms of the segments show the objects in the 
segments more clearly with deducted background. 
This makes it easier for the detection of the objects in 
the segments to reduce the errors caused by the 
background.  
 

 
Figure 4.Histogram equalisation 

 

 
Figure 5.Modified histogram of the segments 



International Journal Of Electrical, Electronics And Data Communication, ISSN: 2320-2084  Volume-3, Issue-10, Oct.-2015 

Concealed Weapon Detection Using X-Ray Images 
 

29 

IV. SIFT 
 
Scale Invariant Feature Transform (SIFT) is a shape 
descriptor used to detect and match features between 
two images. These features are used for detecting 
weapons in the image by identifying key points in 
image space in order to create image points. The 
SIFT function returns a matrix of points that represent 
the maximum and minimum of three Difference of 
Gaussians (DoG) that located at multiple scales. For 
each segment, the descriptors matrix is the interested 
points.  These points in the descriptors matrix are 
computed by SIFT function. For the object in the 
template also computed by performing the SIFT.  
 
V. TESTING RESULTS 
 
The following test cases have performed on the test 
images using the templates of the weapons to 
evaluate the detection process. The first case used test 
image with separate clear objects of the weapons, and 
a different template image. The matching lines show 
that the detected objects from the test image are the 
guns shape rather than other shapes.  This case is 
illustrated in Figure 6. 
 

 
Figure 6Matching lines between two images, shown the 

detected shapes are of gun shapes rather than other shapes 
 
The X-ray images in airport checking points used 
pseudo colour images. To use these images in 
matching techniques, they are transformed into gray-
scale images. This enables the applying of histogram 
equalization. Applying SIFT matching to real 
baggage case is shown in the following figures. 
Testing the templates to a real baggage is test which 
shows the object detection. Figure 7 shows the 
matching lines with matched to the weapon object 
and those stray. Figure 8 shows the same matching 
lines between the two images with the stray lines 
being removed. Figure 9 shows the detected object is 
identified and bordered. The border box is drawn 
around the identified object in the testing image with 

same size of the template image, situated with same 
indention from the key points i.e. the box is drawn 
with displacement from the matching points in two 
images.    
 

 
Figure 7Testing template to a real baggage 

 

 
Figure 8.Testing template to a real baggage, with not 

contestant lines removed 
 

 
Figure 9detected weapon identified 

 
CONCLUSIONS 
 
The algorithm developed is to enhance the 
performance of the SIFT in detection threat objects.  
The main task of the developed method consists in 
detecting a set of templates previously stored to a 
certain testing images of baggage with hidden 
weapons, and to see if the object is correctly detected.  
The SIFT algorithm is chosen to be the core of this 
detection method due to its capability to match 
features between two images with invariance to 
image scaling and rotation and tolerates a limit of 
distortion and deformation in image, such as change 
in 3D view and change in noise level and illumination 
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level. The SIFT is developed based on normal optical 
images not the x-ray images, where applying it to x-
ray images consist of a contribution in this thesis.  
 
The SIFT is applied to pre-processed images. The 
pre-processing includes the segmentation of the 
image into sub-images, which used in variable sizes 
to increase the number of correct detection   objects 
in the images. This segmentation followed by 
histogram processing which include applying 
histogram thresholding to discard most of the 
background details. The highly detailed backgrounds 
are cause of noise and increase wrong detection rate.  
 
The edges of the objects of the thresholding segments 
are detected and this causes another technique to 
reduce details of objects and focus on external shape 

of objects. Although the performance of the SIFT is 
enhanced a little by this pre-processing techniques, 
the proposed algorithm shows not consistency in 
detecting concealed objects.  To conclude, the SIFT 
partially detect the concealed objects and not all of 
them. This is due to shapes changing between the 
template and the test images.  
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