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Abstract- with the rapid development of information and network technologies, mobile communications plays an important 
role in our life and getting more attention for research. The 3GPP group proposed LTE mobile system to satisfy people high 
speed demand. In order to improve secure communication, the LTE deploys a hierarchical key management. However, 
during the X2 handover mechanism, current scheme is short of backward security and vulnerable to be attacked. In order to 
against the malicious base station and prevent the malicious attacks during the LTE x2 handover procedure, we propose an 
enhanced security features by group key to solve the above problems. 
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I. INTRODUCTION 
 
With the rapid development of network and 
information technologies, people use mobile wireless 
communications are getting popular and become a 
daily life requirement. In order to transmit 
multimedia data with higher speed service, the Third 
Generation Partnership Project (3GPP) Group 
proposed the evolved mobile system, LTE (4G)[1].Its 
structure is as the fig. 1, which provides a highly 
efficient, low-latency, packet-optimized, and more 
secureservice. 
In order to reach a secure communication, the 4G has 
a different features of key management. Its key 
hierarchical structure can be refered to the Fig.2. 
 

 
Fig 1.  LTE Architecture 

 
As in the fig. 1, the base station is called eNB, and 
the mobility management is charged by MME entity. 
There are two types of handover procedure. One is 
called S1 vertical handover, which is required the 
MME provides the recent parameters to the target 
base station in order to generate the session key; the 
other is called X2 horizontal handover, which the 
source base station sends the required data directly to 
the target eNB. Since the target eNB don’t 
authenticated the source eNB and mobile user (UE), 
the X2 handover procedure becomes vulnerable to be 
attacked. In papers [5, 6], pointed out the backward 
security problem and de-synchronization attack, if the 
source node key is compromised, the series keys for  

 
target stations are derived from the key generation 
chain.  We will discuss the weakness of security in 
the next section. In order to enhance the security 
features, we deploy a group key to keep a secure 
channel between all stations and MME entity, which 
is addressed in section 3, then we will do the security 
analysis in section 4, lastly, we make a conclusion in 
section 5. 
 
II. SECURITY WEAKNESSES 
 
The issue of LTE handover security has been 
explored in numerous papers [4-8]. In the 4G EPC 
supports two types of handover which are horizontal 
X2 and vertical S1 handovers. In this paper, we focus 
on the X2 handover security weakness and key 
management. At X2 handover, the target eNB doesn’t 
authenticate the source eNB and UE which will be 
vulnerable to be attacked. The weaknesses are as 
following: 

 
2.1. Materials and Procedures 
The LTE key management mechanism provides a 
key- chaining architecture, the current eNB can 
derive new keys for the following target eNBs by the 
current key with the target eNB specific parameters. 
As shown in Fig. 2, the source station sends a 
handover request with KeNB* = KDF(KeNB, PCI, 
EARFCN-DL) and forward it to the target eNB.Once 
an attacker compromises the source eNB, thenthe 
KeNB* will be obtained. The subsequent session 
keys between a UE and the target eNB can be derived 
directly from KeNB*.This handover key-chaining 
architecture willfail to achieve backward security. 
 
2.2. De-synchronization attacks 
Assume that a rogue base station can impersonate the 
functionality of a legitimate base station. By the 
rogue eNB, the attacker can disrupt updating of the 
NCC value. As in Fig.2, the MME sends NCC to 
target eNB(message (0)),or between the eNBs 
(message (2)) or at the message (6), MME sends S1 
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path switch acknowledgement message.In this 
occasion, the modified value of NCC will cause de-
synchronous value stored in UE. Which will forces 
the targeted eNBs only to perform horizontal 
handover key derivation, and   future session keys 
will be vulnerable to be compromised. 
 
2.3. Messages explosed 
At message (0), NHNCC and NCC are exposed, an 
attacker can derive KeNB* = KDF(NHNCC, PCI, 
EARFCN-DL). At message (2), there do not have 
security association between eNBs, the KeNB* is 
explosed. 
 

 
Fig 2.  X2 handover 

 
III. THE PRPOSED SCHEME 
 
In this section, we propose a scheme based on group 
keyto achieve fast and secure handover mechanisms 
in current 4G LTE protocol, and without major 
modification is required to the existing architecture. 
By pre-distributing the share key KMGK to all eNBs 
as shown in Fig.3, the key hierarchical structure, the 
source eNB and the target eNB can authenticate each 
other and establish secure connection. Our scheme 
does not involve any third party during handover 
procedure, which reduces the authentication latency. 
 

 
Fig 3.  Key hierarchy 

 
3.1. Initial Environment Settings 
When an UE connects to the EPC over the E-
UTRAN, an Authentication and Key Agreement 
(EPS-AKA) occurs between a UE and the MME on 
behalf of the Home Subscriber Server 
(HSS)/Authentication Center (AuC). After an initial 

AKA procedure, a MME and the UE shall derive a 
KeNB and a Next Hop parameter (NH) by the 
KASME, this derived KeNB can be applied to the 
secure communication between a mobile user UE and 
an eNB. In addition, all eNBs and MME share a 
group key, KMGK, which can be applied by eNBs to 
authenticate each other for future X2 handover 
procedure.  
 

 
Fig 4.   The proposed X2 handover 

 
3.2. X2 handover 
As in the fig. 4, theattached eNB obtains new key 
parameters NHNCC and NCC from MME. There 
exist two key derivation mechanisms for it. One is for 
the horizontal handover as following: 
KeNB* = KDF(KeNB, PCI, EARFCN-DL) (1) 
The other is for the vertical handover, the key 
generation as following: 
KeNB* = KDF(NHNCC, PCI, EARFCN-DL) 
where NHNCC = KDF(KASME,NHNCC-1) (2) 
(1) The KeNB* is derived from the currently active 

KeNB this is referred to as a horizontal key, 
when the source eNB does not have a correct NH 
value. This may happen when the {NH, NCC} 
does not arrive in time before X2 handover 
performs. 

(2) The KeNB* is derived from the NH parameter, 
the derivation is referred to as avertical key 
derivation, when the source eNB have a fresh 
NH key available. In Fig.4, the source eNB has a 
fresh NH key that was received from the MME. 
NHNCC is derived from the old NH value and 
KASME, thus only MME and UE can derive 
NH. 

Step1. 
If source eNB gets the signal measurement 
from UE, the noise ratio (Signal Noise 
Ratio) is lower than expected, then 
performing X2 handover procedure. It will 
forward the encrypted EMGK[KeNB*, 
NCC] pair to the target eNB, as shown in 
Fig.4.  

Step2. 
Source eNB sends the handover request with 
EMGK[KeNB*, NCC]to the target 
eNB.Target eNB obtains KeNB*and NCC, 
which is the session keys between it and UE. 
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Step3. 
The target eNB sends back the 
encryptedEMGK [NCC]to the UE through 
source eNB. After the UE received NCC, it 
will check its value whether it issame as the 
stored one for synchronization. The UE 
executes the vertical handover key 
derivation, the fresh KeNB*= 
KDF(NHNCC, PCI, EARFCN-DL). Finally, 
it establishes a security connection with the 
target eNB. 

Step4. 
UE sends handover confirmation to target 
eNB. 

Step5. 
Target eNB sent S1 path switch request 
message to MME. 

Step6. 
The fresh value of the NH key (NHNCC+1) 
is computed as KDF (KASME, NHNCC). 
{NHNCC+1, NCC+1} encrypted with 
KMGK and sent back to the Target eNB by 
MME for the next X2 handover. 

 
IV. SECURITY ANALYSIS 
 
In LTE architecture, attackers can launch attacks by 
building up a rogue eNBs, which has the same 
functions as normal eNBs. But in our scheme, the 
rogue eNB don’t have group secret KMGK, it can’t 
forge or decrypt EMGK[KeNB*, NCC]. This can be 
thought as to authenticate the station.  
A. Backward security: 
If an attackereavesdrops the handover messages, try 
to get the key information, it can’t decrypt them. 
Which prevents the KeNB be compromised. If the 
KeNB is not compromised, the backward security is 
reached. 
B. De-synchronization attacks: 
As shown in Fig. 4, Signal (3), for delivery of NCC 
variables, eNBs communicate with each other by the 
ciphertext. Malicious attackers could not manipulate 
the NCC variables. 
 
 
 
 

CONCLUSIONS 
 
The LTE architecture is a relatively flat architecture 
which is vulnerable to attack. It is difficult to ensure 
the security of LTE x2 handover. In order to against 
themalicious base station and prevent the malicious 
attacks during the LTE x2 handoverprocedure. The 
research project is focused on the use of group key go 
to solve the security problem of LTE x2 handover 
procedure. Ourscheme has enhanced authentication 
architecture. Compared to the 3GPP X2 handover 
scheme, our scheme is securer and more efficient.  
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