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Abstract- Wireless Sensor Network is a wireless network consisting of a group of sensor nodes used to monitor physical and 
environmental condition. Wireless Sensor Network represent one of the main technology in key applications. Wireless 
Sensor Networks are Vulnerable to security threats. Several Protocols have been proposed to make them secure .Some of the 
protocols mainly concentrate on securing data. These protocols are named as data discovery and dissemination protocols. 
The data discovery and dissemination protocol for wireless sensor network is used for distributing management commands 
and updating configuration parameters to the sensor nodes. All existing data discovery and dissemination protocols suffers 
from two drawbacks. Basically, they are based on centralized approach (only the base station can distribute data item).This 
approach is not suitable for multiple owner-multiple users. Second the protocols were not designed with security in mind. 
This Paper proposes the first distributed data discovery and dissemination protocol named DiDrip which is more secure than 
existing. The protocol allows multiple owners to authorize many network users with different priorities to simultaneously 
and directly disseminate data items to sensor nodes. 
 
Index terms- Distributed Data Discovery and Dissemination, Wireless Sensor Networks, DiDrip, Network Owners. 
 
I. INTRODUCTION 
 
Wireless Sensor Network is a Wireless Network 
consisting of a group of sensor nodes used to monitor 
physical and environmental condition. Data 
Discovery and dissemination protocols are used for 
easily updating parameters, old small programs stored 
in sensor nodes after the wireless sensor network is 
deployed. Many data discovery and discovery and 
dissemination protocols [3-6] have been proposed for 
WSNs namely DHV, DIP, Drip. The proposed 
protocols assume that the WSN’s operating system is 
trustworthy. But in reality this is impossible because 
adversaries exist and the threats are imposed to affect 
the normal operation of WSNs [7-9].The existing data 
discovery and dissemination protocols are more over 
based on centralized approach [3-7].It means data can 
only be disseminated by base station. The centralized 
approach suffers from single point of failure. This 
means that when the connection between the base 
station and node is broken or when the base station is 
not functioning [2] data dissemination is not possible. 
The centralized approach is inefficient and non-
scalable. Some WSNs do not have base station at all. 
 

 
Fig 1 Centralised Approach 

  
In the context of shared Sensor networks Data 
Discovery and Dissemination protocols are suitable. 
Where communication infrastructures are sensed 
from multiple owners and will be shared by 
applications from multiple users. These networks 
are used by various users and used by multiple 
owner. The network owners and users may have 
different priorities. 
 
II    RELATED WORK 
 
Deluge 
Deluge protocol is used for propogating data objects 
that are large from one or more source nodes over a 
multihop wireless sensor networks. Deluge is the data 
transmission protocol that can be relied. Deluge 
protocol disseminate to all nodes reliably and its 
overall performance is characterized. The most recent 
version of the data object that is available is 
advertised occasionally from each node to the other 
nodes that can hear its local broadcast. If the Older 
node R sends an advertisement to node S.S responds 
to R with its object profile. From the object profile, R 
determines which all the data portions need to be 
updated and requests them from any neighbour. So 
that the availability of the needed data is advertised, 
including S. Nodes receiving requests then broadcast 
any requested data. Nodes then advertise newly 
received data in order to propagate it further. 
Deluge protocol suffers from many drawbacks. It is 
not very energy efficient. As nodes (motes) wait for 
their requests to be fulfilled, a large amount of idle 
listening takes place. Since motes automatically 
updates a newer version of the code from their 
neighbours, if there are n different versions of the 
code object in the field. The code on each individual 
mote is reprogrammed up to n-1 times. There is no 

Data items 
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way to know the current status of there programming 
as it spreads across the field because Deluge offers no 
feedback to the operator. 
 
DIP 
DIP a protocol used for data discovery and 
dissemination in wireless networks.  In Previously 
used approaches such as Trickle or SPIN the number 
of data items that scale linearly with the overheads 
they have .DIP can identify new items with O(log(T 
)) packets for T items while maintaining a O(1) 
detection latency. DIP uses a combination of 
randomized scanning and tree-based directed search. 
DIP is also called as a hybrid data detection and 
dissemination protocol. The protocol working is 
separated into two parts: difference detection and data 
item which is different is identified. DIP dynamically 
uses a combination of scanning and searching based 
on network and metadata versions conditions. The 
probability that a data item is different is continually 
estimated to aid its decision by DIP. These estimates 
are maintained through message exchanges by DIP . 
When probabilities reach 100%, the actual data items 
are exchanged by DIP. When data items are not 
changing it is an eventual consistency protocol, all 
nodes will eventually see a consistent set of data 
items. DIP stores a  data item version number for 
each data . DIP uses Trickle algorithm. 
 DIP outperforms both in terms of transmission and 
speed. But it has many disadvantages Packet Losses 
make it difficult to traverse the tree. Multiple 
advertisements caused by packets loss are completely 
redundant.Algorithms are not efficient.  
 
DHV 
DHV protocol is used to ensure that every node in a 
network will eventually have the same code. It is also 
called as an efficient code consistency maintenance 
protocol.DHV is based on the simple observation that 
the corresponding version numbers often differ in 
only a few least significant bits of their binary 
representation if two code versions are different. A 
newer code version in the network is detected by 
allowing DHV to carefully select and transmit 
necessary bit level information. DHV has two main 
phases - detection and identification. Each node 
broadcasts a hash of all its versions called a 
SUMMARY message in detection phase. Upon 
receiving a hash from a neighbour, a node compares 
it to its own hash. If they differ, there is at least one 
code item with a different version number. The 
horizontal search and vertical search steps identify 
which versions differ in identification phase. In 
horizontal search a HSUM message nothing but 
checksum of all versions broadcasted by a node. To 
identify which bit indices differ after receiving a 
checksum from a neighbour, the node compares it to 
its own checksum and proceeds to the next step in 
Vertical Search. The VBIT message contains a bit 
slice, starting at the least significant bit of all 

versions. DHV also suffers from few drawbacks 
Performance Varies with the increase in packet loss. 
Time taken for updating data is more.  
 
Di-Code 
In a wireless sensor network the process of 
propagating a new program image or relevant 
commands to sensor nodes is called code 
dissemination. The ability to resist denial-of-service 
attacks which have severe consequences on network 
availability is the salient feature of Di-Code. PSW is 
introduced into the design of DiCode. Two kinds of 
participants are involved in this technique, an original 
signer and proxy signer. The identity of the proxy 
signer, the range of messages to sign, the expiration 
time of the delegation of signing power is specified in 
a warrant which is given by the original signer to the 
proxy signer. The proxy signatures are generated by 
proxy signer only with the use of proxy signature key 
given by the original signer. The proxy signatures are 
verified and validated only with the public key of the 
original signer and pay attention to the legality of the 
warrant. The role of original signer is played by 
network owner while the role of proxy signers is 
played by network users. The users obtain one or 
more proxy signature keys from the network owner 
before they enter a WSN through registeration. The 
key can subsequently be used to make signature on a 
new code image sent to the sensor nodes. Thus, 
authorized users generate valid code dissemination 
packets only with the proxy signature keys given by 
the network owner. The validity of each code 
dissemination packet can be verified by any sensor 
node with the public key of the network owner. 
DiCode consists of three phases, system initialization, 
user pre-processing, and sensor node verification.  
Di-code has few disadvantages that is Energy 
consumption more and if Traffic increases than 
packet drops will be more 
 
SeDrip 
SeDrip is a data discovery and dissemination protocol 
which is secure, light-weight and DOS-resistant. 
SeDrip protocol works under limited resources of 
sensor nodes.. The ECC public key algorithm and 
Merkle hash tree is combined in SeDrip  to avoid 
frequent public key operations and achieve strong 
robustness against various malicious attacks. 
SeDrip consists of three phases: system initialization, 
packet pre-processing, and packet verification. The 
system initialization phase is carried out before 
network deployment. In this phase, public and private 
keys are created by the base station, and the public 
parameters are loaded on each sensor node. Then, 
before disseminating data, the  packet pre-processing 
phase is executed by the base station in which packets 
and their corresponding Merkle hash tree are 
constructed from data items. Finally, in the packet 
verification phase, a node verifies each received 
packet. If the result is positive, it updates the data 
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according to the received packet. Se-drip suffers from 
few disadvantages that is delay and centralised 
approach. 
 
III     PROPOSED SYSTEM 
 
DiDrip protocol is proposed in order to overcome the 
above disadvantages. It consists of four phases they 
are System Initialization Phase, User- Joining Phase, 
Packet Pre-Processing phase, Packet Verification 
phase 
 
I  System Initialization phase 
Elliptical Curve Cryptography is used in this phase. 
The Private key x and public parameters 
{y,Q,p,q,h(.)}.An elliptic curve E is selected over 
GF(p).p denotes a big prime number .Q represents the 
base point of E  and q is a big prime number which 
denotes the order of Q. A private key  xє GF(q) is 
selected and public key y=XQ is computed. After that 
each node of the network are preloaded with public 
parameters. Here as an example 160-bit ECC is 
considered. Q and y are 320 bits long while p and q 
are 160 bits long. 
 
II User Joining Phase   
In this phase data discovery and dissemination 
privilege is obtained by the user with identity UIDj. A 
private key SKj є GF(q) is chosen and public key PKj 
= SKj.Q  is computed .Here 160-bit ECC is used  and  
65,536 users are supported. SKj and PKj are 160 bits 
and 320 bits long respectively. A  3-tuple<UIDj , Prij 
,PKj> is sent to the network owner by user Uj. Prij 
represents the privilege of dissemination for user Uj. 
The Certificate Certj is generated by the network 
owner upon receiving this message. Certificate 
consists of the following of the contents: 
Certj={UIDj,PKj,Prij,SIGx{h(UIDj||PKj||Prij)}  .Here 
the Prij length is set to 6 bytes  and Certj length  is 88 
bytes 
 
III  Packet Pre-processing Phase 
User  Uj  who wants to disseminate n items of data 
di={keyi, versioni ,datai}  i=1,2,....,n. Two methods 
are used constructing packets i.e, The Merkle hash 
tree and data hash chain method 
In Merkle hash tree method a Merkle hash tree is 
built by the user Uj  from the n items of data in the 
following way. 
All data items are considered as the leaves of the tree. 
At the upper level a new set of internal nodes is 
formed. The concatenation of the hash value of two 
child nodes is computed as each internal node Until  
the root node Hroot is formed this process is repeated 
resulting in a Merkle  hash tree with depth 
D=log2(n).User  Uj uses his/her private key SKj to 
sign the root node before disseminating n items of 
data and then the advertisement packet P0 comprising 
Hroot,User Certificate Certj and 
SIGSKj{Hroot}.Subsequently each data item is 

disseminated by the user say Uj along with the 
appropriate internal nodes for the purpose of 
verification. Network Owner assigns the pre-defined 
key to identify this advertisement packet before the 
network is deployed. 
In data hash chain method a packet say Pi is 
composed of packet header, hash value of next packet 
Pi+1 (i.e., Hi+1=h(pi+1)  the next packet is verified by 
using this hash value where i=1,.....,n-1.Over the full 
packet pi  each cryptographic hash Hi is calculated. 
By this a chain of hashes is established. After  that a 
private key SKj of user is used to run an ECDSA sign 
operation for signing the hash value of the first data 
packet h(P1) and then an advertisement packet P0 is 
created which consists of user certificate Certj, 
h(p1),packet header and the signature 
SIGSKj{h(p1)}.Similarly  a pre-defined key is assigned 
to  advertisement packet by the network owner to 
identify this advertisement packet. 
 
IV Packet Verification phase 
When a Sensor node Sj receives a packet from its 
one-hop neighbours or an authorized user, the 
packet’s key field are checked. 
1 If it is an advertisement packet  P0={Certj, root, 
SIGSKj{root}} for Merkle hash tree while P0={Certj, 
h(p1),SIGSKj{h(p1)}} for data hash chain method) 
,node Sj first checks the dissemination privilege Prij 
legality .If  the result is positive  node Sj uses the 
network owner public key y to run an ECDSA verify 
operation for certificate authentication. The node Sj 
authenticates  the signature if the Certificate Certj is 
valid. Node Sj stores  <UIDj, root> for Merkle hash 
tree and <UIDj,H1> for data hash chain method 
respectively included in the advertisement packet. 
Otherwise the packet is discarded simply by node Sj. 
2  Otherwise If it is a data packet Pi where i=1,2,...,n. 
The following procedure is executed by the Node Sj 
For Merkle hash tree method the integrity and 
authenticity of pi is checked by the node Sj through 
the already verified root node which is received in the 
same round. Node Sj updates the data identified by 
the key stored in Pi if the result is positive and version 
number is new. Otherwise, Pi is discarded. 
For data hash chain method the integrity and 
authenticity of Pi is checked by the node Sj  by 
comparing the hash value of Pi with Hi which has 
been received and verified in the same round. Node Sj 
updates the data identified by the key stored in Pi and 
replaces its stored <round, Hi> by <round, H i+1> if 
the result is positive and version number is new. 
Otherwise, Pi is discarded. 

 
IV IMPLEMENTATION DETAILS 
 
13 Sensor nodes are considered in that few nodes are 
considered as network owner and few as users and 
one node as destination.ECC cryptography is used for 
key generation and keys are distributed to all nodes. 
Hash function is used to make it more secure. DiDrip 
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is implemented by using two methods data hash chain 
and Merkle hash tree method in network simulator-2. 
  
CONCLUSION 
 
In this paper the security vulnerabilities are identified 
in data discovery and dissemination when used in 
WSNs. This paper proposes the first secure and 
distributed data discovery and dissemination protocol 
named DiDrip has been proposed. This protocol 
achieves authenticity and integrity of the 
disseminated data items. 
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