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Abstract- With the increasing crime rate in every part of the world an enhanced surveillance system has become an 
inevitable need. An efficient surveillance system scans the surrounding but also warns the person in case of unauthorized 
intrusion. Present day security devices are designed with high level of accuracy, flexibility and relatively economical. 
Introduction of object detection and face recognition has increased the effectiveness of surveillance by many folds. In this 
paper, the motive is to design an integrated surveillance system by interfacing a microcontroller with a dedicated image 
processing circuitry for unauthorized intrusion detection and face recognition. 
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I. INTRODUCTION 
 
To face new challenges in the present day situation 
automated systems are becoming more popular by 
each day because they are accurate, user friendly, 
reliable and cost effective.  Microcontrollers are doing 
an effective job in the field of automation. In the 
present day society it is a norm to have surveillance 
system in public places and residential areas for 
enhanced protection. These are also being used in 
ATM counters, defense sectors, space research etc . In 
this paper there is the use of the Viola-Jones 
algorithm of Haar classification by the interface of a 
microcontroller in three basic steps viz. 

1. Intrusion Detection 
2. Face Detection 
3. Face recognition 

The methodology of the image processing using Viola 
Jones algorithm has been discussed briefly in the later 
section. 
 
II. DIGITAL IMAGE PROCESSING 
TECHNOLOGY  
 
The Viola Jones[1] Method 
Viola Jones came up with a new algorithm to 
construct a framework for extremely rapid object 
detection motivated by the task of face detection. 
They had constructed a  frontal face detection system 
that has the ability to achieve detection and false 
positive rates in parity with the best pertaining to 
[18, 13, 16, 12, 1]. Their detection was done on 
384X288 pixel images in which faces were detected at 
the rate of 15 frames/sec. They used a set of features 
resonating with the Haar Basis Functions and a few 
more complex filters than the Haar Filters. Their 
method had three major contributions viz. the 
introduction of an “Integral image” followed by an 
AdaBoost based learning algorithm for yielding 
efficient classifiers and finally the method of 
“cascading” the classifiers. They developed a process 
for efficiently training a very basic classifier to be 

used as an attention operator. This was achieved using 
three kinds of features of the Haar Basis function[3] 
viz. Two-rectangle , three-rectangle and four-
rectangle features. 

                                                
Figure 1: (A) and (B) show the two-rectangle features while (C) 

and (D) show the three-rectangle and four-rectangle features 
respectively. 

 
Viola Jones method was so effective that it could not 
only detect faster but also a single feature could be 
evaluated at any scale/location in a few steps of 
operation rather with only two-rectangle features. 
They have used a variant of AdaBoost in order to 
select and train the simple (or weak) classifier. Such a 
weak classifier can be expressed as  

      ℎ (푥) = 1,    푖푓 푝 푓 (푥) < 푝 휃
0,                표푡ℎ푒푟푤푖푠푒

 

푓  is the feature 
휃  is the threshold 
푝 is the parity and  
(푥) is the 24X24 pixel sub-window of a given image. 

 
Figure 2: The first two features are selected by AdaBoost. The 

first measures intensity between the eye region and region 
across the upper cheeks while the second compares the intensity 

between eye region and the bridge of the nose. 
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Figure 3: The above is the schematic sketch of the 
detection cascade. Here every stage of classifier 
eliminates the negatives and further processes the 
positives along with the reduction of the number of 
sub windows. 
 
Face Recognition  
Facial recognition is a computer application in which 
the detected face is matched with an existing database 
by comparing selective features from the detected 
image using recognition algorithms. this type of 
algorithm can be of two types: 
 
1. Geometric 
2. Photometric 
The photometric algorithm is vividly used in security 
systems. In the proposed design however the 
recognition is done using the Principle Component 
Analysis[4] (PCA) technique which is a mathematical 
procedure that is used to convert a set of observations 
into a set of values of linearly uncorrelated variables 
using orthogonal transformation which is henceforth 
compared to the original set of variables for the 
purpose of matching and recognition. 
 
III. PROPOSED DESIGN 
 
When an intrusion is detected, the camera in this 
system moves in the direction of the particular 
intrusion(s), captures the image/video and detects the 
face of the intruder that can be further used for 
recognition purpose of the intruder. This paper 
describes the built and usage of a system that consists 
of sensors, stepper motors, TV, camera, micro 
controller, and Buzzer alarm. Sensors are connected 
to the gate. Buzzer alarms, TV and stepper motors are 
interfaced with the microcontroller.  
 
The alarm gets turned ON whenever anyone enters 
through the gate. The stepper motor is used to rotate 
the camera. When anyone enters through the gate, the 
sensors sense the signal then automatically turns ON 
the alarm through micro controller operations. 
Camera observes everything at the gate. The camera 
rotates according to the microcontroller’s instructions. 
The microcontroller here controls these operations 
through assembly language program based 
instructions followed by face detection and 
recognition thereby monitoring for complete 
surveillance of the area beyond the gate. 

 
Figure 4: The Block diagram for the proposed design in which 
the various interfacing of the different hardware elements have 

been depicted. 
 
Major components required: 
 
1. AT89C51 Microcontroller  
2. Proximity Sensors 
3. Servo Motor 
4. Camera 
5. Buzzer and Alarm 
6. Relay Driver 
7. LDR 
8. Image processing Unit  
9. Softwares used: OpenCV, AVR Studio 4,     
WinAVR, SinaProg Hex Downloader, USBasp 
Driver. 
 
Special Components: 
 
Power supply: AT89C51 runs on +5V DC supply 
which is supplied at Pin 40. In this project different 
levels of power supply is required i.e. +5V and +12V. 
Microcontroller operates at +5V whereas the other 
drivers require a power supply of +12V. 
 
Electromagnetic Relay : Although the conventional 
Solid State relay could have been put to use here but 
they are expensive. EMR’s on the other hand are 
inexpensive, easy to use and can be used to control 
the load circuit switching by low power. Moreover 
they need low resistance and can be completely 
isolated from the control signal. 
 
Over Temperature Detector: In this entire circuitry 
over temperature sensors using the NTC (Negative 
temperature detector) type thermistors are used over 
the other types of temperature sensors is because the 
they have high sensitivity of the order of -3%/°C to -
6%/°C which is relatively large when compared to the 
RTD’s or thermocouples. Moreover they operate on 
the temperature range of -50°C to 150°C and even 
upto 300°C for the gas encapsulated units. 
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Magnetic Reed Switch: The normally closed (NC) 
type reed switch is used here at the door so that 
whenever the door is pushed open, the magnet on the 
door and the door frame will separate thereby 
triggering an alarm caused by the intruder. 
 
IV. RESULTS AND DISCUSSION  
 

 
Figure 5: Schematic diagram of the proposed design showing 

microcontroller interfaces and other components. 
 
Sample Image : The sample image is the standard 
Oscar Selfie which has been used for facial detection. 
The output image is give in Figure 7 with the 
corresponding pixel values. The average pixel quality 
being 0.99757 which is approximately 90% efficient. 
 

 
Figure 6: Input sample image. 

 

 
Figure 7: Output image after face detection. 

 
Test Image: The Face detection algorithm is working 
at 80%-90% efficiency. Element for detection is the 
use of skin filter which sometimes is unable to detect 
skin region in cases of large variance of light and/or 
shadows. As shown in Figure 8 input is provided and 
Figure 9 output is obtained with faces detected except 
one. So in exchange for faster face detection, 

efficiency is slightly compensated. Thus there is a 
trade-off. 

  
Figure 8 : Input test image 

 

 
Figure 9: Output image after face detection 

 
CONCLUSION 
 
Construction of components and sub-components of 
surveillance is completed. Face recognition code is 
based on skin filter technique (PCA) for faster 
detection. Face detection is based on Principle 
Component Analysis. Due to some library function 
and dll file error integration of detection and 
recognition in a single code was not possible. Hence a 
separate database has been created and recognition 
using this database remains a future prospect for this 
work. 
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