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Abstract- With the introduction of micro grid, the major threat to this amalgamation of power grid and information 
technology is the security of its components such as digital computers, software from hackers. It is known that there is a 
bidirectional flow of power as well as information, hence, security becomes a key factor for its successful operation as it is 
more reliable because of its higher efficiency. Hence, there must be proper security for its successful operation. In this paper, 
an over view of the cyber security i.e. why it is needed and its defence against cyber-attacks are presented. 
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I. NOMENCLATURE 
 

 
 
II. INTRODUCTION 
 
MICRO grid has many definitions depending on the 
way they are used but the major role or its common 
function is to improve the availability of power and 
increase its efficiency. Micro grid can operate in 
parallel to normal grid, called as grid-connected 
mode. In this mode, it is a combination of load, micro 
sources and grid. Whenever there is a fault or 
disturbance in the grid, it transforms from grid 
connected mode to island mode without any 
disturbance in the power supply to the load. This 
mode of operation is known as islanding mode. This 
transfer from islanding mode to grid connected mode 
and vice versa is done without interrupting supply to 
the loads. 
A country’s economy is assessed by looking into its 
advancements in the field of energy production. So, 
when the present power system is transferring in to 
green system which reduces the carbon emission and 
increases the availability of power by using the 
advancements in the technology considerable care 
must be taken so that no vulnerable acts be done to 
hinder this advancement. 
 In the present context of power generation, 
transmission, and distribution, it is difficult to 
identify the location of faults. In the largest one, 
being in India, about 620 Million people were 
affected [1], [2]. This fault may be due to lack of care 
taken or may be due to some hardware problems or 
may be due to anything else. 
 In case of information technology, the faults will be 
majorly occurring due to software problem i.e. may 
be due to virus or something else. As smart grid is 
amalgamation of information technology and power 
grid, proper care is to be taken so that there are no 

attacks. Even if such attacks occur, its mitigation 
should be fast. 
 Though there are many security technologies such as 
fire walls, antivirus software etc., they have tried 
hindering hackers to prevent from attacks but even 
they may not be much effective as hackers have 
learnt many new methods and ways to hack. So, there 
is a need to stop these attacks by providing additional 
security to this system. 
The aim of an attack may be of different in nature. 
Some of these include service break-down, data 
alteration, electrical theft and many more [3]. The 
smart meters being deployed use the RF technology 
of Fastrak transponders [4] to communicate with the 
electricity transmission network. People with 
knowledge of electronics can easily manipulate these 
meters so that they can decrease their meter reading 
and they can also increase the same amount of value 
in others reading i.e. data alteration. 
In view of the above, the contribution of the present 
paper is to present the cyber security aspects of smart 
grid.  
The rest of the paper is organized as followsin section 
III I have discussed about cyber-attacks occurred till 
date and also about the tests performed at describe the 
vulnerabilities of cyber-attacks. In section IV I have 
discussed about the natures of IT networks and Smart 
grid how they are different and various things. In 
section V I have discussed how micro grids self-
defence can be used at the time of vulnerabilities and 
possible methods to reduce the intensity of attack. 
 
III. GREATEST CHALLANGES FACED 
 
There were two severe massive attacks in India on 
30th and 31st July 2012. The reason for this break 
down was unknown but this all started at Bina-
Gwalior where the circuit breaker tripped resulting in 
the power failure cascaded through the grid. All 
major stations were shut down in the affected states 
with an estimated shortage of 30 GW power. This 
may or may not be caused by hackers but it is 
dangerous if it was done willingly. 
A test showing the vulnerability caused by cyber-
attack has been demonstrated at Idaho National 
laboratory [5]. In this test, they used a computer 
program to open and close diesel generators circuit 
breakers out of phase from the rest of the grid and 
explode. This type of attack is more dangerous 
because failure of one generator can possibly cause 
cascading generators failure and even they can be 
destroyed. This can cause a blackout and heavy loss 
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to country. 
There are many bugs or viruses or malwares or 
worms those have been used as a tool by the hackers 
to attack and create chaos. Some of them are, namely, 
Stuxnet, Flame, and Heart Bleed. 
Stuxnet is a computer worm. It attacked those PCs 
where Microsoft Windows is present and targeted 
Siemens industrial control systems.Different variants 
of Stuxnet targeted five Iranian organizations, with 
the probable target widely suspected to be uranium 
enrichment infrastructure in Iran; Symantec noted in 
August 2010 that 60% of the infected computers 
worldwide were in Iran 
Iran nuclearprogram,which uses embargoed Siemens 
equipment procured secretly, has been damaged by 
Stuxnet [6]. Stuxnet, successfully, jumped the air gap 
and penetrated [7]. A study of the spread of Stuxnet 
by Symantec [8] showed that the main affected 
countries in the early days of infection were Iran, 
Indonesia, and India (refer Table I). 
 

Table I 
 PERCENTAGE OF COMPUTERS FECTED BY 

UXNET 

 
 
Flame [9] is a malware that was identified on 28th 
May 2012. It also attacked majorly Iranian bases and 
also Israel, and many more places. This is quite 
different from Stuxnet because it has a “kill” 
command which when used can remove the traces of 
malware present in the system. This malware spreads 
through LAN and has the ability to attack SCADA 
systems. 
Recently, in April 2014, another bug named 
Heartbleed [10] has been discovered. It is security 
vulnerability in open SSL software which helps 
hackers to manipulate the information or anything. 

 
IV. ITNETWORKS VS SMART GRID 
 
The IT networks are, generally, bidirectional whereas 
the existing power network is unidirectional. But with 
the introduction of technological advancements in the 
grid, it becomes advanced with numerous advantages 
and transferring the power grid into bidirectional. In 
case of power grid, there is a central supply i.e. 
generating stations are located at some    places and 
power is transmitted while in smart grid every 
node/customer can generate power and send the 
excess amount of energy. 
Even in case of power generation many problems are 
faced and it is seen that the overall efficiency of a 
thermal plant lies between 33-48% [11] and creates 
carbon emission. Each and every method of power 

generation has its own advantages and disadvantages, 
and thus, there is a need to transfer the entire network 
to smart network, and thereby, increasing the 
efficiency and reducing the loss of power at the 
customers’ end. It is known that in the current system 
of grid the major losses are occurring at the 
generation end and if a small amount of power is 
saved at the customer end, this will be equivalent to a 
quite large fraction of amount saved at the generating 
end. In smart grid, consumers of electricity will 
become prosumers as generating power, thus, 
enabling bidirectional supply of power. Smart grid 
takes the help of smart meters and provides a 
platform for consumers showing there day to day 
consumption of power and helps them to manage 
their energy consumption. 
 In case of IT network, there is a distributed supply 
and there is a bidirectional transfer of information. In 
IT network devices are connected across short 
distances by LAN and if devices are connected across 
large physical distance. This is called as WAN. Both 
power and smart networks are very complex and it is 
believed that smart grid will be bigger than internet. 
In IT networks, the security of data and its 
availability are equally important. Where-as in case 
of smart grid, it differs from IT networks. Here, 
human safety followed by normal functioning under 
attacks and protection of equipment are important 
[12] and follows the priority in the sequence 
mentioned. Many countries are investing more and 
more money to transfer their power network into 
smart network so that additional advantages may be 
used like improved efficiency 

 
V.  ReSISTIVE METHODS 

 
Fig. 1shows that proper assessment, identification and 
establishment of security enclaves to protect control 
supervisory and business systems with appropriate 
security measures are essential for robust smart grid 
security [13]. 
 XML firewall is an application layer firewall that 
specifically defends XML based applications against 
a wide variety of XML message and parser attacks 
[14]. 

 
Fig. 1. Robust smart grid security addresses security across 

business and technology processes. 
 
A zero day vulnerability refers to a hole in software 
that can be used by hacker to damage the system 
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before the vendor can patch it up [15]. This is 
becoming a power tool for cyber spying as the usage 
of internet is becoming more and more. 
There may be various methods to protect micro grid 
from various types of attacks but the advantage of 
antivirus software’s, air-gaps etc. to minimize the 
vulnerability must be taken. 
 
A. Software that Defends against Anomalies 
 
The vital aspect in securing smart grid is the amount 
of software in the system. The best practice is 
defensive programming [16] which means that the 
software should be written as predictable as possible 
in the wake of all unexpected data. This can be 
understood in other way like if a data is entered 
whose size is more than required digits then there 
must be an error message and potential vulnerability 
for hackers.  
 
B. Air Gaps Prevent Penetration to Network 
 
The name air gap comes from literal gap between the 
computer and internet. If the grid is connected to 
internet this doesn’t imply that there is a direct way 
[17] from external internet to any point within the 
grid including smart meters. Air gaps physically 
separates control networks from public networks. 
Other applications such as defensive programming, 
proxies, and fire walls can also be used to separate 
grid from public network. Though this method may 
not be effective [18] but can be used to protect where 
the chances of attack is less. 
 
C. Analytics: Patrolling the Grid 
 
Analytics software [19] provides the platform to 
monitor all the inputs coming in through the smart 
grid network and can be programmed to flag events 
that indicate security breaches such as suspicious 
patterns of usage or cessation of hourly readings. 
 
CONCLUSION 
 
Customers or people are very much interested to 
invest only if they have power quality such that 
devices are safe and the important one is their privacy 
and security of their data. So, it is very much 
important to have a good cyber security in smart grid. 
If customers are ready to take it then everything in the 
world will be successful and as a result they can 

enjoy the advantages of smart grid and it will be 
advantageous to stakeholders also. 
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