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Abstract- Automated security systems are useful addition to today’s home where safety against theft is important. Chances 
of property theft in unattended homes are high. Electricity theft and door break-in is major issue. Aim of the project is to 
design a system which detects electricity theft and door lock tempering. This project provides an overview of Wireless 
Sensor Network for Power Management. First objective is to secure door against theft. Tempering with door lock will 
actuate an electromechanical lock which can only be opened by a password sent by GSM module of the house owner. In case 
of electricity theft, system will detect and will cut-off the main power switch and inform house owner through text message. 
System will comprise of micro-controller, GSM module, current sensor, electromechanical lock, battery backup. 
 
Keywords- Automation, Security, Theft Control, Wireless 
 
I. INTRODUCTION 
 
This project provides an overview of Wireless Sensor 
Network for Power Management. As of days the 
problem of electricity theft control has increased in 
rural areas and in industrial parks.  Also these thefts 
are quite noticeable in urban houses too. As a 
solution to this problem, an electronic system that can 
control this is of great requirement. This project adds 
a new security measure to such type of electricity 
theft control.The design is compact enough to setup 
this system in houses and industries. 
 
The basic building blocks of the system are a micro-
controller, current sensor, relays, control switch, 
GSM module. As we know Micro-controllers are 
available in a number of varieties, we will be using 
Arduino Uno micro-controller.The programming in 
micro-controller is done that is based on the logic of 
our working and understanding of the system. 
Current sensor is a block that will be connected to the 
controller.Relays will be connected to the ports of the 
controller and these relays will be one of the most 
important components that will contribute to the 
working of system.Whenever there will be any theft 
detected, an SMS will be sent to the owners’ mobile 
number via a GSM module. The GSM module has 
varieties of AT commands that will be used to send 
and receive the messages.Upon receiving the theft 
message, owner will acknowledge it by giving a reply 
and thus with proper programming done in the 
controller, relays will trigger the control switches and 
the power lines will cut-off. 
 
The same GSM module will be used in automatic 
door lock system. Here an Electromechanical lock 
will be used to sense and detect any invalid key 
insertion at the door. Upon detecting this, an SMS 
will be sent via the GSM module and owner will 
acknowledge it with a pass code/users mobile 
number. If this pass code/mobile number matches 

with the pre-registered pass code/mobile number, the 
lock will be opened with that key otherwise it will 
remain unopened. 
 
II. BLOCK DIAGRAM 
 

 
Fig. 2.1 

 
III. FLOWCHART 
 

 
Fig 3.1 Flowchart for Electricity Theft Control 
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Fid 3.2 Flowchart for Electromechanical Door Lock Control 

 
IV. RELATED WORK 
 
We are also working on GSM module to learn how it 
will send and receive messages and also 
programming of Arduino microcontroller. We are 
trying to interface the different components and after 
that we will mount our project components. The basic 
concept of transferring and receiving message when 
electricity theft is detected or intrusion in the house 
via door lock tempering is the main purpose we are 
fulfilling here. And with the help of GSM we provide 
wireless security. 
 
V. SIMULATION 
 
We are simulating the basic concept on which the 
project works. Proteus 7, a multi tool simulation 
software is used to construct the equivalent circuit 
that will give the idea on how the actual components 
will be interfaced. Also, Arduino IDE, an open source 
Arduino programming software is used to code the 
logic-that will detect the theft as well as send and 
receive messages for controlling via the GSM 
module. 

 

Fig. 4.1 Basic Component Interfacing Concept 

 
Fig. 4.2 Showing the current in-inline being monitored 

 

 
Fig. 4.3 Current value changes so message is sent 

 

 
Fig. 4.4With a security code, relay is made off 

 
CONCLUSION 
 
Hereby, with a study and research regarding 
electricity theft and door lock tempering, it can be 
said that Electricity theft has been a major problem 
for electricity providing companies as well as its 
customers. So a system that can control and prevent 
this is of great importance. Moreover, an un-
authorized door lock can also be avoided with the 
similar logic that can be used for electricity 
theft.Thus, a practical approach in building this kind 
of system has led us in developing a logic over which 
the entire system can work efficiently. 
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