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Abstract – MANET networks are defined as the wireless self organized, large scale and fault-tolerant   networks,  that are 
capable of operating without the support of any fixed infrastructure and a central coordinator which makes the routing a 
complicated task. One of the main challenges in MANET is to design the robustful security solution that can protect 
MANET from various routing attacks. MANET is vulnerable to different types of attacks such as blackhole, sybill attack, 
wormhole attack, grayhole attack and so on. Among them black hole is one the major attack which effects the entire network  
performance based on routing, packet delivery ratio, throughput and end to end delay of packets. The communication takes 
place between  two parties  by sharing their information like from node to nexthop nodes information. In this paper an 
Adaptive method  algorithm for detection and prevention of blackhole attack  in  MANETs is proposed based on  Data 
Access Table (DAT)  which  is an array [ ] [ ] maintains  from node to nexthops node information. We choose AODV as 
routing protocol and NS2 as simulation tool. The results are compared with threshold based algorithm for detection and 
prevention of cooperative blackhole attack in a MANET. The results show that Adaptive method gives better performance 
than compared to threshold based algorithm, in terms of throughput, packet delivery ratio. 
 
Keywords: Mobile ad-hoc network, attacks in routing protocol, cooperative blackhole attack, AODV routing protocol, 
DAT, overhearing and collision. 
 
I. INTRODUCTION 
 
In MANETS, due to mobility of nodes, there is no 
predefined Infrastructure. MANET is a collection of 
mobile nodes equipped with both a wireless 
transmitter and a receiver   that communicate with 
each other  via bidirectional wireless links either 
directly or indirectly. All he transmission links are 
established through wireless medium. Different 
protocols are then evaluated based on measures such 
as packet drop rate, the overhead introduced by 
routing protocol, end to end packet delays, control 
overhead, collision rate and network throughput. In 
MANETs routing protocols are designed to guarantee 
efficient packet routing. Routing protocols can be 
classified into reactive, proactive and hybrid routing 
protocols. Proactive protocols are called table-driven 
protocols, e.g Ad-hoc On-demand Distance Vector 
(AODV).  
 
As nodes wish, they should be able to enter and leave 
the network. Multiple intermediate hops are generally 
needed to reach other nodes, due to the limited range 
of the nodes. Each and every node in the ad-hoc 
network must be keen to forward packets for other 
nodes. This way, every node acts as a host and a 
router. Due to the dynamic topology of the network 
the nodes can leave and join the network as they 
wish. A novel approach has been proposed for the 
performance comparison of detection and prevention 
of cooperative blackhole attack in a MANETs based 
on DAT [ ] [ ] which is a Boolean variable, which 
maintains a record of each nodes information from 
node to nexthops nodes information.  
 

 
1.1 BLACKHOLE ATTACK  
 
Black hole attack performs through malicious node. 
Malicious node act as false node in the network and 
says that it is having fresh route to the destination. 
Source node broadcast RREQ packet and that packet 
will be forwarded by each intermediate node until 
destination node does not reach. If malicious node is 
present in the network and if that node receive RREQ 
packet, it immediately sends false RREP packet with 
high sequence number and minimum hop count. In 
this way malicious node claims that it having fresh 
route information to the destination. In this way 
malicious node will drops the packets by sending 
false RREP packet to the source node. 

 
Figure.1  Black hole Attack 

 
In Figure. 1 source node B1 wants to send data packet 
to destination node and initiates the route discovery 
process. Additionally, assume that node B3 is a 
malicious node, which claims that it has a route to the 
destination. Whenever it receives route request 
packets (RREQ), it immediately sends the response to 
node  B1. In case the response from the node B3 
reaches  to node B1 the earliest,  the node B1 thinks 
that  the route discovery is finished. Further, source 
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node B1 ignores all other replies and begins to send 
data packets to node B3. Finally, all packets through 
B3 are absorbed or lost, and thus B3 becomes a black 
hole[9]. 
 
II. RELATED WORK 
 
Recently, researchers pay much attention to MANET 
security issues. It is difficult to secure mobile ad hoc 
networks, due to vulnerability of wireless links, 
dynamically changing topology, and lack of 
infrastructure. Various kinds of algorithms for 
detection and prevention of a black hole attack have 
been proposed to enhance network security in the 
literature. But very less work is reported on adaptive 
based detection and prevention of  cooperative 
blackhole attack in MANETs has been done. Unlike 
devices in traditional Wireless LAN solutions, all 
nodes are movable and the topology of the network is 
changing dynamically in an Ad Hoc Networks, which 
brings great challenges to the security of Ad Hoc 
Network. As a result, attackers can take advantage of 
flaws in routing protocols to carry out various attacks 
[1] [3].It is observed in [2] the first phase of the 
algorithm is Counter-Threshold Based and uses the 
detection  threshold and packet counter to identify the 
attacks. The second phase is Query Based and uses 
acknowledgement from the intermediate  from 
intermediate  nodes to localize the attacker. In first 
phase two types of packets, Control packet and 
Control ACK packet, are used to detect the attacker. 
The enhancement of basic AODV routing protocol, 
which avoids black hole is discussed in [4]. In [5],  a 
novel approach for detection and prevention of 
cooperative black hole attack in a MANET, by 
thresholding RREP sequence number, is proposed  by 
varying the concentration of black hole nodes. The 
MANETs are vulnerable to many types of attacks [6] 
that cause network performance degradation besides 
the security concerns. It is observed in [7] that an 
adaptive approach  to detect and prevent both the 
attacks blackhole and grayhole attack  using path 
based method  to overhear the next hop’s action the 
avg detection rate is above 90% they used DSR as 
routing protocol. In [8] presented a general approach 
for detecting the blackhole attack. They devised a 
neighborhood-based method to detect the intruder and 
a routing recovery protocol to setup a correct path to 
the true destination. By introducing the neighbor set 
of nodes , which is all of the nodes that are within the 
radio transmission range of a node. Two types of 
control packets are introduced to share neighbor set 
between different nodes. Performance comparison of 
cluster based and threshold based algorithms has been 
done and results of threshold based shows better 
performance than compared to cluster based is 
discussed in [9]. In [10]  Enhanced Adaptive 
ACKnowledgment (EAACK)  to prevent the attacker 
from forging acknowledgment packets. To improve 
the scalability of IDAR (intrusion  detection and 

adaptive response mechanism) we use a clustered 
organization, in which all network nodes operate  in 
one of the three roles of manager node (MN), cluster 
heads (CH) and a cluster node (CNs) is observed in 
[11]. A novel IDS named EAACK protocol to detect 
and prevent malicious nodes in MANETs. 
 
In the present paper, the objective is to propose an 
Adaptive method for detection and prevention of the 
cooperative black hole attack using AODV routing 
protocol and  is compared with threshold based  for 
the sequence number of RREP. The results shows 
better for adaptive based algorithm than compared to 
threshold based algorithm [5], the performance of the 
proposed algorithm is analyzed in terms of 
throughput, packet delivery ratio and end to end.  
 
III. PROPOSED WORK 
 
The proposed methodology is based on adaptive 
approach for detection and prevention of cooperative 
black hole  attack. Mobile nodes follow the law of  
independent  mobility. These nodes are frequently 
taking part  in communication. In addition, they are  
able to send, receive and route data during 
communication. The RREQ-RREP messages of 
AODV routing protocol are used in real-time for 
route discovery. Each node exchanges  hello message 
and construct neighbor list. Source checks all node’s 
activity by using the DAT (Data Access Table) and 
declares  black hole  node by channel overhearing 
method. In this method source maintains DAT [ ][ ] 
represents in the form of a Boolean value true or 
false. Table has two columns, first column represents 
from node entry and second column represents the 
nexthop node entry. If node send and receive packets  
via each node entry written as 0 or 1 in this table. If 
node has blackhole  then all entries are  zero. Source 
starts broadcasting the  RREQ packets  and 
intermediate 1  creates  RREP with its nexthop and its  
entry, Source collects RREP and verifies its Data 
Routing Table with   Intermediate reliability. If 
already intermediate entry available  in DAT it routes 
the packets. Else send Verification request to another 
intermediate  2  and verifies its entry of DAT to pass 
any packets via  Intermediate 1. DAT[ ][ ] will  
update the from node to nexthop node data access 
information. When source starts sending the RREQ 
request to all the neighboring nodes by specifying 
some time limit, within this limit intermediate has to 
send the RREP with the DAT [ ][ ] information to the 
source node and the source node when he verifies the 
DAT[ ][ ] along with each node’s RREP, he checks 
the DAT[ ][ ] entries are available or not. If he finds 
the entries are all zeroes then source eliminates that 
path and chooses another path. Source verifies the 
intermediate node reliability based on three methods 
(i) fake reply,(ii) DAT verification and (iii) colluding 
rate based threshold verification and also accuses the 
detecting node as blackhole attack. Based on reply  
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Source validates intermediate 1 reliable or not. If 
node is not blackhole route  is secure, Update DAT of 
intermediate 1, if it is blackhole reverse path all nodes 
in route is blackhole. Source ignore all RREP from 
black-hole  and  broadcast list of all co-operative 
node list. In order to eliminate completely from the 
entire network. 
 
Algorithm 1. Detection and prevention of cooperative 
black hole attack using Adaptive  approach. 
 
Initialization:- 
 
Step 1:  Let N be the total number of nodes and x be 
the     
              number of black hole nodes.  Each node 
maintain   
              forward buffer  and all  nodes  listen channel 
and    
              read the content with the capability of 
overhearing.  
Step 2:   Input the values of N and x. 
Step3:Randomly assign x% nodes as black hole 

nodes  among N nodes.          
Step 4: Each node maintains Routing table  to update 

current path, Forward_packet_buffer to store 
the data packet forwarding count,  DAT to 
maintain  each node from and to node data 
report , Reliable_node_list to verify node 
entry  if not store in DAT  as unreliable, 
black_list to remove further communication 
of  black-hole node  from network 

Step  5:  Initiate fake RREQ with wrong destination 
address to find black-hole node. If any node 
responses. 

Step 6: If source receive data packet verify its routing 
table to check destination  towards next hop 
neighbor. If so send data packet.  If not start 
route request and remove previous routing 
table. Each intermediate node rebroadcast  
and destination receives   RREQ and send 
RREP with each node nexthop  and data 
forwarding entry. 

Step 7:Source collects RREP and verifies with its 
DAT  for reliability. If node entry available 
update reliable_list  

 If already  Route entry available in DAT 
source starts to send the packet in that route 

 Else  if any node entry not available it starts 
verification message with timer for reply of 
that verification  about  that intermediate 
node   via another neighbor. 

 i). If next neighbor has the record of 
forwarding any packet via that intermediate 
node and it neighbor node also not  have any 
entry  to forwarding the packet via that 
intermediate node receive count and forward 
count will be 0 in both from node and to 
nexthop node 

 ii). If source not getting response in timer or 
received verification reply with  0 value  
source reject all  nodes in path and choose 
next path  to forward data.   

 iii). If black-hole not available route is 
secure  else start black-hole announcement 
as broadcast. Receiving nodes update node 
entry in black_list and reject further 
communication. 

Black-hole cooperative 
Step 8: If nodes act as cooperative black-holes then  

both  the black-hole nodes response for the 
nexthop transmission. Other neighboring 
nodes maintain 0 entry in  receive and 
forwarding count. Also nodes maintain 
channel overhearing, through that it can 
monitor content send receive information 
and update the table. 

Additionally  monitoring the nodes with  
                 i). Black-hole responds always  to each 
RREQ .. 
                ii). Black-hole do not work as  group 
                iii). It drops the packet than  forwarding 
Overhearing 
Step 9: When a node send packets it includes in  

forward packet  buffer and neighborhood 
nodes Overhear. 

             i). Then the overhearing node computes over 
hearing  rate in every time interval  
             ii). (overhearing rate for Nth period of time ) 
OR_N  = Total over packets count / Total forwarding 
packet count 
             iii).If overhearing rate is > Threshold  
detecting node consider next hop as Blackhole 
Step 10: Retreive the  Mac collisions rate from MAC 
layer 
            i). Computes overhearing  Probability  =  (1-
Pcollision)  * Pforward 
            ii). Compute Forwarding probability  = OR_N 
/  1- ACR_N < (1 – Tf) 
 ACR = Accumulated collisions rate is calculated as 
             

1
2( ) {0, ( ( ) ( ), 0

1
ACR N ACR N RCR N for N

for N
  

 
                                         

( ) CollidepcktNumRCR N
CollidepcktNum UncollidepcktNum




 

 
Step 11: Threshold computation  =  If the  dropping 
probability > Tf  
        i). OR_N < (1  -  Tf) * ( 1 -  ACR_N) detecting 
node can accuse  next hop as Attack 
        ii). Find dynamic detection thresh  (Td_N) =  1-
(1 – Tf) *   ( 1 -  ACR_N) 
             iii). If probability  is > Td_N, detecting node 
only  is accused as blackhole. neighboring nodes 
overhear. Then  the        
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                  overhearing node computes the 
overhearing rate in every interval.            
                Threshold computation  =  If the  dropping 
probability > Tf   detecting node can accuse  next hop 
as blackhole ,Go to       
                 step 5      
Step 12: Uptill the end of simulation going on 
monitoring the network using intermediate nodes    
               Reliability.  Repeat the steps from 5 to 13 
untill data packets reaches the destination. 
Step 13: Compute the performance metrics,  namely 
throughput, packet delivery ratio.                  
Step 14:Stop.  
 
3.1  A path-based detecting method 
 

 
Figure 2. A path based detection scheme 

 
3.1.1 Detection algorithm 
Our proposal is based on a path based scheme. That 
is, a node does not watch every node in the neighbor, 
but only observes the next hop in current route path. 
For example, in Figure 2, Z1 is the source node; W2 
is the destination node; and Z2 is a black hole. Node 
Z1 is sending data packets to node W2 through the 
path Z1, Z2, W1, W2. In our scheme, Node Z1 only 
watches Node Z2, which is the next hop; but does not 
care Node X1 and Node X2.  
To implement the algorithm, every node should keep 
a DAT (Data Access Table) [ ] [ ] which records the 
from node to nexthop node entry in its table. To 
check the reliability of the intermediate node it has to 
undergo three steps: 

 Fake Reply. 
 DAT verification 
 Collision rate based threshold verification. 

 

 
 

Figure 3. Collision problem with the path based detection 
scheme. 

3.1.2.  Analysis of collision probability 
As for path based detection, blackhole node problem 
will greatly increase the collision probability.  The 
cause of high collision probability is hidden node 
problem in carrier-sensing  multiple-access with 
collision avoidance(CSMA/CA) protocol . A hidden 
node is a node which is beyond range of a packet  
sender (S1 in  Figure3 ) but in the range of a packet 
receiver (A1 in the Figure 3).In Figure 3 Node E3 
does not hear  the data  from Node E1 to E2, and it is 
a hidden node. .When Node E3 transmits to node E4, 
the transmission collides with that from Node E2 to 
node E3. Therefore, the hidden nodes lead to higher 
collision probability [7]. 
In Figure. 3 Node E1 is a source node and E4 is the 
destination node. Packet 1 is transmitted from Node 
E3 to Node E4. At the same time, Packet 2 is 
transmitted  from Node E1 to Node E2. 
Simultaneously Packet 1and Packet 2  will collide at 
Node E2.Then Node E1 will retransmit Packet 2, but 
Packet 1 will not be sent again because Packet 1 has 
already been received by Node E4 successfully. As a 
result, Node E1 has lost a Packet1 and treats it being 
dropped by Node E3 deliberately. Then the 
overhearing nodes computes over hearing  rate in 
every interval . 
 If overhearing rate is > Threshold  detecting node 
consider next hop as Blackhole. 

 
   _

   
Total over packets countOR N

Total forwarding packet count
  

3.1.3. Collision report mechanism under mac layer 
To overcome the problem of hidden node problem, 
We are using two Labels, CollidepcktNum and 
UncollidepcktNum  are added to standard 802.11 
protocol. If a packets collide each other then 
collidepcktNum Label will be added by 1, if a packet 
received successfully, UncollidepcktNum  Label will 
be added by 1. Source fixes some time limit, within 
this limit the response has to come from the 
intermediate node, else it will  reject the path  and 
chooses the next path. The colluding  rate is defined 
as following: 

( ) CollidepcktNumRCR N
CollidepcktNum UncollidepcktNum




                      

-------- (2) 
Colliding rate will be reported (RCR) to network 
layer and the two Labels will be reset to zero. In 
network layer (AODV in this paper), accumulated 
colliding rate is calculated . Let ACR(N) be the 
accumulated colliding rate in the Nth period and 
RCR(N) be the reported colliding rate in the Nth 
period of time. 

1
2( ) {0, ( ( ) ( ), 0

1
ACR N ACR N RCR N for N

for N
  

 
                                                             

------(3) 
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Let Pcolliding be the colliding  probability in the Nth 
period and Pforwarding be the actual forward probability 
of a node, and Poverhear be the probability of a node 
overhearing he next hop’s forward action. Get the 
Mac colliding  rate from the MAC layer. So 
computing  
 Overhearing  Probability  =  (1-Pcolliding )  * Pforwarding      
-----(4) 
 
 Forwarding probability  = OR_N /  1- ACR_N < (1 – 
Tf)--(5) 
Threshold computation  =  If the  dropping 
probability > Tf, detecting node can accuse  next hop 
as Attack. 
OR_N < (1  -  Tf) * ( 1 -  ACR_N)         ------------(6) 
(Find dynamic detection threshold)   Td_N =  1-(1 – 
Tf) * ( 1 -  ACR_N)----------(7) 
If probability  is > Td_N, then detecting node can 
accuse  next hop as Attack.  
 
IV. METRICS 
 
3.2. Accumulated Colliding Rate: Is designed to 

calculate dynamic threshold, The formula is 
given in section  4 and equation (3)  we must 
evaluate whether accumulated  colluding rate 
actually reflects a node’s network overload. 

3.3. Detection Probability: The ratio of the 
number of detected malicious  nodes and the 
total number of malicious nodes. 

 
V. EXPERIMENTAL RESULTS AND 
DISCUSSION 
 
The simulation experiments are conducted using NS-
2.34 simulator by using the proposed algorithm. The 
simulation runs of 100sec, 200sec, 300sec, 400sec 
and 500sec are carried out and cooperative black hole 
attack using clustering approach is observed. The 
simulation parameters used in the experimentation are 
given in the Table 1.                       
     Table 1.Simulation parameters and their 
Values. 

 

The results of simulation are presented  graphically in 
the Figures.4-6. The performance of the network is 
analyzed in terms of three metrics, namely, 
throughput, packet delivery ratio and end to end  
delay, by varying  percentage  of black hole  nodes 
x% = 5, 10, 15, 20 and 25% of N = 200 total nodes. 

 
Fig. 4. Throughput for varying number of black hole nodes 

x=5, 10, 15, 20 and 25% of N=200 nodes: After detection and 
prevention of black hole attack. 

 
5.1 Throughput: It is the rate of successfully 
transmitted data packets per second in the network 
during the simulation. The Figure. 4 shows the 
throughput for varying number of black hole nodes 
and total number of nodes N=50, after detection and 
prevention of black hole attack using the proposed 
clustering approach. It is observed that, as the number 
of black hole nodes increases, throughput continues 
to be decreased . There is improvement in 
performance due to detection and prevention of black 
hole attack, as shown in Table 2. The throughput is 
increased by 81.42% by using the proposed method, 
in comparison with that in the presence of black hole 
attack with 5% of nodes as black holes. With increase 
in concentration of black holes, there is reduction  in 
throughput. As concentration of black hole nodes 
increases, the available paths are fewer leading to 
further reduction in throughput. The Fig.5 shows the 
results for the comparison made between Threshold 
based [5] and Adaptive method for throughput, which 
shows better results for Adaptive Method when 
compared with Threshold based. 

Table 2. Comparison of throughput for 
MANETs  in the presence of black hole attack 
and that after detection and prevention of the 

attack 
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Table 3. Comparison of throughput for MANETs  
in the presence of black hole attack and that after 

detection and prevention of the attack for 
threshold based [5] and Adaptive method. 

 

 
Fig. 5. Throughput for varying number of black hole nodes 
x=5,10, 15,20 and 25% of N=200 nodes: After detection and 

prevention of black hole attack for the comparison of 
Threshold based and Adaptive method. 

 

 
Fig. 6. Packet delivery ratio (PDR) for varying number of 

black hole nodes x=5,10, 15,20 and 25% of N=200 nodes: After 
detection and prevention of black hole attack. 

Table 4. Comparison of packet delivery ratio (PDR) for 
MANETs in the presence of  black hole attack and that after 

detection and  prevention of the attack. 

 

Table 5. Comparison of packet delivery ratio 
(PDR) for MANETs in the presence of  black hole 
attack and that after detection and  prevention of 
the attack for Threshold based [5] and Adaptive 

method. 

 

 
Figure 7. Packet delivery ratio (PDR) for varying number of 

black hole nodes x=5,10, 15,20 and 25% of N=200 nodes: After 
detection and prevention of black hole attack for the 

comparison of Threshold based [5] and Adaptive method. 
 
5.2 Packet delivery ratio (PDR): It is the ratio of 
total number of data packets received successfully at 
destination to the number of data packets generated at 
the source. The Figure.6 shows the PDR for varying  
number of black hole nodes x=5, 10, 15, 20and 25% 
of total nodes N=200, after detection and prevention 
of black hole nodes. There is improvement in 
performance due to detection and prevention of black 
hole nodes, as shown in the Table 4. As the 
concentration of black hole nodes increases, the 
performance degrades due to non available paths as 
nodes become black holes. It is observed in Figure.7 
that the results show better performance in Adaptive  
Method when compared with Threshold based [5]. 
 
CONCLUSION 
 
 In this paper, a novel method called, Adaptive based 
approach is  proposed, which distributes traffic 
among diverse multiple paths to avoid colluding of 
packets, overhearing and eliminate the blackhole 
attack. Source maintains a DAT table which is a 
Boolean variable true or false set as (1 or 0). DAT [ ][ 
] records in terms of two columns first column as 
from node entry and second column as nexthop node 
entry. It needs to update the from node to nexthop 
node data access information. When source starts 
sending the RREQ request to all the neighboring 
nodes by specifying some time limit, within this limit 
intermediate has to send the RREP with the DAT [ ][ 
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] information to the source node and the source node 
when he verifies the DAT[ ][ ] along with each 
node’s RREP, he checks the DAT[ ][ ] entries are 
available or not. If he finds the entries are all zeroes 
then source eliminates that path and chooses another 
path. Source verifies the intermediate reliability based 
on three methods (i) fake reply,(ii) DAT verification 
and accuses the detecting node as blackhole attack. It 
can balance the network load, dynamically deal with 
the changes of network topology and improve 
reliability. The proposed method is a novel Adaptive  
method for detection and prevention of cooperative 
black hole attack in mobile ad-hoc networks. The 
simulation experiments are carried out by varying 
concentration of black holes in the network and also 
by varying the simulation run time. The simulation 
results shows that, as the concentration of black hole 
nodes increases the performance of the network 
degrades, due to the non-availability of paths as more 
nodes, become black holes. After comparing the 
results for Adaptive approach and with threshold 
based algorithm, it is observed that Adaptive 
approach shows better performance than  with 
threshold based approach[5]. 
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