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Abstract—In recent years, the applications about multimedia have been developed rapidly. For the protection of data, there 
has been growing interest in developing effective techniques to discourage the unauthorized duplication of digital data. 
Digital watermarking is the process of embedding information into a digital signal in a way that is difficult to remove. 
Watermarking consists of embedding algorithm and extraction algorithm. In the proposed approach before performing 
embedding of watermark in the host image wavelet decomposition is applied. Image decomposition is performed using 
wavelet packet transform. Watermark should be perceptually invisible so that it is difficult to remove and it should be robust 
to various attacks. The main characteristics of watermarking are robustness, invisibility and capacity. The results show that 
watermark is invisible and robustness is checked by applying various attacks. The proposed algorithm is implemented in 
FPGA. 
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I. INTRODUCTION 
 
Digital watermarking is described as technologies and 
methods that hide information sometimes called a 
signal or watermark. For Example, a number or text, 
into media files such as images, videos, audio, and 
text [7]. A digital watermark can be visible or 
invisible to the human visual system. Logos that are 
often seen added to the corners of images or videos as 
a way to prevent copyright infringement is an 
example of visible digital watermark [6]. These 
watermarks can be easily defeated and removed by 
replacing or cropping it from the digital media. For 
better security, the watermark has to be invisible to 
the human eye to ensure that the attackers cannot 
access the secured data and remove or alter them. The 
system has to take into account the data quality after 
embedding the watermark. Good data quality means 
high system imperceptibility. The robustness is the 
ability of the system to maintain the validity of the 
inclusion of a watermark even after any attack such 
as geometrical or non-geometrical attacks. 
Watermark capacity is considered as a challenge in 
watermarking systems. It refers to the number of bits 
that can be embedded in an image, video, etc [2]. 
Increasing the capacity of the embedded data will 
improve the system robustness but it may affect the 
media imperceptibility. A trade off always [5].  
Watermarking Scheme: 

 
Fig.1.Watermarking scheme 

 
Exist between the imperceptibility and the robustness. 
Nevertheless, they are considered as the most 
important requirements for designing any 
watermarking scheme, especially for copyright 
protection purposes. 
 
Fig.1 shows the basic watermarking it consists of 
embedding of cover signal and secret signal [1]. 
Signal may be a number or text, into media files such 
as images, videos, audio, and text. In embedding 
stage secret signal is embedded to watermarked 
signal using suitable watermarking algorithm. After 
embedding the watermark to the signal it transfer 
through the communication channel while 
transferring of signal there may be the different 
attacks on the signal. These attacks include Removal 
Attack, Geometric attack, Low pass filtering attack, 
Forgery attack. Detection stage consists of detection 
of watermark and separation of cover data and secret 
data. 
 
II. DATA EMBEDDING DOMAIN 
 
 Based on domain used for watermark embedding 
process, the watermarking  techniques can be 
classified into the following types: 
A. Spatial Domain Watermarking 
Spatial watermarking can also be applied using color 
partition such that the watermark appears in only one 
of the color bands. However, the watermark appears 
when the colors are separated for printing. Spatial 
domain process involves addition of fixed amplitude 
pseudo-noise into the image. These approaches 
modify the least significant bits of original contents. 
The watermark can be hidden into the data to assume 
that the LSB data are visually irrelevant [7]. 
B. Transformation based watermarking 
There are many techniques proposed based on 
transformation based watermarking. Watermarking 
can be applied in the transform domain including 
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such transforms are discrete Fourier, discrete cosine, 
and wavelet. In this first the host or main data is 
transformed and then modifications are applied to 
transformed coefficients. Watermark is embedded in 
DFT, DCT and DWT domain coefficients. In the 
proposed system data embedding is done with the 
help of DWT. Before embedding watermark in the 
host image. Wavelet decomposition is performed on 
the image [1].  
 
III. IMPLEMENTATION 
 
C. Block Diagram of Proposed Scheme 
Watermarking consists of two stages first is the 
embedding stage and second is the extraction stage. 
During embedding stage watermark is inserted in the 
host image. In proposed system text watermark is 
used. In extraction stage we extract the inserted 
watermark to check the quality of image after adding 
the watermark. The block diagram of proposed 
system is shown in figure 2.It shows the embedding 
stage of watermarking. The proposed method of 
image watermarking uses the wavelet packet 
transform for decomposing and reconstruction of the 
source images. First on the cover image wavelet 
packet transform is applied so we obtain the 
decomposed image in proposed system 1-level 
decomposition is used. Then the text watermark is 
embedded in image. After inserting watermark we 
need to apply inverse wavelet packet transform to get 
the watermarked image.  
  
Image Preprocessing: 
Preprocessing of data performed in MATLAB. 
MATLAB is a high-level language and interactive 
environment for numerical computation, 
visualization, and programming. Main role of 
MATLAB is to read data, store temporarily store that 
large amount of data, further extract it to get hidden 
data out and further analysis.  
 

 
Fig.2 Block Diagram of Proposed System 

 

 
Fig.3.Image Preprocessing 

 
D. Wavelet Decomposition 
 Wavelet Decomposition is performed on images to 
divide the image into different subbands.We can 
perform decomposition with different levels like 1-

level and 2-level as shown in figure 4. In one level 
decomposition it can be performed with respect to the 
columns or with respect to the rows in proposed 
scheme it is performed on rows. It divides the image 
into two sub band L and H.L means low frequency 
band and H means high frequency band. Also two 
level decomposition divides image into four sub 
bands such as namely LL, HL, LH and HH where the 
first letter corresponds to applying either a low pass 
frequency operation or high pass frequency operation 
[1]. 
 
Wavelet Packet Transform: 
The wavelet transform applies the wavelet transform 
step to the low pass result. The wavelet packet 
transform applies the transform step to both the low 
pass and the high pass result. One step in the wavelet 
transform calculates a low pass (scaling function) 
result and a high pass (wavelet function) result. The 
low pass result is a smoother version of the original 
signal. The low pass result recursively becomes the 
input to the next wavelet step, which calculates 
another low and high pass result. Wavelet packet 
transform can be viewed as a tree. The root of the tree 
is the original data set. The next level of the tree is 
the result of one step of the wavelet transform. 
Subsequent levels in the tree are constructed by 
recursively applying the wavelet transform step to the 
low and high pass filter results of the previous 
wavelet transform step [8].  
           

 
Fig.4. DWT Decomposition 

 
E. Invisible Image Watermarking Algorithm 
Algorithm for invisible watermarking is given. This is 
the algorithm for embedding stage we need to 
perform the reverse procedure for extraction of 
watermark from the watermarked image [1]. 

1. Read Cover data. 
 

2.  Read secret data. 
 

3.  Apply transformations. 
 

4.  Convert them into binary. 
 

5. Convert secret data into binary. 
 

6.  Mix those binary data together and convert it 
back to decimal. 

7. This watermarked data is returned back to 
MATLAB code. 

 
8.  It is displayed and further analyzed in 

MATLAB. 
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9. Main role of MATLAB is to read data, store 
temporarily store that large amount of data, 
further extract it to get hidden data out and 
further analysis.  

F. FPGA Implementation 
 

 
Fig.6.FPGA Implementation 

 
 The proposed system is implemenred using FPGA as 
shown in figure 6.Soft processor approach is used for 
implementation of invisible image watermarking 
algorithm.I have used AVR8 soft processor.Before 
implementing algorithm on fpga.We need to do some 
preprocessing operations on image.This is performed 
in matlab.MATLAB is only used to read and display 
the image.Algorithm is implemented in FPGA with 
the help of Arduino IDE.Arduino IDE is a open 
source development tool.After preprocessing of 
image and watermark.Both are send to FPGA for 
embedding watermark into the image.After 
embedding watermarked image is send back to the 
MATLAB for displaying.As watermarking consists 
of two stages watermark Extraction is also performed 
in FPGA. 

 
IV. DIGITAL WATERMARKING 
APPLICATIONS 
 
Watermarking technologies is applicable in every 
digital media where we need the protection of data 
and security. A few most common applications are 
listed hereby [6]-[8]. 

 Owner Identification 
The application of watermarking to which he 
developed is to identify the owner of any 
media. Embedded watermark can be easily 
removed with different attacks like 
geometrical attacks, low pass filtering etc. 

 Copy Protection 
Data watermarking can prevent unauthorized 
copying data by inserting the watermark 
desired signal. 

 Medical applications 
Medical media and documents also digitally 
verified, and we need to send information 
about patient over the internet so secured 
transmission of data watermark is inserted.  

 Data Authentication  

Authentication is the process of identify that 
the received content or data should be exact 
as it was sent. There should be no tampering 
done with it.   
 

 Fingerprinting 
Fingerprints are the characteristics of an 
object that tend to distinguish it from other 
small objects. As in the applications of 
copyright protection, the watermark for 
finger printing is used to trace authorized 
users who violate the license agreement and 
distribute the copyrighted material illegally.  

 
V. RESULT 
 
G. Decomposition of Image 
Proposed method is implemented using FPGA. For 
decomposition of image we use wavelet packet 
decomposition method. In wavelet decomposition 
image is passed through high pass and low pass filters 
which decomposes image into its detail and 
approximate information respectively. Figure 7 shows 
the original color image with size . Figure 
7 shows RGB to Gray Conversion of image. Figure 7 
shows 1-level wavelet decomposition which divides 
the image into low and high frequency sub bands. 

 
Fig.7.Result 

 
Watermarking Embedding 
 
 In embedding stage we are going to insert watermark 
into decomposed image. Watermark can be text, 
image or logo. In the proposed scheme we are going 
to insert text watermark. Figure 7 shows the 
decomposed image before embedding of watermark. 
Figure 7 shows the decomposed image after insertion 
of watermark. As this is the invisible image 
watermarking algorithm so watermark should be 
invisible. Results of watermark embedding show that 
watermark is invisible as two images are perceptually 
same. 
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CONCLUSION 
 
In this paper, invisible image watermarking algorithm 
is proposed. Watermarking scheme mainly consists of 
embedding stage and extraction stage. In the 
proposed scheme watermark embedding is performed 
in wavelet domain. The RGB image is first converted 
to gray scale image. Then gray scale image is 
decomposed with 1-level DWT decomposition. Then 
text watermark is embedded in the decomposed 
image in high frequency sub band. The proposed 
algorithm is implemented using FPGA. The results 
Shows that image before embedding is perceptually 
same as the image after embedding. So that 
watermark is invisible.  
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