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Abstract— Steganography is the art of hiding information in other information, the fact that communication is taking place. 
Many unusual carrier formats can be used; digital images are the most popular used in steganography. In this paper hybrid 
combination of least significant bit as well as RSA algorithms are used for encryption and decryption process. Embedding 
secret information inside cover images needs intensive computations, and thus, designing steganography in hardware speeds 
up steganography. This work indicates a hardware design of Least Significant Bit (LSB) as well as RSA steganography 
technique in a Spartan 3 FPGA board.  
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I. INTRODUCTION  
 
The term steganography literally means “covered 
writing” and it is derived from the Greek [1]. It is the 
branch of cryptography. Cryptography hides the 
contents of the information from an enemy, but not 
the being of the message. Steganography even hide 
the very being of the message in the communicating 
data. Data protection and security of the confidential 
information have become a critical issue in the digital 
world. Therefore, the demand of having a protected 
system to transfer the confidential data is increasing.  

 
Fig 1. Block diagram of Steganography 

 
The goal of steganography is to hide secret 
information inside the cover images in such a way 
that does not allow any “enemy” to even detect that 
there is a secret message present in the image. 
Steganography attempts to hide the presence of 
communication. The Steganography structure is made 
up of three elements:  
 i. The Cover image,  
ii. The secret image,  
iii. The Key 
The cover image can be a painting, or a digital image. 
It is the object that will „carry  the hidden message. 
A key is used to decode the secret message. This can 
be anything from a password or a pattern. 
Steganography is applied to images, but many other 
data or file types are possible 
1. Audio 
2. Video 
3. Text 

4. Executable programs 
A. Least Significant Bit (LSB): 
There are many types of spatial steganography, all 
directly replace some bits in the image pixel values in 
hiding information. Least significant bit (LSB)-based 
steganography is one of the simplest techniques that 
hides a secret message in the LSBs of pixel values 
without traceable distortions. To our human eye, 
changes in the value of the LSB are undetectable. we 
can embedding message bits  either simply or 
randomly. Least Significant Bit (LSB) replacement 
technique, Matrix embedding, are some of the spatial 
domain techniques. 
The least significant bit of some or all of the bytes 
inside an image is changed to a bit of the secret 
message. Digital images are of two types (i) 24 bit 
images and (ii) 8 bit images [8]. we can embed three 
bits of information in each pixel of 24 bit images, one 
in each LSB place of the three eight bit values. Rising 
or falling the value by changing the LSB does not 
change the form of the image; much so the 
consequential stego image looks almost same as the 
cover image. In 8 bit images, one bit of data can be 
secreted. 
The system has some advantages [1]: 
• This execution significantly simplifies memory 
access since it maps one secret byte to one Cover 
pixel. Accessing and manipulating data at the bytes 
edge simplifies hardware design and decreases design 
area and power. 
• The undisclosed size is third of the cover size, 
which is considerably better than 1-bit LSB. 
• The 2/3-LSB has good image metrics compared 
with 2-bit and 3-bit LSB the 2/3-LSB presentation is 
in among 2-bit and 3-bit LSB. 
 
The LSB block receives the three bytes of cover and 
one byte of the secret, combines them and then given 
them back to the AVR8 processor. The 
steganography block is implemented in VerilogTM 
hardware description language. 
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The LSB is the lowest significant bit in the byte value 
of the image pixel [1]. The LSB based image 
steganography embeds the secret in the least 
significant bits of pixel values of the cover image 
(CVR). To demonstrate LSB technique, we provide 
the following example. Suppose the cover has the 
following two pixel values: 
 
(0000 1010 0011 0010 0111 0100) 
(1111 0101 1100 0011 1100 0111) 
Also, assume that the secret bits are: 101010. After 
embedding the secret bits, the outcome pixel values 
are: 
(0000 1011 0011 0010 0111 0101) 
(1111 0100 1100 0011 1100 0110) 
The underlined bits show that the bits were altered 
from their original value. Only three bits in the cover 
image were customized. On average about half of the 
bits in the cover image will be customized when 
embedding the secret image. 
 
B. RSA ALGORITHM 
RSA algorithm was proposed by Ron Rivest, Adi 
Shamir and Leonard Adleman [7]. This algorithm 
was considered for encryption of information. RSA 
algorithm is one of the method uses to execute 
cryptography. RSA algorithm is based on public key 
cryptography. It generates public and private key. 
Public key is used for encryption principle and 
private key is used for decryption purpose [8] 
It takes two numbers, e and d, as the public and 
private keys, as given in Figure. 

 
Fig 2. Public Key for RSA 

 
Selecting Keys 
Bob take the following steps to select the private and 
public keys [8]: 
1. Bob chooses two very large prime numbers p and 
q. consider that a prime number is one that can be 
divided evenly only by 1 and itself. 
2. Bob multiplies the above two primes to locate n, 
the modulus for encryption and decryption. In other 
words, n ::: p X q. 
3. Bob calculates another number <1> ::: (p -1) X (q - 
1). 
4. Bob chooses a random integer e. then he calculates 
d so that d x e::: 1 mod <1>. 
5. Bob announces e and n to the public; he keeps <1> 
and d secret. 

II. FPGA BASED SYSTEM FOR 
STEGANOGRAPHY IMAGE PROCESSING 
 

 
Fig 3. System overview 

 
The Papilio One has a Xilinx Spartan 3E FPGA chip, 
given that a abundant quantity of digital logic to 
quickly get your prototyping off the ground. You can 
code for the FPGA using recognized development 
tools, or you can take Gadget Factory's custom 
Arduino IDE to easily write Arduino code and upload 
it to the AVR8 soft processor.  
The AVR is a modified Harvard architecture 8-
bit RISC single chip microcontroller which was 
developed by Atmel in 1996. The one of the first 
microcontroller families was AVR to use on-
chip flash memory for program storage space, as 
opposed to one-time programmable ROM, EPROM, 
or EEPROM used by different microcontrollers at the 
time.  
The steganography block implements LSB 
steganography method by concealing the secret data 
in the cover using a combination of 2-bit and 3-bit 
LSB steganography, referred to as 2/3-LSB [1]. Each 
CVR pixel is represented by three bytes. A single 
byte of the secret data is hidden in the three bytes of a 
cover pixel. 
 
III. ENCRYPTION METHOD: 
 
By applying an offset to each single byte image 
Encryption encrypts a text into an image [6]. In recent 
years there have been numerous reports of secret 
information such as customers' personal records 
being uncovered through loss or theft of laptops or 
backup drives. Encrypting such files at rest helps 
keep them should physical safety measures fail. 
Digital rights management systems, which prevent 
illegal use or duplicate of copyrighted matter and 
protect software against reverse engineering (see also 
copy safety), is another somewhat different example 
of using encryption on information at rest.  
Encryption is also used to protect data in transit, for 
example information being transferred via networks 
(e.g. the Internet, e-commerce), mobile telephones, 
wireless microphones, wireless intercom systems, 
Bluetooth devices and bank automatic teller 
machines. There have been many reports of 
information in transit being intercepted in recent 
years. Encrypting information in transit also helps to 
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protected it as it is often difficult to physically protect 
all access to networks. 
 
IV. EXPERIMENTAL RESULTS IN MATLAB 
 

 
Fig. 4.  Simulation Results in MATLAB 

 

 
Fig.4 Result in MATLAB 

 
CONCLUSION 
 
The goal of this paper is to execute two techniques 
like Steganography and Cryptography for secret 
communication between the two entities. In our paper 
we are using an LSB algorithm which represents a 
high embedding capacity to provide good image 

quality & facilitates simple memory access. In 
addition to it we are using RSA algorithm for extra 
protection which is based on cryptography. As we are 
using image as a cover file, high amount of data can 
be embedded and also provides resistance from 
external attacks. 
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