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Abstract – Internet of Things is a booming technology which is being used widely for automating and making things smart. 

But with the increasing number of cybercrimes, IOT devices are more vulnerable to such attacks these days. Huge amount of 

data is getting generated, daily and it’s becoming a great challenge in the field of data security. The technology to secure it is 

using Blockchain technology. This technology can be combined with IOT Devices to provide its security features and to 

manage the chunk of data being generated. In this research work this technology is used to secure a smart door lock. Access 

control mechanism is one of the key focus and substantial work that has been done in order to make an effective system. The 

application uses AES-Encryption to secure the data transmitted from device to the mobile application and vice-versa. A 

double linked list is used to store and verify the previous hashed data which consists user profile details trying to access the 

system and this mainly forms the blockchain technology. 

 

Keywords – Blockchain, Automation, Data Encryption, Internet of Things (IoT), Smart lock. 

 

I. INTRODUCTION 

 

Centralized systems are right now the most across the 

board show for programming applications. Brought 

together frameworks straightforwardly control the 

activity of the individual units and stream of data 

from a solitary focus. All people are straightforwardly 

subject to the focal capacity to send and get data and 

to be instructed. Facebook, Amazon, Google, and 

each other standard administration uses on the 

Internet utilizes this model. There is another system 

in blockchain, which is distributed. Distributed means 

computation is spread across multiple nodes instead 

of just one. Decentralized means no node is 

instructing any other node as to what to do. Many 

Stacks such as Google have adopted a distributed 

architecture internally to speed up computing and 

data latency. This means that a system can be both 

centralized and distributed. Securing the data would 

also be done using the distributed but due to 

theorganized way, the time of data transmission 

would be difficult in this network. Decentralization is 

another model of blockchain, the decentralized 

application space is right now a rising field with a ton 

of brilliant individuals yet trying different things with 

new models. Diverse engineers have distinctive 

sentiments on what precisely a decentralized 

application is. A few engineers imagine that having 

no main issue of disappointment is everything 

necessary and some surmise that there are different 

prerequisites. The focal point of this book is to 

discuss productive decentralized application that is, 

de- centralized application from which engineers and 

clients can acquire cash. The purpose behind the 

benefit centre is because benefit is the foundation of 

an effective, vigorous, and economical decentralized 

application. Motivators keep designers building, 

clients steadfast, and excavators keeping up a 

blockchain. In this paper, our focus is to use this 

application to develop a secured IOT device 

controller to handle these systems. 

Many IOT devices are centralized and very much 

hack-able, despite the favourable circumstances given 

by these organizations, fundamental security issues 

may rise. That is because the related devices spread 

sensitive individual data and reveal practices and 

tendencies of their proprietors. People’s security is 

particularly in peril when such unstable data are 

directed by united associations, which can make a 

silly use of them: in fact, Edward Snowden’s 

divulgences exhibited that people’s data secured by 

Internet and media transmission associations have 

been abused inside a mass perception program, the 

PRISM program. With the inspiration driving 

keeping this condition, the goal of our investigation is 

to help a decentralized and privately-plot IOT, where 

insurance is guaranteed by the particular plan of the 

systems. The trust can be proficient by get- ting Peer-

to-Peer systems. In particular, the blockchain could 

be particularly valuable in building such privacy-

preserving IOT. The block chain is a P2P record, 

immediately used in the Bitcoin advanced cash for 

money related trades. It is deliberately composed and 

contains simply genuine information; in extension, 

since it is P2P, any single united substance does not 

control it. Thusly, computerized types of cash are 

essentially one of the possible employments of this 

advancement. 

 

II. LITERATURE REVIEW 

 

The paper[3] gives an outlook on the blockchain 

technology and its practical application has been 

explained; It also discusses the infrastructure of IOT 

which is based on Blockchain network. It also depicts 

a mode which has been provided for the security of 

internet of things using blockchain. 

The paper[5] proposes a blockchain technology to 

build IOT system. Using blockchain, one can can 

control and configure IOT devices. Management of 

keys can be done using RSA public key 

cryptosystems where public keys are stored in 



International Journal of Advanced Computational Engineering and Networking, ISSN(p): 2320-2106, ISSN(e): 2321-2063 

Volume-8, Issue-7, Jul.-2020, http://iraj.in 

Smart Door Lock by Combining IoT and Blockchain 

 
2 

Ethereum and private keys are saved on individual 

devices. Therum was chosen specifically in order to 

write own Turing-complete code to run on top of 

Ethereum. Configuration of IOT devices and build 

key management system can be taken care very 

easily. 

The paper[7] proposes a blockchain based IOT 

security solution where, trust is established through 

the immutable and decentralized nature of 

blockchain. The distributed nature of blockchain 

makes the system more robust and immune to single 

point of fail- ure. This paper propose a mechanism to 

establish continuous security in the system by 

evaluating legitimate presence of user in valid IOT-

Zone continuously without user intervention. Every 

user interaction in an IOT environment is stored in 

blockchain as a transaction and series of these 

transactions represent a user’s IOT-trail. A unique 

digital crypto-token is required for a user interaction 

to be legitimate. This token is used as an access 

control mechanism to prevent any unauthorized 

access to the system. Tokens are pre-generated using 

a prediction model based on user’s IOT-trail in the 

blockchain. 

While the[9] traditional ways to ensure data integrity 

isn’t much effective due to the dependency on a 

central system which can lead single point of failure 

and network congestion ,this paper discusses a 

Blockchain based data checking scheme to ensure 

Data Integrity . Since the existing blockchain 

technology isn’t very easy to implement in the current 

IOT architecture the paper develops a stochastic 

blockchain scheme to limit the number of cooperative 

nodes and distribute the load to IOT edge nodes. In 

this scheme, the IOT information are broadcasted by 

randomly selected cooperative nodes, thereby 

introducing uncertainty to the attacker and improving 

the system security level. Finally, a lightweight 

mining process is showcased to make only the IOT 

edge nodes compete for block generation and share 

the block with other nodes. 

The paper[10] discusses a solution to make use of 

blockchain technology to authenticate IOT devices 

before it joins an IOT network. According to 

characteristics of blockchain, it can be used to create 

the digital identification of IOT devices and 

authenticate them. Authenticated Devices 

Configuration Protocol (ADCP) is proposed to 

achieve this authentication process. 

 

III. PROBLEM DEFINITION 

 

Protecting data should be given a vital role in Internet 

of Things along with the generation and analysis of 

data. Data flows beyond various administrative 

boundaries with different rules and regulation making 

it difficult to manage information. IOT can be 

considered as systems of systems with the different 

physical and technological components that built an 

Internet of Things ecosystem. These systems provide 

great values to the organizations but with complex 

undertaking as enterprises works to design solutions 

that make up fully functioning internet of things 

system. Keeping the internet of things secure due to 

this complexity is very challenging and it cannot be 

used as a gateway for attacking other systems. To get 

the best from this technology which focuses on high 

diversity and highly volatile demands no matter what 

role you play in the ecosystem is very important. To 

handle data generated daily and the enormous volume 

existing is re- ally unnerving. Complications involved 

in the connection of endless number of devices and 

managing them is an inevitable complex job. 
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IV. PROPOSED SYSTEM 

 

This model can be split into three main parts: 

 

 Smart Door Lock System 

 Mobile Application to Communicate with 

the IOT device 

 Server which acts as a smart contract which 

does the Proof of Work. 

 

The work follow of the application is as follows: 

Connecting the Mobile application to the IOT device 

using Bluetooth connection.This act as a mediator to 

communicate to and from the mobile application to 

the device.The data received from the IOT device is 

update in the app and send to a Real- Time Database, 

in which Firebase Database is being used to create a 

Distributed network and share the data in a block to 

various devices and the server. From the Fire-base the 

data are collected by other devices in Real-time and 

up- dated every time automatically. The device 

uploading data to a real-time database acts as a Server 

and other device receiving the data acts as a client. 

This creates a peer to peer network.We can use a 

Double Linked List to store the hash rather than a 

hash table, due  to the efficient in searching and 

storing the data is better in a Double Linked List. The 

data is verified by checking the previous hash code is 

present in the list. The Devices which are clients 

update their votes to the Firebase in a real-time 

database based on verifying the previous hash value 

in the linked list. The Votes of the clients are read by 

the server in real-time, the server is automatically 

updated with the votes of each client and it verifies 

the votes according to the smart contract protocol. 

After the proof of work is done the real-time database 

is updated for authentication. The mobile application 

of the server device updates the status accordingly 

and send a signal to the IOT device. The final data is 

sent to the device based on the verification. The result 

is either 1 or 0, based on the data updated by the 

Proof of Work server. 

 

V. RESULT ANALYSIS 

 

There are only two final outputs for this application, 

they are: 

 

• Authentication is successful: The 

Blockchain server updates the status of the user in 

Firebase Realtime database based on PoF.  When the 

status is updated   as “Unlock”, the below shown 

figure 5.1 output in the application is stored. 

 

 
FIGURE : Application when authentication is successful 

 

• Authentication is not successful: The 

blockchain server update the status “Lock” or 

“verify” when the PoF is unable to authenticate the 

user. Hence, the below image figure 5.2 show at the 

application when the authentication cannot be done. 
 

 
FIGURE 5.2: Application when authentication is not 

successful. 

 

VI. CONCLUSION 

 

The secured network in which the data can be stored 

and transmitted can be built using a decentralization 

application. The benefits of using decentralized 

network over centralized and distributed is stated 

regarding the integrity and adaptability of the 

application. Decentralizing the data can be a method 

to avoid Humans handling the data. As in- formation 

is the key aspect of Information systems, aspects like 

data integrity, data availability and data 

confidentiality should be achieved. 
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The developed model caters to the need of data 

integrity and provides the confidentiality of the data. 

On a deeper note, it was observed that deploying a 

decentralized network would help us overcome single 

point of failure and hence data availability is also 

achieved. The system however isn’t as sophisticated 

as a full-fledged Blockchain Incorporated device. 

Limitation due to time and computational power is 

taken care by only utilizing the basic process and 

work flow of a blockchain system. The field of IOT is 

ever growing potential application and use cases have 

already been identified and defined in order to cater 

to the needs of a large digital ecosystem. Hence 

security still remains a top concern for employing it 

in all the aspects. Various methods have been adopted 

to ensure safe and secure usage of these devices. But 

even with these disadvantage blockchain can be used 

as the most secure method for this application and it 

been made even more trustworthy to the customers by 

implementing upcoming technologies like artificial 

intelligence, in these IOT device to control the data 

flow. Hence, Data breach and other security issues 

are highly impossible using this method. 
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